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1 YA3BMMOCTb G1omMeTpuyeckoin ayteHTumkaumm Windows
1.1  Kpartkoe onucaHue

Vicnonb3oBaHne 6GuomeTpuyeckolr ayteHTudmkaumm Windows Hello ctaBuT nog yrposy
nepcoHasibHble AaHHble, 3allMilieHHbIe npu noMoLy DPAPL.

1.2 Kakue OC 3atparnsaet

YassumocTn noasepxeHbl Bce Bepcun Windows 10 v Windows 11, BCe JiOKaJ/lbHble
yyeTHble 3an1cu, a Takke ydyeTHble 3anucu Microsoft n Azure AD, C OTK/IOUEHHON onuuei
TPM.

1.3 Yro takoe 6uometpua Windows Hello

B oT/mume oT 06bI4HOW ayTeHTUdmKaLum No naposito, onepaunoHHslie cuctemsl Windows 10
n 11 npepnaralT HOBbIM, 60nee NpocToi W, NPeanosoxUTesbHO, 6oiee 6Ge3onacHbIn
cnocob Bxoga B CUCTEMY MpPU MOMOLM (PM3NYECKUX XapakTepUCTUK, YHUKa/bHbIX A5
Kakgoro yesoBeka. Takux Kak oTnevarku nasbLeB Uam CAenoK nmuya.

3abbITb CBOM BUOMETPUYECKNE AaHHbIEe AOBO/bHO C/IOXKHO, T.K. OHM BCerga npu Bac. Kpome

TOro, Npu 6MOMETPUYECKOM BXO/1€ B CUCTEMY CKaHVMPOBaHVE NvLia Uiv NasibL,eB NPOUCXOANT
6bICTpee, YeM Nosib3oBaTeslb BBOAWUT Naposib.

1.4  Yrto takoe DPAPI

Data Protection Application Programming Interface nnm cokpawgeHHo DPAPI - sBnsetcs
OCHOBHbIM MEXaHU3MOM 3aWmTbl MNEepPCOHasIbHbIX [OaHHbIX MOSb30BaTesil BO BCeX
onepaumnoHHbIX cuctemax Windows, HaumHaa ¢ Windows 2000. DPAPI ucnonb3yetcsa
Be3fe, rae Heo6xoaMmMo o6ecneynTb COXPaHHOCTb 1 6e30MacHOCTb NEPCOHaIbHbIX AaHHbIX.
Taknx Kak ceTeBble Naposun, uMdpoBblie cepTudmkaTbl U NpUBaTHbIE K/IHOYM LUMJIPOBaHNS,
TOKeHbl ayTeHTudmkaummn u T1.4. NMoapobHee 06 ycTpoicTBe M NpuHUMnax pabotel DPAPI
MOXHO noyuTarb B Hallem 6Jiore.
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https://support.microsoft.com/en-us/windows/learn-about-windows-hello-and-set-it-up-dae28983-8242-bb2a-d3d1-87c9d265a5f0
https://ru.wikipedia.org/wiki/Trusted_Platform_Module
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1.5 OnucaHue ysi3BUMOCTU

B onepaunoHHbix cuctemax Windows 10 u Bbiwe DPAPI nonHOCTbIO cCOBMecTuUMa C
6vomeTpuyeckoi ayteHTugmkauymein Windows Hello. Takum o06pa3om, MNepcoHasbHble
JaHHble, 3awmuieHHble DPAPI, MOXHO paclumcpoBaTb Npy NOMOLLM Kak oTneyarka nanbLa,
TaKk M BUPTYa&/IbHOIO crienka smua (ecnm ObliM HACTPOEHbl COOTBETCTBYHOLLME METOAbI
ayTeHTudmkauum). Npobsiema B TOM, 4YTO /19 3TOTO HENOCPELCTBEHHO HE TpebyeTcs HY cam
nasey, HW MU0 nosb3oBaTtesid T.K. BCe Heobxoaumoe [ANs paclumddpoBKM  XpaHUTCA
HenocpeACTBEHHO Ha KOMMbIOTEpE.

1.6  Kakue gaHHble B OracHOCTA
|

B onacHocTu Bce gaHHble DPAPI npu co6ioaeHuy cnefyowmx yCioBuii:

- OnepaunoHHas cuctema Windows 10 nnam Windows 11

- JlokasibHasi ydeTHas 3annchb, y4eTHasa 3anucbk Microsoft nnm Azure AD

- B yueTHo 3anucu HacTpoeH BXoA B cuctemy npu nomowy 6mometpmum Windows Hello
- OTkmoYeHa onumsa TPM

MprMepbl NePCOHaIbHbIX AaHHbIX, 3almMdpoBaHHbIX DPAPI

e [aposn Beb canToB, KOTOpble XpaHATCA B NOMY/IAPHbIX MHTEPHET ob6o3peBaTenax: Google
Chrome, Microsoft Edge, Opera browser n pgp. CoxpaHeHHble KYyKUCbl W [OaHHble
KpenuTHbIX KapT.

e [Naposm noytosbIx kKinmeHToB Microsoft Office Outlook, Windows Mail. Kntoun windoposaHus

noyTel S-MIME.

Maponn goctyna K o6LLmMm nankam v pecypcam

Mapom n kun WdopoBaHus, XxpaHnvble B Windows Vault

Maponn coeguHeHWn yaaneHHoro AocTyna Kk paboyemy cTosny

Kntoun wmdpopoBaHns EFS

e CepTudwkaTbl nonb3oBarens

CeTteBble naponu, xpaHumMble B Credential Manager. Bknoyast TOKeHbl ayTeHTUdmKaL un.

MepcoHasibHble AaHHble 60r0 NPUIOKEHWS, 3alyLleHHble npy nomowy DPAPI. Takue

kak Skype, Windows Rights Management Services, Windows Media, Google Talk n

apyrve.

1.7 PoC

MowaroBast UHCTPYKLUUS AN paclumdipoBkn DPAPI 6e3 3HaHWsA naposs.

1. Y6enntecb, 4TO ANA YYETHOM 3anucy, faHHble KOTOPO Heob6xoAuMO pacLumgpoBathb,
HacTpoeH 61OMEeTPUYECKNIT BXOA,
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2. Moagknounte AUCK C yYeTHOM 3anucbio B Bawemy K. Ecam 3TO BUPTYasibHbIA OMUCK,
HanpvmMep oT BUpTyasibHON OC, TO OH A0/MKeH ObITb AOCTYMEH ANs 3annucu. B NpoTMBHOM
C/lydae, nporpaMmma He CMOXET npounTartb AaHHble u3 katanora Windows Hello.

3. 3anyctute nporpammy Windows Password Recovery, B MeHto Utils Bbi6epute DPAPI
decoder and analyzer -> Decrypt DPAPI data blob

4. Ykaxute nytb K DPAPI 6106y 1 katanory Windows.

DPAP| offline decoder >
o
| ) [T —
) |:;_ & Select DPAPI blob location Step 1/4

DPAFI blob is an opagque data structure that holds encrypted data. Many system components such as Encrypting File
System, Wireless connection wizard, Windows Credentials Manager, CardSpace, etc. and popular applications such
as Intemet Explorer, Windows Mail, Outlook, Skype, Google Talk uses DPAP| to securely store their secrets,
passwords and sensitive data in DPAP| blobs. You can extract DPAFPI blobs using blob seanch’ utility .

Read mare information about DPAP| offline decrypter

Select DPAPI blob file

DPAPI blob file F:ulsers “AppDatatLocal \Microsoft\Credentials™. [ |

Windows directory |F-\Windows | |

Mext = | Cancel |

5. B cnepyouwem guanore yKkaxkute nyTb K MacTep KoYy nosib3oBaTens.
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DPAP| offline decoder >

o o ——n—

Select Master Key location Step 2/4

Master Key is used in DPAPI as a pimary cypher key to decrypt user protected data and passwords (i.2. DPAF| blobs).
For example, EF5 cerfficates, WiFi, MSN, Outlook, Imtemet Explarer, Skype credentials, etc. User Master Key file is
located at the “LAPPDATAY \Microsoft* Protect’ .50 folder. Where %APPDATAY is the user application data
directory, and %510% is the textual 51D of the user. However SYSTEM Master Key may be located at the following
folder: “LWINDIR % System 324 Microsoft Protect.

Select Master Key file
Master Key file (L=

CREDHIST file Fi\sersh “AppDatatRoaming Microsoft\Protect \CREDHIST (L=

How do you want the Masterkey to be decrypted?

JELTYEL WL 2l Credertia

Next > | Cancel |

6. Tenepb BblGepute TUN pacwmdpoBkn '6e3 naponsa’ M Haxmute Next 4TOObI
pacwmdiposaTtb DPAPI 6/106.
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DPAP| offline decoder >

@ﬂJ\ —— )

U edentials needed f essful blob d ti
é’g ser/system credentials n or successful blob decryption Step 3/4

fou should specify user 510 and user logon password here in order to decrypt the DPAP| encrypted data. However
some DPAP| encrypted blobs, eg. encrypted using 5YSTEM account, require machine credentials. In this case, youll
have to provide a path to the SYSTEM and SECURITY registry files. Optional entropy file is required when the blob
was was created using entropy (refer to CryptProtect Data AP for more information). You should manually create a
simple binary file with the entropy data and show the program path to the file.

Additional parameters are required in order to proceed the data decryption
User SI0 5-1-

() User password

(T User PIN

(®) Passwordess (extract from biometrics, ARSO, cached logons, etc.)

Entropy file {optional) | |

| Mest> | | Cancel |
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DPAP| offline decoder >

——

Decrypted DPAP] blob
e ° Step 4/4

The list below contains decoded data of the DPAP] blab file. Right-click the list to display the context menu.

DPAP blob file F:Usersh, “AppDatatLlocal®..

Master Key file Fllsers, \AppData'FRoaming.
[afululn} o0 Q0 00 4 2A 00 OO0 00 OO0 00 90 01 a0 00 Qo I S . ~
Q010 | 90 00 00 00 E3 AF 40 C2 Fg¢ S5 DE 01 00 00 Q0 00 .. i_ﬂ.ﬁﬁ.aﬁ .....
QozZ0 (02 00 00 00 20 00 90 00 00 00 00 00 00 00 Q0 00 e e e e e
2030 |52 00 Q0 00 57 00 €% 00 €E 00 &4 00 €F 00 77 00 | R...W.i.n.d.o.w.
o040 | 73 00 4C 00 €% 00 7€ 00 €% 00 3A 00 74 00 €1 00 | s.L.i.w.e.:.t.&.
2250 (72 00 &7 00 &5 00 74 00 3D 00 Te 00 &£% 00 72 00 |r.g.e.t.=.w.i.r.
222 (74 00 75 00 &1 00 €C 00 €1 OO0 70 QO 70 00 2F 00 | t.u.a.l.a.p.-p-/-
2070 (&4 00 &% 00 &4 00 €C 00 &F 00 &7 00 €% 00 €3 00 | d.i.d.l.oc.g.i.c.
o020 | el 00 &2 00 00 00 90 00 00 00 22 00 00 00 50 00 | &a.l....... {...P.
Q050 | g5 00 T2 00 73 00 €% 00 73 00 T4 00 €5 00 €4 00 | e.r.s.i.s.t.e.d.
QORD | 43 00 T2 00 €5 00 €4 00 €% 00 €E 00 74 00 €% 00 | O e.d.e.n I

w
| Finish | | Cancel |

1.8  BblBOABI

HecmoTpsi Ha Bce 3aBepeHns Microsoft o 6e3onacHOCT GMOMETPUYECKON ayTeHTudmKauumn
Windows Hello, Mbl BUAMM, 4TO 3TO, MATKO BblpaXasACb, HE COBCEM Tak.

Ecnm y Bac HacTpoeH 6MOMETpPUYECKUIA BXOA, B CUCTEMY M OTK/IlOUYeHa 3aupTta TPM, 6yabTte
npeaesibHO OCTOPOXHbI. Bce Balum nepcoHasibHble AaHHbIe B MOTEHLMaIbHOM onacHoCTL!

[na nx 3awmTbl Mbl PEKOMEHAYEM OAHO W3 CrieAytolwyX: HacTpouTb LUMbpoBaHne AuUCKa,
BK/OUMTb 3awmTy TPM (ecnm Bawe 060pyaoBaHNe ee NoAAepXUBaeT) UM oTkasaTbCA OT
6romeTpun.
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