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BBegeHue

1 BeBefeHue

B oT/mume oT cBOMX CTapblx cobpaTbes, HoBas Bepcus Internet Explorer 7 (y IE8 - IE9
COBEpLUEHHO Takas >e Cxema 3aumTbl) MPUMEHSIET COBEPLUEHHO WHble MPUHLUMbI
LLMcppoBaHMSA NPUBATHBLIX AaHHbIX, 6e3 XpaHeHus kto4vel wnpoBaHusa! 3To aenaet
ype3BblHalHO  C/IOXKHbIM ~ MPOLECC  paclumMpoBKM  Takux  AaHHbIX, OCOOGEHHO B
aBTOMaTU4YecKoMm pexviMe. [1oaTomy A5 MOSHOLLEHHOTO BOCCTAHOB/IEHWUA Maponiein, n Kak
anbTepHaTBa aBToOMaTM4Yeckomy, 6bin cAaenaH pyyHolr pexxum paboTbl MacTepa nporpammbl
Passcape Internet Explorer Password Recovery. bonee rokuii U MNpoaBUHYTbIA, OH
NO3BONSET BbITACKMBATb K/OYW, HELOCTYMNHble B aBTO-pexume, UCMOMb3ys HEKoTopble,
crneunasnibHO 419 3TOro NpUAYyMaHHbIe affopUTMbI.

Py4HO pexxm MOXHO YC/I0BHO pa3fennTb Ha 5 yacTei uim 5 waros Mactepa. TouHee ux 4,
Ha NepBOM Luare BbIGMpaeTcsa cam PyYHON PeXxmm.

YcTaHOBKa UCXOAHbIX AaHHbIX.

BbI60p NCTOYHMKA faHHbIX.

PacwmdipoBka MacTepKtoua nonb3osatenisi. CTaTucTrka HainaeHHbIX naposeil.
C6op koyen LwngposaHus.

PaclumdpoBka faHHbIX.

agrwnPE

WTak, no nopsaaky...
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https://www.passcape.com/internet_explorer_password_recovery_rus

LLlar 1: Bbi6Op py4YHOro pexxmma paboThl

2 LLlar 1: BbI6Op py4HOro pexxnma padoTbl
#' Passcape Internet Explorer Password Recovery (beta 6) v 2.4 El@
Welcome to the Passcape |E Password !
Recovery Wizard ﬂ

Thiz wizard will help pou to recover Intemet Explorer zaved passwords for Web
zitez, autafil and autocomplete forms, FTP passwards, sunchronization and
identity pagzwordz. You can alzo rezet IE Content Advizor pazsword. Al
pazswords [except Content Advisor ong] are recovered instantly.

Please zelect a mode the wizard will be run in.__

(" AUTOMATIC - recover passwaords stored locally

o MANUAL - recover pagswards manually [fram Binary reqisty filesf

(" COWNTEMT ADVISOR - manage cantent advizar pazsward

" ASTERISKS PASSWORDS - reveal text hidden behind azterighs =
" MISCELLAMEQUS - choogze one from the combo bow below

|E Cookie Exploner

[~ Enable logging

Interface language

E nglizh -

To continue, click 'Hest'

<< Back et » ] [ Ezxit

1 war. Bbl6bop py4HOro pexvima paboTbl.

BoccTaHosneHne naponeii Internet Explorer 7-9 © 2007 Passcape Software



LLlar 2: YcTaHOBKa NCTOYHMKA AaHHbIX

3 LLlar 2: YcTaHOBKa MCTOUYHMKA AaHHbIX
4 PIEPR - manual mode = [ ===
Internet Explorer password recovery manual mode [step 2 of 5] 0
Pleaze show the full path to the HTUSER.DAT' file. &

[t iz located in the uzer's profile directony [usually C:A\Documents And Settingzs's U zer ames: ]

|nternet Explorer version

() Decrypt IE 46 pazswards
@ Decivpt IE 7 passwords

Paszwiords location
Full path ta the WTUSER.DAT' file

C:A M serg ohnhntuzer. dat D
[zer profile path

LA zersJohn D

Metwork, credentials directary
C:Ad zersts) ohnhbppD atahLocalhMicrozofthCredentialz D

Click 'Mest' to proceesd

Ha gaHHOM, BTOPOM 3Tare pydHoli paclumdipoBKM, nMporpamma npeasiokAT Bam 3anosiHUTb
TPV napaMeTpa, Heob6xoAVMble [N Havasna paboTbl MO BOCCTAHOB/MEHMIO. TOuHee,
nonbITaeTCsi 3TO CAeNaTh Cama, a eC/im He MoJyYnTCsl, TO MPEeAOCTaBUT Ha OTKYMN BaM:

1. Ny K daliny peectpa nosb3oBartesiad ntuser.dat, KOTOpbI Haxo4WUTCA B npodwmse
nonb3oBartesis. PeecTp nonb3oBarens ABNAETCA MaBHbIM aKKyMy/ISTOPOM A1 XPaHeHUs
Tpex TUNoB 3awwmdpoBaHHbIX naposien IE 7-8 (Bcero nx 4). B Windows XP-2003 nyTb K
aTOoMy ¢haiinly 06bI4HO BbIrIAAMT cneayioumm obpasom: C:\Documents And Settings\%
USER%\ntuser.dat, rae %USER% - ums Bawei y4eTHoi 3anucu. Ansa Vista aToT nyTb No
YMOJIHaHUI0 MOXET BbIINaAeTb HeMHoro no-gpyromy: C:\Users\%USER%\ntuser.dat.
OTOT napameTp sBNseTCA o06fA3areflbHbIM U AasbHelwas paclumdpoBka 6e3 Hero
HEBO3MOXHa.

2. Katanor npodwunsa nosib3oBaTtens - ONuMOHasbHbIA napametp. OO6bIYHO OH
onpefenseTcs aBToMaTtMyeckn no HaJimumio B HEM peecTpa nosib3oBatesnisi (CM. Bbille).
KaTanor ¢ npodmnem siBNSIETCA OTNPAaBHON TOYHOM A1 aBTOMAaTMYECKOro onpeaeneHuns
HEKOTOpPbIX APYrMX OMuuiA nporpaMmbl, OOCTYMHbIX Ha cregyowem aTane. Ecim ator
napameTp He 3afjaH, TO Ha TPETbEM LUare MacTep BOCCTAHOB/IEHUS HE CMOXeET
aBToOMaTuyecku onpegenmtb Nytb K MacTep Knody nonb3oBatens, 6e3 KOTOPOro
fasbHeliwan paboTa HEBO3MOXHA.

3. Network credentials directory - Heo6si3aTenbHbIli napameTp. Windows Credentials
Manager co3gaeT v ynpasnsieT 3TVM KaTasloroM, XpaHsi B HEM NpVBaTHblE AaHHble A1
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LLlar 2: YcTaHOBKa NCTOYHMKA AaHHbIX

MHOIMX nporpamm. Hanpvmep, napoim AoOMeHa W JIOKa/lbHOM CeTW, YYEeTHble 3arnucu
Windows Live (.Net Passport), naposm Exchange cepsepa 1 T.4,., BC€ OHU LLUMJOPYHOTCA U
xpaHATca B Network Credentials Directory. Hac, B gaHHOM ciyyae, uHTepecylor Web
naponu Internet Explorer 7 Kk 3alpieHHbIM calitTam, M3BECTHble Takke kak Wininet
Credentials. bonee nogpo6Ho o Wininet Credentials MOXHO nounTaTb B Halle cTaTbe O
naponsax IE.

B Windows XP-2003 Wininet Credentials MoryT xpaHUTbCS B BYX pa3HbIX KaTtasiorax:
C:\Documents And Settings\% USER%\Application Data\Microsoft\Credentials\%SI1D%

nn

C:\Documents And Settings\% USER%\Local Settings\Application Data\Microsoft\Credentials\%SID%.

MapameTp %USER% - COOTBETCTBYET MMEHM Ballel yueTHol 3anucu Windows, a %SID% -
TeKCTOoBbI SID nosnb3oBarens, Yby Naposm Heo6XoANMO BOCCTaHOBUTD.

B Windows Vista SID B umeHn Network Credentials Directory He Mcnosb3yeTcs, No3TOMy
nyTuv K 3awmdppoBaHHbIM Wininet Credentials BbIrsasaT HEMHOTO MHaYe:

C:\Users\%USER%\AppData\Local\Microsoft\Credentials
nnin
C:\Users\%USER%\AppData\Roaming\Microsoft\Credentials

Bot napa npumepoB ¢ peasibHbiMK nyTAMU K Network Credentials Directory:
C:\Users\John\AppData\Local\Microsoft\Credentials

D:\Documents and Settings\Kate\Application Data\Microsoft\Credentials\  S-1-5-21-1927147842-
1992852531-225342917-1003.

Onsa onpegneneHnss Network Credentials Directory fokasibHOro mnosb3oBaTtens Yyao06Ho
No/b30BaTbCA KHOMKOW [>>] , Npv HaxaTun Ha KOTopyk OyaeT npeasioXeHo BblOpaTb
Heo6Xxo4MMbIA NPOCN/IL SIOKA/IbHOTO NoJib30BaTe s CUCTEMbI, a NporpaMMa aBToMaTu4yeckn
Bbl6epeT Network Credentials Directory, COOTBETCTBYHOLWMIA 3TOMY Npodmito. Ecnn gaHHble
ONs paclwmndpoBKM GbIIM B3ATbI C APYroro komnbtotepa, To nyTb K Network Credentials
Directory, He06x04MMO 3afaTb BPYUHYHO, KHOMKOM | ... ].
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LLar 3: Pacwumngposka Mactep Knrtoya nonb3osaresns, ctatTucTuka H

4 Llar 3: Pacwumnposka Mactep Kntoua nonb3osarens,
CTaTUCTMKa HaAeHHbIX Naponem

I

. PIEPR - manual mode (IET) = | EOR)

Internet Explorer pazsword recovery manual mode [step 3 of 5)

Fleaze zetup correcty the uzer logon password, the M asterkey file and the 510 of the passwords' owner, @
Without thiz data vou will not be able to decpt IEY pazswaords. e |

Pazzwords statistics
Autafaorm fields faund:
Autocomplete pazswords found:

FTP pazswords:

LS I = I LK ]

Wininet credentials:

I1zer logon infarmatian

Dwner logon passward

[] Hide characters az | type

Ovaner Masterkey file
C:AzersJ obnhbppl atah B oamingMicrozofthProtecttS5-1-5-21-39778491 433- E]

Dwrner S0
5-1-5-21-3977849149-3191733863-3911273036-1003

Click 'Mest' to proceed

Ha TpeTbem Lliare macTep nporpaMmbl, MOMYy4MB Mnepes 3TUM Heob6XOoAUMble [AaHHbIE,
caenaet NonbITKy cobpaTb MHGOPMaUM0 O Ha/mMuMe WM KOMM4YecTBe naposneli Internet
Explorer. B pasgene 'Password Statistics' oTo6paatoTCs faHHble 0 HaliAEeHHbIX, HO MOoKa He
paclmgpoBaHHbIX naponsx. OnpegeneHne kommdectsa Wininet Credentials BO3MOXHO
TOMbKO NOC/e TOro, Kak:

e bbin KoppekTHO 3anosiHeH napameTp 'Network Credentials Directory' Ha npebigyliem
ware MacTtepa nporpamMmbl

e 3anonHeHbl Bce onuun B pasgene ‘'User logon information’, Bk/oYas naposb
nosb3oBarens

OG6blyHO, napameTpbl 'Owner MasterKey file' n 'Owner SID' onpegensalTca nNporpaMmMoit
aBTOMaTUYECKM ANs NIOKaSIbHOrO No/sb3oBaTtesid CUCTEMbl. MOXHO 3TO caenatb U B Py4HOM
pexume. ®aiin MactepKnoua nonb3oBaTtens Mo YMOMYaHUIO HaXOOUTCA B CleAytoLmx
Karasorax:

Windows XP-2003:

C:\Documents and Settings\%USER%\Application Data\Microsoft\Protect\%SID%

Windows Vista+:

C:\Users\%USER%\AppData\Roaming\Microsoft\Protect\%SID%
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LLar 3: Paclunpposka Mactep Kntova nonb3osarens, cratuctuia H

TekcToBbIN NapameTp Owner SID, Kak npasusio, CoBNagaeT ¢ HazBaHMeM kaTasiora %SID%.

Mocne Toro, kak 6yAeT BBeAeH Npasw/bHbIl Naposb B nosne ‘User logon information’, 6ynet
nponssefeH pacyet komyectBa Wininet credentials, kHonka 'Next >>' cTaHET aKTMBHON U
MOXHO NepPexoauTh K CreaytoLeMy Lwary Mactepa - coopy koyel WidpoBaHus.

5 LLiar 4: C60p KNtouei LWngpoBaHns

C60p kMoyen wmdpoBaHns ABNSeTcs Hanbosnee BaHbIM Y OTBETCTBEHHbIM MOMEHTOM BO
BCEM Mpouecce paclumdpoBku. Kak yxe ynoMMHa/IOCb paHee, MEXaHu3M LuMdpoBaHMs
naponeit Internet Explorer 7 6bln cneyvasibHO nNpugyMaH Takum o6pas3om, 4To6bl Mo
BO3MOXHOCTW HE XPaHWUTb K/IKOUM LUMhpoBaHMS Ha /IOKa/lbHOM KOMMbloTepe. NoaTomy nepes
TeM, Kak NPUCTYNUTb K NOUCKY 1 NoA60pY KKouein, He06X0AMMO NOHATb NPUHLMN paboTsl IE,
KOTOpPbIA MCNOMb3yeTcsa Npu LWMGIPOBaHNM Naponein U faHHbIX 418 3anonHeHus dopm. O
naponsax FTP 1 Wininet MOXHO BpeMeHHO 3abbITb, MOCKO/IbKY Ha 3TOM, YETBEPTOM Luare
MacTepa nporpammbl, UMEETCS A0CTATOYHO MHGOPMaLMK 418 UX NOMHOW pacLUMpOBKMN.

NTak, anroputm wWncpoBaHna naposieil aBto3anosiHeHns B IE 7 BbIrSAUT CreaylowymM
o6pasom:

1. Mpw nepsom noceweHn Web cTpaHuubl, Noc/ie TOro, Kak nosb3oBartesib BBeN naposib,
Internet Explorer 3anomvHaeT URL agpec TekyLuein CTpaHuLbl U BbIYUC/ISET X3LU 13 3TOro
appeca hash=sha(URL).

2. 3anoMHeHHbI Ha npeablgywem ware URL agpec (TekctoBasi cTpoka Unicode),
NCNOMb3yeTCA B KayecTBe K/o4va LMpoBaHUs. STUM K/IOYOM C MOMOLLBKO CTOMKMX
KpUNTOSOrMyecKunx a/ITopUTMOB DPAPI lwndppyeTcs naposib:
EncryptedPassword=DPAPI(URL,password).

3. EncryptedPassword npuBs3biBaeTcs K hash, n o6a 3Ha4yeHuss COXpaHATCA B peecTpe
nosib30Baresis.

4. URL agpec 3abblBaeTcA 3a HeHaf00HOCTbIO.

N3 BCero BbIWEN3NIOKEHHOTO MOXHO CAefiaTb 3ameyvaresfibHblil BbiBOA: 6e3 3HaHuA
ncxoaHoro URL paclumdopoBatb naponn He nosyyumnTcs, T.K. obpaTtHoe BoccTaHoBeHne URL
N3 X3Lla NpaKkTUYeCcKn HEBO3MOXHO. C Apyroi CTOPOHbI, XpaHUTb KoY windgiposarmsa (URL)
Ha /I0OKa/TbHOM KOMMbOTEpe BOBCE HeoOA3aTe bHO.

Ho Kkak e Torga pacLumdpoBbiBaeT naponm cam Internet Explorer? A oueHb NpocTo:

Mpy noBTOpHOM noceweHnn caita, IE cHoBa BbluuciAeT hash n3 URL agpeca. 3atem
NpoBepPSiIET MNOJMyYEHHbIN X3W co Bcemu 3HadveHusmm (hash + EncryptedPassword),
KOTOpble XpaHATCA B peecTpe. EC/M oAvH M3 X3W 3HAYEHWi, XpaHsAWMXCS B peecTpe,
coBnas, TO 3alMdPOBaHHbLIA  Naposb, KOTOPbIA NpUBA3aH K  3TOMYy  X3Lly,
pacLumMpoBbIBaAETCS, UCNOMb3YA B Ka4ecTBe k/toya cooTBeTcTByowmii URL agpec.

HemHoro nHaye peanmsoBaH MexaH13M LUMGIPOBaHUS AaHHbIX 471 aBTO3anosiHeHns doopm. K
npumepy, ec/iv Ha Beb cTpaHuue ¢ aBTopusauueli ecTb Nosie fIofMHa U Naposns, TO JIOMvH
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LLlar 4: Coop KoUen LnNpPoBaHnS

LLMdppYyEeTCA M XPaHUTCA HECKOSIbKO MHaYe, YeM naposib. OCHOBHOE OT/Indme COCTOUT B TOM,
4yTO B KayecTBe K/o4a wngposaHma Bmecto URL ucnonb3yetcsa vma nons html copmbl.
[aBainTe paccMoTpuM OTpbIBOK 13 html dhaiina, B KOTOpOM NpucyTCTBYET doopma 4/1 BBoAA
JIOTVIHA 1 Naposis.

<table><tr>

<td><input type="text" name="loginname" value=""><br></td>
<td><input type="password" name="pwd" value=""><br></td>
</tr></table>

B Hawem criydyae nMeHeM nNons oopMbl 1 KNKOYOM LUMpoBaHns 6yaeT TEKCTOBOE 3HaYEHUE
loginname. Bo BCeM oCTa/lbHOM MEXaHWM3M LUMdIPOBaHMSA AaHHbIX hOPM aBTO3amnosIHEHUS
NO/THOCTbHO aHa/IOMTMUYEH MeXaHU3My LUMGPPOBaHNS Naposieil.

MosTomy, AN51 NO/THOLLEHHOM pacLUMdIPOBKI Naposiel N AaHHbIX aBTo3anosiHeHus |E 7, n 6bin
co34aH Tako MyApeHbIA 1N HEMOHATHLIN Ha NepBblil B3rNs4 nHTepdeinc nporpaMmmsl. MaTb
BK/1a[10K, KOTOpbIe Bbl BUAWTE HA CKPUHLLOTE, ABMAIOTCHA Ha CaMOM Jefie NATb MeToAamu,
C MOMOLLBI KOTOPbIX MOXHO BOCCTAHOBUTb K/IOUM LUMGIPOBAHWA (HanUWMTe, ec/iv 3HaeTe
Apyrve). 3Tu K/uK, B CBOK o4vepeb, TPebyrTcsa A1 paclumpoBKN HalEHHbIX Naponeii.
KonnyecTBo paclumcpoBaHHbIX Maposeil HanpsamMyro 3aBUCUT OT 3(OPEKTUBHOCTWU BaLUMX
[JelicTBuiA Ha 3TOM aTane. Mtak, BOT KpaTkas XxapakTepucTuka KaokaoMy MeToay.
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LLiar 4: C60op KNtoUen LWnppoBaHus

5.1 TMopabop NpocTbIX KoYen

#, PIEPR - manual mode (IET) == [=S]

Internet Explorer pazsword recovery manual mode [step 4 of 5]
Befare clicking 'Mest', pleaze provide the program as much decrpption keys as pozsible. The decrpption @

R

key conzizts of URL addresz or form field name. Probably wou'll have to zet zome keys manually. —
Autoform fields found: 1 [0 can be decrypted]
Autocomplete passwords found: 2 [0 can be decrypted]
FTP pazswards: 0 [ can be decrypted]
Wininet credentials: 1 [1 can be decrypted]

During thiz “Wizard step wou'll have to specify the zource URL address(es). the pazswords belong to. These
IIRLz participate in the encryption process, so without the URL pou will not be able to recover the data.
However to decropt autaform data it is also required o know URL form figld name. You can get required form
field names by zetting URL page for online retrieval [not a zingle bit will be transferred from pour computer during
the anline sezzion).

How do wou want the decryption keys to be retrieved

Guess simple keys | Laak in cache I Erowse local computer I Fietrieve from |nternet | Extract manuall_l,ll

Check autoform field names using builtin dictionary »» Run dictionary attack ]

Click here to guess fast autoform field names >3 ’ Run fast brute-force attack ]

Deep brute-force analyzis of the autofarm field names »» Fiun deep brute-force attack ]

Click 'Mext' to decypt and wiew the pazswords

[ << Back ] [ Mext > ] [ Exit ]

OTOT MeTOof CNYXUT ANA HaXOXAEHVUA K/oyelr LMpoBaHUs AaHHbIX 3anosiHeHus diopm
MEeTOA4OM noabopa no C/ioBapro UM NpsiMbIM nepebopoM. Mpy HaxkaTum Ha KHOMKy 'Run
dictionary attack' npoucxoAuT MOWUCK K/KOYERd, UCNOMb3ys BHYTPEHHUA ClIOBapuk,
NoCTaB/IALLMIACA BMECTe C nporpaMMoii. MoxHO Takxe nonpo6oBaThb BbINOHUTL araky
npsAMbIM Nepe6bopoM, NMpy KOTOPOI NPOUCXOAUT NPOBEpPKa BCEX BO3MOXHbIX KOMOMHAL Wi
CUMBOJI0B U uMdip. OgHaKo HefoCTaTOK NocneHero MeToAa 3ak/loyaeTcs B TOM, YTO Takas
NnpoBepKa BO3MOXHa TOJIbKO AJ/19 KOPOTKMX (40 5 CMMBO/IOB) K/oUei. B crieaytolen Bepcumn
nporpamMmbl NIaHUPYeTCs BBECTU HOBbIV TUN ataku, UCMNonb3ysa Smart mutations.
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LLiar 4: C60op KNtoUen LWnppoBaHus

5.2 TpoBepka K3Lwa

#, PIEPR - manual mode (IE7) == =S]

Internet Explorer pazsword recovery manual mode [step 4 of 5]
Befare clicking 'Mest', pleaze provide the program as much decrpption keys as pozsible. The decrpption @

key conzizts of URL addresz or form field name. Probably wou'll have to zet zome keys manually. L e
Autoform fields found: 1 [0 can be decrypted]
Autocomplete passwords found: 2 [0 can be decrypted]
FTP pazswards: 0 [ can be decrypted]
Wininet credentials: 1 [1 can be decrypted]

During thiz “Wizard step wou'll have to specify the zource URL address(es). the pazswords belong to. These
IIRLz participate in the encryption process, so without the URL pou will not be able to recover the data.
However to decropt autaform data it is also required o know URL form figld name. You can get required form
field names by zetting URL page for online retrieval [not a zingle bit will be transferred from pour computer during
the anline sezzion).

How do wou want the decryption keys to be retrieved

Guess simple ke_l,ls| Look in cache | Browse local computer I Fietrieve from |nternet | Extract manuall_l,ll

Click here ta retrieve keys fram the current uzer's cache > ’ Check curent uzer's cache ]

More sophisticated analyziz of the cument user's cache > ’DEEF' check curent uzer's cache]

Check cache for all uzers of the local computer »» ’ Deep check 4l ]

Click 'Mext' to decypt and wiew the pazswords

<< Back ] [ Mext > ] [ Exit ]

B gaHHOW BKNagKe MOXHO OCYLLECTB/IAET MOUCK KK4el WwndpoBaHusa (Kak Ansi naponen,
Tak n ona goopm) B kawe IE Ha /okasibHOM KomnbloTepe. MNpy Haxkatum Ha 'Check current
user's cache' npovcxogut 6bICTPbIN NOUCK K/IKOYEN B K3aLle TeKyLero nosnb3osartens. bonee
ry6OKMIA NMOUCK B K3Lle 3anyckaeTcsl HaxaTvem Ha kHonky 'deep check current user's
cache'. HecmMoTpsi Ha TO, YTO OH He3HauYUTENIbHO MeAJ/IeHHee NpeablAyLIero, rNMaBHoe ero
[OCTOMHCTBO COCTOUT B TOM, YTO NMOUCK BeAeTcs 6e3 ucnosnb3oBaHusa dyHkumnii Windows
APl. Ho camblii MefnieHHbI, XOTA WHOrA4a MU A0BOJIbHO 3(PEKTUBHBIA O/19 HaXOXaeHWUs
Kouei aBTodiopm, 3TO TpeTuii BUA noucka ‘deep check all', npn KoTopom ocyLlecTBnsieTcs
MOMUCK B K3LLe BCEX MO0JIb30BaTe el /IokasibHOro KOMMbTepa.
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LLiar 4: C60op KNtoUen LWnppoBaHus

5.3  TowncK Ha NoKasIbHOM KOMIMbIOTEPE

#, PIEPR - manual mode (IE7) == =S]

Internet Explorer pazsword recovery manual mode [step 4 of 5]
Befare clicking 'Mest', pleaze provide the program as much decrpption keys as pozsible. The decrpption @

key conzizts of URL addresz or form field name. Probably wou'll have to zet zome keys manually. L e
Autoform fields found: 1 [0 can be decrypted]
Autocomplete passwords found: 2 [0 can be decrypted]
FTP pazswards: 0 [ can be decrypted]
Wininet credentials: 1 [1 can be decrypted]

During thiz “Wizard step wou'll have to specify the zource URL address(es). the pazswords belong to. These
IIRLz participate in the encryption process, so without the URL pou will not be able to recover the data.
However to decropt autaform data it is also required o know URL form figld name. You can get required form
field names by zetting URL page for online retrieval [not a zingle bit will be transferred from pour computer during
the anline sezzion).

How do wou want the decryption keys to be retrieved

Guess simple ke_l,ls| Look in cache | Browse local computer I Fietrieve from |nternet | Extract manuall_l,ll

Click here ta retrieve keys fram the current uzer's cache > ’ Check curent uzer's cache ]

More sophisticated analyziz of the cument user's cache > ’DEEF' check curent uzer's cache]

Check cache for all uzers of the local computer »» ’ Deep check 4l ]

Click 'Mext' to decypt and wiew the pazswords

[ << Back ] [ Mext > ] [ Exit ]

OTa BK/Mlagka npefgHasHadeHa TOMbKO A1 HaxXoXaeHus Kitoyen astooopM. Mpu aToMm
Heob6xo4MMOo yKasaTtb NyTb K KaTasory ¢ html doainnamn. He BaxkHO kakumn. 'naBHoe, 4YTOObI
NX 6bII0 KaK MOXHO 60sbLe. TakMm KaTasioroM, aflbTepHATUBHbLIM K3Ly Internet Explorer, K
npumepy, MoxeT ObiTb Katasior ¢ html dainnamn ppyroro ob6ospeBatens WHTepHeT.
Hanpumep, Opera cknagbiBaeT (K3LwMpyeT) BCe MOCELLEHHble CTpaHuubl B CheunasibHO
oTBefeHHoe A/ 3Toro mecto (06biyHO C:\Documents and Settings\%USER%\Application
Data\Opera\Opera\profile\cache4). Nocne Toro, kak Takoh KaTasor O6bi1 3agaH, MOXHO
NPUCTYNUTb K CKaHMpoBaHuio html palinoB 1 NpoBepKe BCEX HalAEHHbIX K/OYEn ANns nonein
doopM. OYeHb 4acTo 3TN K/KYM COBNAAAI0T C TeMU, KOTOPble HEOOXOANMO HANTH.
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LLiar 4: C60op KNtoUen LWnppoBaHus

5.4  3arpyska u3 NHTtepHet

#, PIEPR - manual mode (IET) = EoREX=

Internet Explorer pazsword recovery manual mode [step 4 of 5]
Befare clicking 'Mest', pleaze provide the program as much decrpption keys as pozsible. The decrpption @

key conzizts of URL addresz or form field name. Probably wou'll have to zet zome keys manually. i
Autoform fields found: 1 [0 can be decrypted]
Autocomplete passwords found: 2 [0 can be decrypted]
FTP pazswards: 0 [ can be decrypted]
Wininet credentials: 1 [1 can be decrypted]

During thiz “Wizard step wou'll have to specify the zource URL address(es). the pazswords belong to. These
IIRLz participate in the encryption process, so without the URL pou will not be able to recover the data.
However to decropt autaform data it is also required o know URL form figld name. You can get required form
field names by zetting URL page for online retrieval [not a zingle bit will be transferred from pour computer during
the anline sezzion).

How do wou want the decryption keys to be retrieved
Guess simple keys I Laak in cache I Erowse local computer | Fetieve from Intemet | Extract manuall_l,ll

Source URL address [with autocomplete data]

hittp: /Ay, domain. comydlogin, php ‘ Check thiz page ‘

Dowrload statusg:

F.eys found:

Click 'Mext' to decypt and wiew the pazswords

[ <« Back ] [ Mext > ] [ Exit ]

Ecnm ocTtanncb HepaclumdpoBaHHble 3anncu (CTaTUCTKa 0ToGpaxaeTcs BBEPXY AMasiora),
TO 3Ta BK/MaAKa - Bawa nocregHas Hagexaa. Beegute URL agpec ctpaHuubl (ee,
Hanpumep, MOXHO CKONUpoBaTb W3 afpecHOl CTPoku Gpaysepa), naponu Afns KOTOpPOW
HeobXxoAuMMO BOCCTaHOBUTb, M Haxmute '‘Check this page’. lMporpamma nonbiTaeTcs
BbIMOMHUTL ABe Belwy. Bo-nepsblx, npoBeput cam URL, B kayecTBe k/oya wWmMdipoBaHns K
OCTaBLUMMCSH HepaclumMdpoBaHHbIM NaposisiM aBTo3arnosiHeHUA. Bo-BTOpbIX, MOMNbITaeTcA
ckayatb M3 MIHTepHeTa yKasaHHyl CTpaHuuy 415 TOro, YTobbl NPOBEPUTHL Ha/MUMEe B HEW
KMoyeli aBTodoopM. B crepgyroumx Bepcusix nporpaMmma, BO3MOXHO, 6yaeT noagepiuvsarb
CMNCKN afpecos.
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LLiar 4: C60op KNtoUen LWnppoBaHus

5.5  PyuyHada paclumdpoBka

#, PIEPR - manual mode (IET) == =S]

Internet Explorer pazsword recovery manual mode [step 4 of 5]
Befare clicking 'Mest', pleaze provide the program as much decrpption keys as pozsible. The decrpption @

&

key conzizts of URL addresz or form field name. Probably wou'll have to zet zome keys manually. i
Autoform fields found: 1 [0 can be decrypted]
Autocomplete passwords found: 2 [0 can be decrypted]
FTP pazswards: 0 [ can be decrypted]
Wininet credentials: 1 [1 can be decrypted]

During thiz “Wizard step wou'll have to specify the zource URL address(es). the pazswords belong to. These
IIRLz participate in the encryption process, so without the URL pou will not be able to recover the data.
However to decropt autaform data it is also required o know URL form figld name. You can get required form
field names by zetting URL page for online retrieval [not a zingle bit will be transferred from pour computer during
the anline sezzion).

How do wou want the decryption keys to be retrieved

Guess zimple keps I Loak in cache I Browse lozal computer I Retrieve fram Internetl Extract manually [

Source HTML file, URL address or Autoform figld name
“Wohn-BD 328441 7D'\testhlogin, htm (] ‘ Check file/URL/name

K.epz found:

Click 'Mext' to decypt and wiew the pazswords

[ <« Back ] [ Mext » > ] [ Exit ]

Hy 1, HakoHeLl,, nocriefHssl BKNaaka Ass oTyasiBlierocs. 34ecb He TpebyeTcs A0CTyn K
NHTEpHET, 0HAKO MOXHO 3a/1aBaTh:

e html cpaiin - oA novcka knouein asToopm
e Aapec URL - ana npoBepkn naposieii aBTo3anosIHeHNS
e HenocpeacTBeHHO HasBaHWe nons html hopmbl - 4Ns NpoBepKM Ktouein aBToqiopM.

Bce Bknagku pacnosnoxeHb! B nopsake ux acpdoektnBHocTU. Hanbonee agheKTUBHbIN METOZ,
novcka Koyein - nog6op no crosapto Bo BKagke Guess simple keys, 3atem ngaet novck B
Kawe IE, o6paboTka html gaitnos, Bbi6opka 13 VIHTEPHET W, HaKoHeL,, py4Hoi nogbop. Ecnn
y Bac ocTasicsl XOTs 6bl OANH HepacLIMPPOBaHHbI Naposib, TO Nepes TeM, kak HaxaTb '‘Next
>>' pekomeHgyem nonpoboBaTtb BCe METOAbI NOMCKa.
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LLlar 5: PawimngpoBka gaHHbIX

6 Llar 5: PawmdpoBka AaHHbIX

Ha nocnegHem ware Mactep nporpaMMbl NPOU3BOAUT aHa/IM3 BCEX MOJTyYEHHbIX K/OYENR 1
pacLMPOBKY UM UCXOAHBIX AaHHBIX.

= -

# PIEPR - decrypted passwords = ||| ]
Yiew Internet Explorer pazswords =
Right click on the liztboy b view contest menu, Use mouse with Cirl or Shkift keys for multiple selection. Use é')
miouze with Al key to select tems of specified type. O
IE rezource type Rezource name Ilzer nameMalue  Password ar
@ [E7 FTP credentials 84.53.193.203 filez khas
@ [E7 FTP credentials frp.rivsic. freedommnet. i music iz
@ IE7 FTF credentials ftp. zwifted. com quest swiftod
@ [E7 FTP credentials gtormn. elcarm. i filez backronym
@ IE7 “Wininet credentials rmembers. asp-shareware.ong... 08714 BestPawl 23 -
é |[EV autocomplete fislds lagin 123 y
é |[EY autocomplete figlds lagin 72z
é |[EY autocomplete figlds lagin 2000
é |[E? autocamplete figlds lagin test_name
% IE7 autocomplete fields logir coker
% IE7 autocomplete fields q login cardzpace m
g@ IE7 autocomplete fields q crds
.gw |[EY autocomplete fields q cardspace dowrn...
L IF7 abnenmnlsts fislds n "’ cardsnare i
[ Beport ] [ Copy ] [ Save Add Delete
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