R
] 22 53 4 ST sttt 25 B 25 1T

© 2012 Passcape Software
Passcape Software




2ES

1. RESWHEREHRSD 3
1.1 BBEEE oottt 3
1.2 R L T R 3
1.3 BRRDBIRIEIE oo et 4
1.4 IR A 122 OO 5
1.5 A =2 PO 6
1.6 R T EE NI et n e 7
1.7 e ] = O 8
1.8 Ik OO 8
1.9 BALE ettt 9

[ e T © 2012 Passcape Software




fia] B2 53 4 e G2 7tk BR R AL

1 HEIWERMBHZL
11 =

201257 A4, BEHZDID AT EEMIE LA T — MR E45HHER /B FlR i 0%
TR AR . IR A FTRERIE, XM AR ERGRBTSQLIEA, RANZXHEEMYSQLER SR
e, FIFITHIR TR, X XER N BU M R 2RI, oIS A2 BilEIRockyoug 73 #ridt
ITHR . NIXREXEWEM ST #E A Windows Password RecoveryiX AN Zah i1 T B E I H
* E"J .

12 EZWGHR201 &Y

Password popularity (all passwords)

1800
| [ 123456: 0.4% (1667}

Password list: yahoo.dic O password: 0.2% (780)
O welcome: 0.1% (437)
Passwords processed: 442 836 [ ninja: 0.1% (333)
200 O abc123: 0.1% (250)
1 O 123456789: 0.1% (222)
[ 12345578: 0.0% (208)

-
)
=]
=)

O sunshine: 0.0% {205)
O princess: 0.0% (202)
[ qwerty: 0.0% {172)
O writer: 0.0% [164)
O monkey: 0.0% {162}
[ freedom: 0.0% (161
O michael: 0.0% (160)
O 111111: 0.0% (160}
O iloveyou: 0.0% (140)

O password1: 0.0% {139}
O shadow: 0.0% (134}
[ baseball: 0.0% (133)
I =
.
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Password

RAMRZEN123456FH8 T 20 RZIVGIRIFZ ISR ., STEEN], XDEMMIZEM N "BHRLER
TATHIEEN", BRILLISY, BT20 RIC BN FEN, S50, 8100 HERA T FalE LARIE
3k BIX M RT1204 BE1THE,

123456
password
welcome
ninja
abc123
123456789
12345678
sunshine
princess
gwerty
writer
monkey
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freedom
michael
111111
iloveyou
passwordl
shadow
baseball

tigger
We had previously proposed that if 10 most popular passwords were used in over 1% of user

accounts, such a database became insecure. In the database we're analyzing, this
parameter is close to 1%.

1.3 wmAa iR

Password uniqueness (all passwords)

Unigque passwords: 69.8% (309115)
Password list: yahoo.dic P
ldentical passwords: 30.2% (133721)

Passwords processed: 442 836

) Unigue passwords, 69.8%

REDVEMLELHENFRERBERZWEIR, BN EH TR EN IR R, X&EFEAN], Bt
0% ZHE—HY, AR, REHE=TR/"MENHMAEEH.
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14 #FEKESHE

Password length distribution
140000 |

Password list: yahoo.dic

Passwords processed: 442 836

100000
B0000 —

60000

Password count

40000

20000

@ 1 character|s):
O 2 character(s):
[ 3 character(s):
O 4 character(s):
[ 5 character|s):
O & character(s):
@ 7 character|s):
[ B character(s):
[ § character|s):
O 10 character(s)
[ 11 character(s)
O 12 character(s)
@ 13 character(s)
[ 14 character(s)
[ 15 character(s)
O 16 character(s)
O 17 character(s)
[@ 18 character(s)
O 15 character(s)
[@ 20 character(s)

0.0% (116)
0.0% (59)
0.1% (302)
0.6% (2749)
1.2% (5326)
18.0% (79650)
14.8% (65656)
26.9% (119213}
14.9% (56053)
© 12.4% (54811)
: 4.8% (21259)
: 4.9% (21783)
: 0.6% (2581)

© 0.3% (1432)

: 0.2% (772)

- 0.1% (441)

: 0.1% (251}

: 0.0% (115)

: 0.0% (77)

- 0.0% (157}

O =20 character(s): 0.0% (13)

Password length

RFEKER, KEHEIDH6- 10N FRAHUM. ENLAGFIAEELRI8T%, X 5Rockyousiz/+
(86,5%) HITESLAER], BRZVCGHEIZEMEHS N F AR, JLTF G S EEI27%,

KBRS R RA:

pritamranashamarana - prita-what ?

j sucks donkey dicks - parental advisory required
imnotafraidofdragons - me too, if | don't smoke too much
secretlymysterious - oh, not at all

ihateroaches24/7! - me too!

tonylovesbiscuits - who doesn't like biscuits?
pleasedietodayl123 - please don't

platinumwindow861 - owner of a new version of Windows?
fromheretothere6 - hither and yon, that's right
1my?2artical3pass - easy as 1-2-3

VTE:Z e i e
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Character set diversity (all passwords)

1 character set: 39.4% (174395)

Password list: yahoo.dic 2 character sets, 53.1% —
2 character sets; 53.1% (235087)
Passwords processed: 442 836 ,f"/--_- ___-_-'““*x O 3 character sets: 6.8% (30028)
- e
o ™
Q 4 character sets: 0.8% (3326)

3 character sets, 6.8%

4 character sets, 0.8%

1 character set, 39.4% .l

FHMKERRERASEEMXEERE —, AN, BTRMSIHER—MEEENRE. RERME
GEIUUE, (BERXM SRR R USRI EF RN EREEN (G, —4/NER T FHREH
F) o Gttt R, 39.4%RF )P R — AR AE SR AR BB A LR, AV, 5. 90BN fE FRZINE
BT E, WET G HEI53.1%, FITHI7.6% 2 A3 EHE S FHEM 8 RED,

© 2012 Passcape Software
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Character set exclusivity (all passwords)

O Mumbers only: 5.9% (26081)

Password list: yahoo.dic —
Lowercase only: 33.1% (146516)

Passwords processed: 442 835 | Lowercase only, 33.1%

[ Uppercase only: 0.4% (1778)

T s
= T Spedial characters only: 0.0% [20)

[ | Mutiple character sets: 60.6% [268441)
Numbers only, 5.9% =

Multiple character sets, 60.6%

[ e T © 2012 Passcape Software
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200000 |
Password list: yahoo.dic
Passwords processed: 442 836

150000

100000

Charset order

50000

Character set ordering (all passwords)

[ digit: 5.9% (26081)

— O string: 34.6% [153416)

[ special” 0.0% {20}

[ string-digit: 41.8% (185322)

[ special-digit: 0.0% (26)

[ digit-string: 5.6% (24962}

[ spedial-string: 0.0% (128)

O digit-special: 0.0% (48)

[ string-special: 0.3% {1135}

[ digit-string-digit: 1.0% [4548)
M special-string-digit: 0.1% (267}
O digit-special-digi 0% (42)

W string-special-digit: 0.5% (2384)
| string-digit-string: 4.2% {18677)
O special-digit-string: 0.0% (128)
W digit-special-string: 0.1% (224)
M string-spedial-string: 0.2% [1048)
W string-digit-special: 0.4% (1942)
M spedial-digit-special: 0.0% (22)
[ digit-string-special- 0.1% (274)

B Other: 4.9% (21368)

I I special-string-special- 0.0% {174)

%,
€
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Charset order

45000 |

Password list: yahoo.dic
Passwords processed: 442 836

Character type legend:
U - uppercase character
L- lowercase character
D - digit

S - special symbol
O-other character

20000

Password couint

15000

10000

5000

Password formats (all passwords)

O LLLLLL: 9.2% {40893}

O LLLLLLLL: 7.3% [32439)
O LLLLLLL: 6.6% {29129)

O LLLLLLDD: 4.6% (20316)
O LLLLLLLLL: 3.7% [16185)
O LLLLLLLIDD: 2.9% (12632)
[0 DDDDDD: 2.8% (12583)
O LLLLLLLD: 2.4% (10620}
O LLLLLLLILE: 2.3% {10310}
[ LLLLLLLDD: 2.3% (10281)
O LLLLDDDD: 1.9% (3394)
O LLLLLDD: 1.8% (B174)

O LLLLLLD: 1.6% (7123}

@ LLLLLDDD: 1.6% (7123}
O LLLLLD: 1.5% (6452)

O LLLLLLDDD: 1.4% {6108}
O LLLLLLLLD: 1.4% (6053)
[ LLLLLLDDDD: 1.3% (3880)
O LLLLDD: 1.3% [5758)

O LLLLLDDDD: 1.3% (5701)

Password mask

WRABINRTENENTH, TRESFEFRERMEMLEN. TEEEEDER:

U — uppercase character
L — lowercase character
D —digit

VTE:Z e i e
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S — special character
O —other

TEZ20MRITIENFIR:

LLLLLL
LLLLLLLL
LLLLLLL
LLLLLLDD
LLLLLLLLL
LLLLLLLLDD
DDDDDD
LLLLLLLD
LLLLLLLLLL
LLLLLLLDD
LLLLDDDD
LLLLLDD
LLLLLLD
LLLLLDDD
LLLLLD
LLLLLLDDD
LLLLLLLLD
LLLLLLDDDD
LLLLDD
LLLLLDDDD

XL PR I E /92619541, A HAI59.2%, MR LIEH, FEELEER/NE
R TFRHBE, A, RSHAMAEENHFEERSHIRERNT —AT T,

19 g

ettt XEEAEELRT FRAEMLIL,
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Character frequency (all passwords)

300000
| O a: 7.4% [270607)
Password list: yahoo.dic O e 7.1% (258643)
Oi: 4.7% (172878)
Passwords processed: 3 651 502 O o: 4.7% {172660)

O 1 4.7%(171913)
O r: 4.7% (171519)
200000 O n- 4.6% (167968
O's: 4.4% [161788)
N R N O 1: 3.8% [138923)
I O t: 3.6% (131544)
O 2: 3.4%(124338)
- O 0: 2.9% (107665)
O m: 2.9% (105587)
100000 T O c: 2.6% (95087)
M O d: 2.6% {94189
O 3: 2.4% (BE627)
O h: 2.4% (85938)
O u: 2.1% (77097
O b 2.1% (75338)
O o 2.1% (75012)

150000

Password count

50000

Character
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Frequently used leading character (all passwords)

40000
| O s: 34530
Password list: yahoo.dic O m: 29807
O b: 24807
Characters processed: 442 836 O a: 24745
| O c: 23375
30000 —
O p: 19686
4 O 1: 17908
S 25000 T Bl Ot 17857
Q T O g: 17535
t O j: 17527
- I
5] 20000 M O 1: 15608
% 1 [ O r: 14596
m 15000 = H- O g 12990
a _ O k: 12420
T T O h: 12231
10000 O f: 11918
O n: 10507
5000 O w: 10781
Oi: 8416
O e: B415
U T T T T T T T T T T T T T T T T T I I 1
H m b a C 1] 1 t d ] I r g k h f n W i e

Top used character combinations
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Frequently used trailing character (all passwords)

50000
| O 1: 46694

Password list: yahoo.dic O 3: 28232

O e: 27380

Passwords processed: 442 836 O 2: 24623

N O 7: 20402

O s: 20046

O 9% 13915

O n: 1BO54

N O &: 17885

O E: 17847

N O 4: 17692

O 0: 17553

O 5: 17405

1 . O a: 17163

¥ Or: 16323

O y: 14770

10000 O t: 10934

@ d: 10017
O 5173
O e: 7126

30000

20000 M M

Password count

Top used character combinations
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