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1            

1.1   

2012 7       D33D              45              
                         SQL          MySQL   
                                    Rockyou    
                   Windows Password Recovery           
   .

1.2      20   

     123456   20                          "     
     "       20                100        1    
     20     

123456
password
welcome
ninja
abc123
123456789
12345678
sunshine
princess
qwerty
writer
monkey
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freedom
michael
111111
iloveyou
password1
shadow
baseball
tigger

We had previously proposed that if 10 most popular passwords were used in over 1% of user
accounts, such a database became insecure. In the database we're analyzing, this
parameter is close to 1%.

1.3       

                                            
30%                               

https://www.passcape.com/index.php?setLang=2&section=blog&cmd=details&id=17
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1.4        

            6-10               87%   Rockyou   
 86,5%               8            27% 

           

pritamranashamarana - prita-what ?
j sucks donkey dicks - parental advisory required
imnotafraidofdragons - me too, if I don't smoke too much
secretlymysterious - oh, not at all
ihateroaches24/7! - me too!
tonylovesbiscuits - who doesn't like biscuits?
pleasedietoday123 - please don't
platinumwindow861 - owner of a new version of Windows?
fromheretothere6 - hither and yon, that's right
1my2artical3pass - easy as 1-2-3
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1.5        

                                            
                                            
        39.4%                         5.9%      
                53.1%    7.6%   3             
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1.6       
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1.7       

1.8     

                                      :

U – uppercase character
L – lowercase character
D – digit
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S – special character
O – other

   20         

LLLLLL
LLLLLLLL
LLLLLLL
LLLLLLDD
LLLLLLLLL
LLLLLLLLDD
DDDDDD
LLLLLLLD
LLLLLLLLLL
LLLLLLLDD
LLLLDDDD
LLLLLDD
LLLLLLD
LLLLLDDD
LLLLLD
LLLLLLDDD
LLLLLLLLD
LLLLLLDDDD
LLLLDD
LLLLLDDDD

             261954      59.2%                  
                                      

1.9   
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