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                 Windows                      
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                                 Windows       
           :

HKLM/SAM/SAM/Domains/Account/users/<RID>/V.

  <RID>-      ID

     ID                 :

HKLM/SAM/SAM/Domains/Account/users/names/<NAME>

                 RID            RID    500      
   0x1F4      RID 501 0x1F5  

             'C' 'V'     'V'                     
          --'V'  '  ' 'C'   '  ' V'             0 0xCC
                     0xC                      

https://www.passcape.com/windows_password_recovery
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1.        Windows                   
HKLM/SAM/SAM/Domains/Account/Users/00001F4

2.         NTLM                 0xA8            
              0x19C        0xCC     0x268       
                 "   "NTLM                     
     

3.   SYSKEY      SAM     SAM          
HKLM/SAM/SAM/Domains/Account/V                        
                        MD5 RC4    Windows 10    
  RC4  AES   

4.        SAM       RC4 AES   Windows 10           2 
    "   "    

5.      DES      RID                           
   NTLM          

      Windows 10 Anniversary      3 4  RC4       AES     
                     AES          16          
            

3   

 Windows 10 AU  SAM                               
                    --     RC4               
                   


