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1 Windows 10  DPAPI    

1.1     

      DPAPI                       Windows 10     
           DPAPI    

1.2             

This vulnerability affects Windows 10, starting with 1709 Fall Creators Update, as well as
Microsoft accounts in previous versions of Windows 10 so far the system volume encryption
is activated.

1.3    DPAPI 

           DPAPI                              
           Windows 2000    Windows                
DPAPI                                        
CryptProtectData CryptUnprotectData             
CryptProtectData/CryptUnprotectData                 .        
DPAPI     

1.4    DPAPI  

DPAPI                                        
                                          
DPAPI v1              NTLM           NTLM      SAM 
        DPAPI                                 
      DPAPI                    

                    
·   DPAPI                

·         

·                                       

https://www.passcape.com/index.php?setLang=2&section=blog&cmd=details&id=20
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1.5           ARSO  

 Windows 8               .                        
                                             
                                            
               

                             LSA             
                           PIN               
                                            
      

1.6               TBAL  

 Windows 10  ARSO            TBAL           Windows    
                                            
                                            
            

 Windows 10          TBAL   TBAL           ARSO    
             :
· TBAL             

· TBAL       

· TBAL                        Windows 10           
           TBAL 

   TBAL       

1.7 TBAL       

      LSA           _TBAL_{68EDDCF5-0AEB-4C28-A770-
AF5302ECA3C9}   LSA  DefaulPassword                     
 TBAL                       LSA                
      NTLM SHA1                    
M$_MSV1_0_TBAL_PRIMARY_{22BE8E5B-58B3-4A87-BA71-41B0ECF3A9EA LSA   
                M$_CLOUDAP_TBAL_{8283D8D4-55B6-466F-B7D7-
17A1352D9CAB}_<UID> Windows 1607     M$_CLOUDAP_TBAL_{4416F0BD-3A59-
4590-9579-DA6E08AF19B3}_<UID> Windows 1703         <UID>     ID 
SHA256                       DPAPI      96       

 PC          TBAL        SHA1            96     
           DPAPI       LSA   LSA          

https://docs.microsoft.com/en-us/windows-server/security/windows-authentication/winlogon-automatic-restart-sign-on-arso
https://support.microsoft.com/en-nz/help/324737/how-to-turn-on-automatic-logon-in-windows
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                   TBAL                 

1.8          

                 PC                  TBAL    
DPAPI         DPAPI                            
    Microsoft Windows              DPAPI             
               .                 

1.9         

·                         Internet Explorer Microsoft Edge Opera
  

·            Microsoft Office Outlook Windows Mail 

·            

·     Windows Vault               

·        

· EFS         EFS     

· S-MIME        

·      

·     Credential Manager       

·          CryptProtectData API           Skype Windows     
  Windows Media MSN   Google Talk  

1.10   

         Windows 10       /                      
                                            
  TBAL        Windows Vault  DPAPI   Facebook   

1.11   

                  ,       Windows              
                        Windows 10 1709          
     SYSKEY          

https://www.passcape.com/index.php?setLang=2&section=blog&cmd=details&id=27
https://www.passcape.com/index.php?setLang=2&section=blog&cmd=details&id=29
https://support.microsoft.com/en-ca/help/4026814/windows-accessing-credential-manager
https://www.youtube.com/watch?v=SfAow6Snel4
https://www.passcape.com/index.php?setLang=2&section=blog&cmd=details&id=37
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