ai@r & 3R W fAser AT & fAv
Readl ufshar &1 ACeATS AT

© 2021 9R+T WFeR (f= AdarE : €ReT FAR)
Y WiFeat (Y 3rearg : €ReT FAR)




Table contents

1. afaEl F 3R W @8 AT & v Read ufrar &1 AT 3
1.1 TATT cuerreercrenserasnerassernsssssnsscsassssasserassssssssssnssssassssasssssssssssssssnssssassssassesansssnnssssnssssassssnssesansssnnssssns 4
1.2 N 10 B 1 B 2 I = £ o | 4
121 FISIGT TOTT ERETT ©ovorvveesseeesessseeessssmeesss s sess stk 4
1.2.2 1 1E R G T4 R D 1= o B T T= R o | 4
1.2.3 R G EURe T o |l o L e | - K RS 4
1.3 1 - 7
Index 0

aifi@’ & R g7 f@slT O & fAv Readt  afFar  FT SicHsS T ©2021 gy @iFedy  (feedl  FgalE o HRA FAR )







di@T # 3raR W A A9 & fov Readr ufrar &1 snfeardsas

1 @l & IR W e AT F v Readt ik &1 sifeadaa
1.1 @
R & Adee afFderd gare T&ar ¥l Afhd a8 @F v gar 7487 &1 30 ggo sk Windows 8 & dsr

farar arar ar 3k 7w Windows 10 & v @@ asa-ga Rftr a1 18 &1 graas gamofiewor v gerer 7
et & sga AR e €1 30 W HAH @] STear ged e & o saMS aw 9g)

1.2 &3 Re # ReFawy =

|
1.2.1 e R e

3 R & fAT ST o P ge & AT ggd e §: O FIs F ATT o A A 0 T & R Hh
AT TET Hio &l NTLMwmaé%ar@ramﬁwmmOOOOWEF%?r%lwwﬁ?ﬂawmaéafr
ﬁamma:ﬁvﬁuﬁaaﬂﬂsﬁa%ﬁmma:%umaﬁ%|wa@ﬁwm%wm
m%;qasﬁawmmwﬁﬁﬁﬁ?m%ﬁmmwmaﬁﬁwﬁ?mmmﬁl

1.2.2 aEl F YR W AT ReFady w1

e 3T o 9gd @ o Sie A fAfY &1 3T X U el e 15 aefrd 81 3 e, Reder, drerq
SR, IS Beh Al ISdT| IHANR W 0 AT FIg & a1 ar 6 a1 8 FsR gl &1 3eeor & faw, 12061999,
05112018, 3| gTelifeh 380 e & Aol olfehed o §U MAA T IefANA WA SET AP & o6 3T Tkl
Ay W 9 dehs Jiflehcs 200-250 AT Yo X Hevd Bl

ar 8-3iFr e +t fBfhee < H 1078/200 = 500000 V%3 A7 5 AT & 31f0F TAY T@rar g 3MsT 59
AT &l $o 3R deg, AT o f 5 6 dh HA R g0 [T 7 AEh 31 A1 ST g9l

123 Read i o1 sifcadaers

Tgell ST ST feAmeT & T & 98 & 3foed Areh de e IE ggel IER U I ¢, qERT R 3 o g,
3fe| @ ¥

% d%d%d%d%d%d%d%d

e & 5 % d @1 Adee Aa # vs 3w §1 Fo 8 3
7E Agler g4 100 000 000 TS T &1 o FAISA A1 Sfiedel & 5 foef oY AR Tg agd A &l

UROT ¢: A IR 37 a9 gl =@iige

BH T AT 3ifAd IR 3 I fhdr av e g d@iffg &

Frag=T 1: % d% d% d% d% d(1800-2030)

%d(1800-2030) =r Acdew § & g 1800 3tk 2030 d& & FeRi i ST HLr

TE FeUeAT AT HideT § & R &7 Sfeay 197 raredy & g3 gIom, o voh Fed gy & ar & Far?
FreadsT 2. % d% d% d% d% d(1950-2020)

SRT AT, A @ier I@Ar & 100 000 000 & e 710 000 & fear &1 39 g& @l e e &
ATEIH § I & fov v g7 & off 7 oy & fhe & T &

aifi@’ & R g7 f@slT O & fAv Readt  afFar  FT SicHsS T ©2021 gy @iFedy  (feedl  FgalE o HRA FAR )



https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-why-pin-is-better-than-password
https://www.passcape.com/index.php?section=blog&cmd=details&id=13
https://www.passcape.com/reset_windows_password
https://www.passcape.com/reset_windows_password
https://www.passcape.com/reset_windows_password_custom_recovery

di@T # 3raR W A A9 & fov Readr ufrar &1 snfeardsas
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Recovering PIN (step 4 of 5) - Mask attack

If you know that the password begins with ‘loveme' and followed by a name, you can set the mask *kk
loveme3ec e tec Yoo ectec’ to chedk all possible variants starting with ‘lovemeaaaaaa’ and up to ;
lovemezzzzzz'.

Mask syntax tip

B - lower-case Latin characters (a..z)

i - upper-case Latin characters (A..7)

B - full set of spedial characters (!..~ space)

i@ - small set of spedal characters (1@#5%~&%()-_+= space)
ET - all printable characters with ASCII codes of 32..127

B - all ASCII characters (codes 1..255)

od - one digit (0..9)

%odx-v) - numbers between x and v indusive <

Password mask | %%d Yed Yed Yed %ed( 1950-2020) | el

Custom character sets

Add
Remove

Up

Down

# <<<< Home << Back Mext == Exit
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&) Lookup PIN

2od(x-v) - numbers between x and v indusive

lovemezzzzzz'.
Mask syntax tip
o - lower-case Latin characters (a..2)
%ol - upper-case Latin characters (A..7)
e - full set of spedial characters (!.. ~ space)
i@ - small set of spedal characters (1@#5%~&%()-_+= space)
%7 - all printable characters with ASCII codes of 32..127
B - all ASCII characters (codes 1..255)
%ed - one digit (0..9)

Recovering PIN (step 4 of 5) - Mask attack

If you know that the password begins with ‘loveme' and followed by a name, you can set the mask #kE
loveme3cYecYocYococ Yol to chedk all possible variants starting with ‘lovemeaaaaaa’ and up to

Pt

&

Password mask | 6 1%d % 1%d%d(1950-2020)

=&

Custom character sets

1 0123

Add

<< << Home << Badk

Mext ==

Remove
Up

Down

Exit
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Recovering PIN (step 4 of 5) - Mask attack

If you know that the password begins with ‘loveme' and followed by a name, you can set the mask #kE
loveme3ecYecdocYococ Yo to chedk all possible variants starting with lovemeaaaaaa’ and up to &
lovemezzzzzz.

Mask syntax tip

o - lower-case Latin characters (a..2)

%0l - upper-case Latin characters (A..7)

e - full set of spedial characters (!.. ~ space)

i@ - small set of spedal characters (1@#5%~&%()-_+= space)
%7 - all printable characters with ASCII codes of 32..127

B - all ASCII characters (codes 1..255)

%ed - one digit (0..9)

%ed(x-v) - numbers between x and v indusive N

i | 1%c%2%d %d(1950-2020) | B

Custom character sets

1 0123 Add
2 01

Remove

Up

Down

<< << Home << Badk Mext = Exit
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