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1               

1.1   

                                             
                                            
     

                                            
                                           
                                            
600000           : hybrid_all.ini

1.2       

                                           
                                             
                                           
    600000                     hybrid_all.ini

                                            
                        

overwrite.ini, insert.ini -             
numbers.ini -                 
simple_dates.ini -          
nonenglish_words.ini -  non-Latin      
l33t.ini -    leet,           -> p@$$w0rd
dotcom.ini -       

1.3       

1.3.1     

                                        Windows
Password Recovery tool                   Defcon Crack Me if You Can
2010      30819 NTLM                             
                       wpr.pcd          5398185   
         - Nvidia GTX 1060                           

Rule-file
name

Passwords
found

% found Number of
rules

Work time
(sec)

Found pwds
per rule

Speed (found
pwds/sec)

hybrid_all.ini 11248 36,5% 616716 3487 0,02 3,23

https://www.passcape.com/windows_password_recovery_hybrid_dictionary_attack
https://www.passcape.com/windows_password_recovery_dictionary_attack
https://www.passcape.com/download/misc/hybrid_all.ini
https://en.wikipedia.org/wiki/Leet
https://www.passcape.com/windows_password_recovery
https://www.passcape.com/windows_password_recovery
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Rule-file
name

Passwords
found

% found Number of
rules

Work time
(sec)

Found pwds
per rule

Speed (found
pwds/sec)

Hashcat_ge
nerated2.ini

7552 24,5% 304062 1775 0,02 4,25

nsa.ini 7270 23,6% 123286 552 0,06 13,17
english_wor
ds.ini

6758 21,9% 30055 208 0,22 32,49

Hashcat_d3
ad0ne.ini

6492 21,1% 35323 189 0,18 34,35

InsidePro-
HashManage
r.ini

5785 18,8% 6469 28 0,89 206,61

yurets.ini 5724 18,6% 74585 394 0,08 14,53
Hashcat_roc
kyou-
30000.ini

5324 17,3% 29999 139 0,18 38,30

Hashcat_T0
XlCv1.ini

5130 16,6% 11936 53 0,43 96,79

InsidePro-
PasswordsP
ro.ini

4819 15,6% 3119 16 1,55 301,19

d3adhob0.ini 4764 15,5% 57536 308 0,08 15,47
Hashcat_ge
nerated.ini

4531 14,7% 14726 71 0,31 63,82

Hashcat_T0
XlC.ini

3687 12,0% 4086 21 0,90 175,57

overwrite.ini 3239 10,5% 3 7 1079,67 462,71
insert.ini 3174 10,3% 3 7 1058,00 453,43
fasthash.ini 2112 6,9% 2943 16 0,72 132,00
Hashcat_T0
XlC-
insert_00-
99_1950-
2050_toprule
s_0_F.ini

2105 6,8% 4015 19 0,52 110,79

megatron-
1.ini

1994 6,5% 450 2 4,43 997,00

megatron-
2.ini

1804 5,9% 10664 50 0,17 36,08

Hashcat_be
st64.ini

1661 5,4% 77 1 21,57 1661,00

numbers.ini 1457 4,7% 650 5 2,24 291,40
simple_date
s.ini

1300 4,2% 4828 32 0,27 40,63

Hashcat_co
mbinator.ini

1287 4,2% 39 2 33,00 643,50

Hashcat_tog
gles5.ini

1215 3,9% 4943 26 0,25 46,73
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Rule-file
name

Passwords
found

% found Number of
rules

Work time
(sec)

Found pwds
per rule

Speed (found
pwds/sec)

Hashcat_tog
gles4.ini

1178 3,8% 1940 10 0,61 117,80

Hashcat_tog
gles3.ini

1153 3,7% 575 3 2,01 384,33

Hashcat_tog
gles2.ini

1136 3,7% 120 1 9,47 1136,00

Hashcat_tog
gles1.ini

1107 3,6% 15 2 73,80 553,50

Hashcat_T0
XlC-
insert_space
_and_specia
l_0_F.ini

1023 3,3% 480 2 2,13 511,50

Hashcat_sp
ecific.ini

997 3,2% 176 1 5,66 997,00

Hashcat_Inci
size_leetspe
ak.ini

869 2,8% 15487 120 0,06 7,24

Hashcat_T0
XlC-
insert_top_1
00_passwor
ds_1_G.ini

856 2,8% 1600 10 0,54 85,60

nonenglish_
words.ini

824 2,7% 4448 82 0,19 10,05

hashcat_ninj
a_leetspeak.i
ni

733 2,4% 2047 15 0,36 48,87

Hashcat_leet
speak.ini

704 2,3% 17 2 41,41 352,00

l33t.ini 583 1,9% 1046 11 0,56 53,00
Hashcat_os
commerce.i
ni

135 0,4% 256 2 0,53 67,50

dotcom.ini 127 0,4% 40 2 3,18 63,50

                                           
                                            
                                    

          insert.ini overwrite.ini                  
Hashcat_Incisize_leetspeak.ini                              
                                            
             InsidePro-HashManager.ini    28     5785      
                       1      11248    
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1.3.2        

 10                  

Rule-file name Passwords found % found

hybrid_all.ini 11248 36,5%
Hashcat_generated2.ini 7552 24,5%
nsa.ini 7270 23,6%
english_words.ini 6758 21,9%
Hashcat_d3ad0ne.ini 6492 21,1%
InsidePro-HashManager.ini 5785 18,8%
yurets.ini 5724 18,6%
Hashcat_rockyou-30000.ini 5324 17,3%
Hashcat_T0XlCv1.ini 5130 16,6%
InsidePro-PasswordsPro.ini 4819 15,6%

1.3.3    10    

 10              

Rule-file name Number of rules

hybrid_all.ini 616716
Hashcat_generated2.ini 304062
nsa.ini 123286
yurets.ini 74585
d3adhob0.ini 57536
Hashcat_d3ad0ne.ini 35323
english_words.ini 30055
Hashcat_rockyou-30000.ini 29999
Hashcat_Incisize_leetspeak.ini 15487
Hashcat_generated.ini 14726

1.3.4     10    

 10                      

Rule-file name Found passwords per rule

overwrite.ini 1079,67
insert.ini 1058,00
Hashcat_toggles1.ini 73,80
Hashcat_leetspeak.ini 41,41
Hashcat_combinator.ini 33,00
Hashcat_best64.ini 21,57
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Rule-file name Found passwords per rule

Hashcat_toggles2.ini 9,47
Hashcat_specific.ini 5,66
megatron-1.ini 4,43
dotcom.ini 3,18

1.3.5    10    

   10                    

Rule-file name Found passwords in second

Hashcat_best64.ini 1661,00
Hashcat_toggles2.ini 1136,00
Hashcat_specific.ini 997,00
megatron-1.ini 997,00
Hashcat_combinator.ini 643,50
Hashcat_toggles1.ini 553,50
Hashcat_T0XlC-
insert_space_and_special_0_F.ini

511,50

overwrite.ini 462,71
insert.ini 453,43
Hashcat_toggles3.ini 384,33
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