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1 gefas Rl rtsd & gAY fr Frfaraar #1 f[Fedwor
1.1 AR

I grgas Bfwcs & ara 3 &, ﬁag%g%?emﬂmwaﬁé‘rmﬁwammﬁmﬁmm%w
AT BFrell 3ice & faula, a’rmﬂﬁwmﬂmmm% Aferet 5T off ereg FEeeT s
F Th ATT A< g, Wg@%@ﬁ%ﬁﬂﬂ@fﬁﬁam}ﬁ?mqﬁm@w%mmmm

%S Ioidl graas @l f3fhee oRd @AY 3 TOT & UGS FG Al #r 3uher avd g, Affes afdw
& WY FS IR gI3is BFE 3 YE I g1 3GX0T & AU, UgeT 3 WIhiUg UrHas @ Sledl &
sl & T ged 31feeh 39T e S are 3R AT et & @y gw giar &, e IR-dfes araas &
qdl 9 & TIT vk g1sfas e fAwH giar B, 3R R |el weiad ddisEr i @ele & fav fgat &
@ T & WY U AT 3¢H g g1 dW, 600000 ¥ HF FyeA A F1 vk @ "aw Pefaf@a ow
w 3ueredr §: hybrid_all.ini

1.2 guaEd s @Faa

S 3oold AT qrHas &l f3fhce wa AT A9 TG & Urgas 7L AT w1 39T X §, AT
Aféeq & @Y #$ TR gElas BREAT 3RF YE Hd g1 a0 & U, ggel gHAT WhiUg qrHas @
el @ @it & far gad 3fte suder e oe arer 3R A Bt & @y gw gar 8, e dkdfes
rEds H IdT o9l & fow e gsfas gaem &iar g, 3 A sft dsrg ddieie 9ar oo & fow st &
R A< & Ay Uh NAT gAA giar &1 A9, FeAfAf@a fofw o 600000 & 3R scaRade st &1 vk qu
gIg 3uaey §: hybrid_all.ini

& 1 Rl & de@ yorrdh aH-wisd a1 g7 FHEA ¥E ¢ % Al & 3o A Aehy mead & 3R
W YIS Gielel & fav §A0 90 ¥, 39 5 AR TER & gHas i & ) seeier & fav, s et fi
TE:

overwrite.ini, insert.ini - seor 7T 77 FfFEAfAT ot e gEEE @
numbers.ini - A esg F IR IT 3T A TEI3T T GTHIS Tret
simple_dates.ini - a2t & arr gwag @t
nonenglish_words.ini - -3t araas a1 Fgee

I33t.ini - leet # B wras # v, I awEs > p@$$wOrd
dotcom.ini - srset & 31 & AT

1.3 At f st

13.1  gwa sRAaHAT

§H 30 LT @ GR e 1 FIRT H F Fo d vk @AREd gHR & uwas & fav fafase § sk
gAR fdsier greas Readl e & A1 e e 9AF HAIA-Bea i gHaeieldr &1 Hedihd & & G
faram| g#er Defcon Crack Me if You 2010 sfeee & forw arw 30819 NTLM ger & va @& a5 &1
T A T § 3dh gHaNAdT 1 Hodihed e, H AT H FTia A 370G & A 9ds (TF) e &
1Y geies gHcT Y& fhAT| g gHeT 5398185 Usal ¥ o 3idieiied WPI.PC Aseehier T 3T keh
forar arar a1) ggFa gEaeR - Nvidia GTX 10601 e & a8 ool Ha@ yorrdh det v =h Rwreh &, &
IfFas FEar 3§ e aEgst & MR W FAeg g &
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https://www.passcape.com/windows_password_recovery_hybrid_dictionary_attack
https://www.passcape.com/windows_password_recovery_dictionary_attack
https://www.passcape.com/download/misc/hybrid_all.ini
https://www.passcape.com/download/misc/hybrid_all.ini
https://en.wikipedia.org/wiki/Leet
https://www.passcape.com/windows_password_recovery
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for-wEe &1 [qEas B (% @ Al ) GEalEE @A (i e e s (Tt
AT (¥h3) gU yrHasw  [[A/AEE )
hybrid_all.in[11248 36,5% 616716 3487 0,02 3,23

i

Hashcat_ge|7552 24,5% 304062 1775 0,02 4,25
nerated2.ini

nsa.ini 7270 23,6% 123286 552 0,06 13,17
english_wor|6758 21,9% 30055 208 0,22 32,49
ds.ini

Hashcat d3|6492 21,1% 35323 189 0,18 34,35
adOne.ini

InsidePro- |5785 18,8% 6469 28 0,89 206,61
HashManag

er.ini

yurets.ini |5724 18,6% 74585 394 0,08 14,53
Hashcat ro |5324 17,3% 29999 139 0,18 38,30
ckyou-

30000.ini

Hashcat T0|5130 16,6% 11936 53 0,43 96,79
XICv1.ini

InsidePro- 14819 15,6% 3119 16 1,55 301,19
Passwords

Pro.ini

d3adhobO.i 4764 15,5% 57536 308 0,08 15,47
ni

Hashcat_ge|4531 14,7% 14726 71 0,31 63,82
nerated.ini

Hashcat _T0|3687 12,0% 4086 21 0,90 175,57
XIC.ini

overwrite.ini|3239 10,5% 3 7 1079,67 462,71
insert.ini 3174 10,3% 3 7 1058,00 45343
fasthash.ini [2112 6,9% 2943 16 0,72 132,00
Hashcat T0|2105 6,8% 4015 19 0,52 110,79
XIC-

insert_00-

99 1950-

2050 toprul

es 0 F.ini

megatron- (1994 6,5% 450 2 4,43 997,00
1.ini

megatron- |1804 5,9% 10664 50 0,17 36,08
2.ini

Hashcat be|1661 5,4% 77 1 21,57 1661,00
st64.ini

numbers.ini [1457 4,7% 650 5 2,24 291,40
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forw-mEd 1 [Owas A (% e ol 1 GEAEE @A (9f e B (e (qwade
AT (¥h3) gU yrHasw  [[Re/AEE )
simple_dat {1300 4,2% 4828 32 0,27 40,63
es.ini

Hashcat_co|1287 4,2% 39 2 33,00 643,50
mbinator.ini

Hashcat to |1215 3,9% 4943 26 0,25 46,73
gglesb.ini

Hashcat to |1178 3,8% 1940 10 0,61 117,80
ggles4.ini

Hashcat _to |1153 3,7% 575 3 2,01 384,33
ggles3.ini

Hashcat_to |1136 3,7% 120 1 9,47 1136,00
ggles2.ini

Hashcat _to |1107 3,6% 15 2 73,80 553,50
ggles1.ini

Hashcat_T0|1023 3,3% 480 2 2,13 511,50
XIC-

insert_spac

e_and_spe

cial 0 F.ini

Hashcat_sp|997 3,2% 176 1 5,66 997,00
ecific.ini

Hashcat Ing869 2,8% 15487 120 0,06 7,24
isize leetsp

eak.ini

Hashcat _TO0|856 2,8% 1600 10 0,54 85,60
XIC-

insert_top_

100_passw

ords_1_G.i

ni

nonenglish_|824 2,7% 4448 82 0,19 10,05
words.ini

hashcat_nin[733 2,4% 2047 15 0,36 48,87
ja_leetspea

K.ini

Hashcat le |[704 2,3% 17 2 41,41 352,00
etspeak.ini

[33t.ini 583 1,9% 1046 11 0,56 53,00
Hashcat _os|135 0,4% 256 2 0,53 67,50
commerce.i

ni

dotcom.ini |127 0,4% 40 2 3,18 63,50

Ugal Hiod QT T AT & Ve @RI T AV GrHaS HI HEAT H el ¥l EU wfAwd #H 9w qw qrEas
H wEAr JeRid Far 1 AT FlaH Bed & v A f Fo dear aar o9 J@, s faE
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AT Y F o9 GAT| 3797 & Hiadd A2 310+ eomey § 3 ge8 woe et & uefitia g &
310 Y ¥ &, v @ & v v v gqgas & gear 3k 9fa A6 9iv 9w grgas fr g

& AT A1 Agcaqul Avaar (30T & fow, insert.ini 3k overwrite.ini) 3k gadt i e, S& &
Hashcat_Incisize_leetspeak.ini @I @ st #aier §1 afdet a8 @5t 7 31a 8, 36 a1 &1 eq
# 3@ gU & 3 AT §T F T YHR & GEas e & fv Bemsa e wv ) @@ed dR W, aRera
3 @l & fow 3Rl g @od € St araas Reall aa 979 ged @77 HIAT &1 H@HAT Fd &1 3aeI0T
& fav, v 3rer d@qfaa @w de InsidePro-HashManager.ini &, foaa &aer 28 dds & 5785
uras e g1 derer & fov, #el Fgeee el & G A SWIed grEad # 3TN e T 1 @ & fav
11248 g &

13.2 2w 10 wddss Aae-de
2T g0 HAASS ATH-TT (UIT T grads i FEIT & UR G Sl 310

IH-BISe T AT qrEas A % fAer
hybrid all.ini 11248 36,5%
Hashcat generated2.ini 7552 24.5%
nsa.ini 7270 23,6%
english words.ini 6758 21,9%
Hashcat d3adOne.ini 6492 21,1%
InsidePro-HashManager.ini (5785 18,8%
yurets.ini 5724 18,6%
Hashcat rockyou-30000.ini (5324 17,3%
Hashcat TOXICv1.ini 5130 16,6%
InsidePro-PasswordsPro.ini (4819 15,6%

133 2w 10 ge@ 2 PgA-de
e 10 #ed 93 faHA-8e (FaAt & dear & 317ER)

AIH-BIS FT ATH A& i e
hybrid all.ini 616716
Hashcat generated?2.ini 304062
nsa.ini 123286
yurets.ini 74585
d3adhobO.ini 57536
Hashcat d3adOne.ini 35323
english words.ini 30055
Hashcat rockyou-30000.ini 29999
Hashcat Incisize leetspeak.ini 15487
Hashcat generated.ini 14726
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134 9 10 wa@ Fuw FEa-dc
eq 10 §e8 Frel fAwe-de (9fd s 9e aIv grges & @A & 3edR)

IH-BIBT &1 AT gfa Fas gwas @
overwrite.ini 1079,67
insert.ini 1058,00
Hashcat toggles1.ini 73,80
Hashcat leetspeak.ini 41 .41
Hashcat combinator.ini 33,00
Hashcat best64.ini 21,57
Hashcat toggles2.ini 9,47
Hashcat specific.ini 5,66
megatron-1.ini 4,43
dotcom.ini 3,18

135 &g 10 wa@ a9 -
e 10 Fsd def [@9H-d¢ (q@r # I IV qEas & &A1 & 3ER)

AIA-BIgd FT ATH frdst Qs & qwad fAen
Hashcat best64.ini 1661,00
Hashcat toggles2.ini 1136,00
Hashcat specific.ini 997.00
megatron-1.ini 997,00
Hashcat combinator.ini 643,50
Hashcat toggles1.ini 553,50
Hashcat_TOXIC- 511,50
insert space and special 0 F.ini

overwrite.ini 462,71
insert.ini 453,43
Hashcat toggles3.ini 384,33
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