RockYou & &= gC qrads &1 diarcd
ICECE LY

© 2012 9R+T WFeR (R AHdarE : €RT FAR)
Y WiFeat (Y 3rearg : €ReT FAR)




Table contents

1. RockYou & &% gt qras &1 dffica faveyor 3
1.1 TV civeeeserranssseinassssstnsssssstssssssstssssssstssssssstssssssstssssssstssssssstssssssssssssssstssssssstssssssstssssssstsssssssssnnssss 4
1.2 TIT 20 ABTAT TRTTE ceevccereirsereirsenesssenessssnsesssnsssassessssssssnsssssnsssssnsssssnsssssnassssnssssssssesssssssssssssnanss 4
1.3 TTHTE TATE FATTIT euverrercrensisessessessssssssssssessessssessessssssesesssssssessassssessssessessssessesessessssessesessssns 5
1.4 FIFET VT FRIAT oo s ss s s s s s s bes s e b s s bes s sassessssassanans 7
1.5 FXTET AT TAX T FTAT wevcevrcennecemsecnssensssessssessssessss s ssse st s s s esssseasss st st sasessssessans 8
1.6 TRATE H FUTET BT TET eeerrrrrrrreererrsnneesssssneressssnseesssssssesssssssesessssnsessssssssesssssssesesssssssessssnssssssses 9
1.7 TTHTE TIT 1.vucvresesecssssssssssssssesassesssssssessssasssssssessssasssssssessssassassssassessesassessssesssssssessssassessssassesas 10
1.8 2o g ) S 11
1.9 FASEE 1ovurrerscssessssesssssesssses s s s s e b e b s bbb bR AR R R bR R bbb R AR R AR AR AR Rt e 11

Index 0

RockYou & &% gv gwas @ d@w  [EReEyor ©2012 g FiFeay  (femdl  Hale o HRA FAR )




RockYou & i gC qrgas &1 Giaied faeeyor




RockYou & &= gC qrHgs &1 gfared faedyor

1 RockYoua;aha:gtrtrmaéa:rmﬁﬁw
1.1 AR

fegex 2009 & RockYou.com as@rse @ g & gHaT fhdT AT| §HAT %o T 3R 8% IRUTHAETRT
d9ETSe & Yo F 32.6 AT T 1T qrAaS ol CHEE STHH FI 3AY AT ;T MIAT 3T & 5H
@mﬁmwmﬁma%%wmmmmammmwa:m@
wwﬁwm&aﬁtm$m|mwmaﬂiwﬁam$m gAY [AEs gras
Repadl Tt &1 39ter Fa

1.2 zig 20 A=RT qHas

Password popularity (all passwords)

350000
| O 123456: 0.9% (290729)

Password list: rockyou.txt O 12345: 0.2% (79076}

[ 123456789: 0.2% (76783)
Passwords processed: 32 603 048 O password: 0.2% {59462)
O iloveyou: 0.2% (49952)
O princess: 0.1% (33291)
@ 1234567 0.1% (21725)
O rockyou: 0.1% (20901)
[ 12345678: 0.1% [20553)
@ abc123: 0.1% {16648)
O nicole: 0.0% (16227)
O daniel: 0.0% [15308)
[ babygirl: 0.0% (15163)
O monkey: 0.0% (14726}
O lovely: 0.0% [14331)
[ jessica: 0.0% (14103}

[ 654321 0.0% (13984}
O michael: 0.0% (13581}
50000 O ashley: 0.0% [13488)
|_| O gwerty: 0.0% {13456}
0 |:||:||:|EIEIIZI LN MCERTERTERT T
'v?

250000
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Password count
=
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100000
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'\ & A A
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& \‘-"P & & & F &

Password

qo AT grgast # @ 123" @ 3w Sfed Fo @ieen Hfea B, safav el 20 Reper o ameadsirs

G 1 ST R 9 2w whd E, @ed S gag (1234567 Y% @ sgd 3 B sER el

e A o el §: 32 fAfoe Repi$ # & 290,0001 §AR TS Hedwh & gea @ f S Seew

# 10 Fa8 AT grHas 1 gfderd @ e RS @1 aoem wd §, 38 e AW S iR
RockYou.com seree #, a5 "3gREm #R&" 2 o1 @ A g1 ST grEas Fr faRewer wd qAY,

gHA 376 WA AV & IMUR W F$ Agl H Foiicpa fwam:

o Bl urwas, g ¢, "password,” "monkey" 3R Al tRe & e, HeH R gl A & U q@rd
gl

o RBfSed IEE 3T ¥ Ig HT S dTl TEITCHS Tl & TR TR, Bl #6R, grdldel TE&AT, SFodl
faf¥, 3k 957 o o AR TE T §, S oo g & @@ R §, 3R arg R o wfw el
gl
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o Al ¥ YR W grHas 3R 3o SRAR| 30T & AT, H1$ IR 30 A, 39 Ulelq] e, frdr

e, ey TAT 37T T 3YANT HT Fohl &l
o HrarE wAll W IreRa gEas, S "abce123," "qwerty" anfe

o saATcA® gras, o iloveyou”, "hateu” "lovely", "ihatmyboss" ar "ILovedJohn"|

1.3 guag d9E [avor

Password length distribution

2000000
| O 1 character(s): 0.0% [144)
Password list: rockyou.txt —‘ 0 2 character(s): 0.0% [1038)
O 3 character(s): 0.0% [6702)
Passwords processed: 32 603 048 O 4 character(s). 0.2% (J0358)
2000000 [ 5 character(s): 4.1% (1327038)
O & character(s): 26.0% (3488397)
T r [@ 7 character(s): 19.3% (6288017)
- 6000000 [ & character(s): 20.0% (6513103)
g [ 9 character(s): 12 1% (3949837)
8 5000000 O 10 character(s): 9.1% (29545636)
o O 11 character(s): 3.6% (1183314)
E O 12 character(s): 2.1% [6B5843)
% 4000000 — [ 13 character(s): 1.3% (429680)
E [0 14 character(s): 0.9% [281153)
3000000 - [ 15 character(s): 0.6% (180157)
O 16 character(s): 0.4% [12B576)
O 17 character(s): 0.1% (40210)
2000000 [ 18 character(s): 0.1% (25740)
O 19 character(s): 0.1% [16369)
1000000 [0 20 character(s): 0.0% (13778)
O >20 character(s): 0.1% [37948)
T T T T T T T T T T T T T T T 1

1 2 3 4 5 6 7 B 9 10 11 13 14 15 5 17 18 1% 20 =10

Password Iength

TS qrEIS &I odls A & @ 3% T &1 U Agcdqul BaFeY §1 AT &5 Fohd ¢ & graas foder
oIl BN, 3 ST 3ol &1 hideT gIaM| olfshe] Jg AT ol foh Ig AW AJold AT & T Fhhl § TlG
mma@amﬁuéwwsﬁaﬁqﬁémaﬁmaﬁ"m gor fear Srar &1 o LR
qmaéa?mﬁa?ﬁr;ﬂwmmﬁﬂﬁawaaﬁ% mmﬂmqﬁwmamm@
31 7 a1 8 guit gt 3T ¥ I fFT ST grer UTHds UG A gl

ST o 3T A1 R W T &, A9 Al UTHas 6, 8, AT 7 Uit T &S & gid ¢! Ig Tl graast &
65 gfaera & 3% 2| 3T Ades & 3 H d 2 yHas 3 A §e-B 8l dohd &l

RockYou # &%  gw o/t
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3cgehdT ¥ TATd, FS e 20 @ 30 quif, ereq TS AT AR @ JoFd HRelleT T W S IEGS IoAd
€1 Tl $o Igd TrHas faw T § (FA1 U AT A A A1 6 F AG S 6 39 A e R
£2):

Hahaithinkilovejessebutthenagainmaybenotcuzheisadiknob
Lets you come back for your Countdown Timer

me plus food equals more sleep each night
tommmmmmmmmmmmmmmmmmmmmmmmmmmm
truongcaodangcongdonghaiphong
icantbelievethisshit.12345
banditbanditbandit1bandit1bandit1banditbandit
1111111111111 111111111111 1111111111111
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
FUCKSCHOOLANDALLTHETEACHERSINIT
ilovepalmermyfuturehusband
1delightyourselfinthelord!
Imaprincessbecausemyfatheristheking
iluvanjabisset4evashesmawebaexxx
stuartandchrisrmybestmatesforeva
thisismypasswordyoullnevergetit
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1.4 RNeex Ac RRyar

Character set diversity (all passwords)

I: :I 1 character set: 59.1% (19275578}

Password list: rockyou.txt —
2 character sets: 37.5% [1223B8568)

Passwords processed: 32 603 048 O 3 character sets: 3.2% [1027866)

— = O 4 character sets: 0.2% (60360)

~. [ | 5or more character sets: 0.0% (276)
1 character set, 59.1% e

2 character sets, 37.5%

5 or mord charader seis, 0.0% 3 character sets, 3.2%

qrEas T AR I GHITAT FoA dTell Ueh 3w Hcd ol herex guit 1 fafdear g1 3eexor & faw, 7-q07
urgas "aB1~cde" 9-avt urwag "abcdefghi' & 10 7 aifdw #Asga 2

I A AHAF ot & qrwad F Faw vF a0 W @1 ¥ IART F AU, I Kool A AT Hae S HERT H
39AIET X &1 96.5 FfRIT & 3 I & UM Shdol U AT & 01 ¥ §, 3N 3.5 ufderd & A e ar
IR goT Ae &1 3UGRT A &1 s H ofears 3R fafaudr & =e wuse w0 § fewrd § & oraas e &
o T graffedit Uoe & gui # AR F deell &1 AR Ay g 56 AYF 1 ghaards Tie
T ear § 6 39 Jord A A IrHaS (FH § FH, 36 AFAS H) H 3UAET A F AT AT TR
J
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1.5 SRFe d¢ ot 7 algan

Character set exclusivity (all passwords)

O Numbers only: 15.9% (51525990}
Password list: rockyou.txt
Lowercase only: 41.7% (13589351)

- Numbers only, 15.9%
Passwords processed: 32 603 043 1 O Uppercase only: 1.5% {488197)

O Spedcial characters only: 0.0% (5040}

" | Multiple character sets: 40.3% (13327470)

\ Lowercase only, 41.7%

Special characters only, 0.0% | |Uppercase only, 1.5%

AT 3Hihs g § fF T 901 @ & MUR W IHas goad A, Yo SRR Shdel 3R-hd IR
(@l urast & 41 ufaerd & 31M0%), Shad 3HT (T 16 GfAerd), AT 3R-hF &R arel sl I Jdg
I &1 (1.5 faer) | Hael AT quit dTe qEds FT 3TAT Sgd @ FA AT AT &
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Character set ordering (all passwords)

16000000
‘ [ digit: 15.5% (5192990)

[ string: 44.0% (14360543)

Password list: rockyou.txt
@ special- 0.0% (5040)

Passwords processed: 32 603 048 I string-digit: 30.2% (9833375)
[ special-digit: 0.0% {3432)
12000000 W digit-string- 2.7% (895738}

@ special-string: 0.0% (16182}
W digit-special: 0.0% (12707)

1000000 1 W string-special: 0.7% (241402)
[ digit-string-digit: 0.5% (148125)
8000000 W special-string-digit: 0.0% {10029}

W digit-special-digit: 0.0% [13185)

W string-special-digit: 0.6% (139494}
5000000 W string-digit-string: 1.8% (597437}
[ special-digit-string: 0.0% (12603)

W digit-special-string: 0.1% (18851)
4000000 M string-special-string: 0.8% (251687}
W string-digit-special: 0.3% (82221)
W special-digit-special: 0.0% (3902)

Charset order

2000000
W digit-string-special: 0.0% (13273)
W special-string-special: 0.1% (30305}
o e - L A | % womm .t M Other: 2 1% {670477)
' ‘ N & ‘ & & & & 3-‘? 5 QP & .rb\a & .(;‘\'r \5‘“ & - i e
3 o o L p s & & o & s Ty & & i & & 5 & &
5% P I O S N N
R A T T R A
e & & S B A E
harset order §

I T 3§ TE G Th Aol STeld g, af T 38 a2 W 3TTafehad &Y I & & o a7 aF ¥ 3™+ ot
He arel TR qraas RREr-3is a1 3h-Fgar Aol gl 1 el SoNfaaier & FRAT Th gHAR 36 Rg
& UTHAS & heh Il & [T SH 3dcilehe] T 3UART HT bl Bl

garT sy iloveyou12345" graas tiloveyou" uras e & &A1l
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1.7

S CERRITo

4500000 |

Password list: rockyou.txt
Passwords processed: 32 603 043

Character type legend:
U - uppercase character
L - lowercase character
D - digit

S - special symbol
O=other character

2000000 ] 1 1

Password formats (all passwords)

[ LLLLLL: 12 2% (3587898)
O LLLLLLL: 8.4% (2738031)
O LLLLLLLL: 7.6% [2469685)
@ DDDDDD: 7.0% (2278919)
O LLLLLLLLL: 4.2% {1382185)
O LLLLL: 2.9% (543198)

[ LLLLLLDD: 2.8% (923984)
O LLLLLLLLLL: 2.7% (869670)
O DDDDDDDD: 2.5% (817577)
[ LLLLLDD: 2.3% {751546)
O LLLLLLD: 2.2% (726218}

O DDDDDDD: 2.0% (641769)

[ LLLLDD: 1.9% (514418)

Password count

1500000 O LLLLLLLD: 1.7% [568666)

O LLLLLD: 1.7% (540862)

[0 DDDDDDDDDD: 1.7% (540758)
O LLLLLLLDD: 1.5% (488272)

[ LLLLLLLLLLL: 1.4% (456862)
500000 O DDDDDDDDD: 1.4% (449017)
O LLLLLLLLD: 1.2% (401068)
0 S e .
N & 9
> >
> N S

Password mask

1000000

319 3BT JHdE AH, PaeX 99 FFX R TR HY| 67 iy gdas # 6, 7, Ir 8 aof gd & 3R
Shael Teh guT YT T 3TN Il &1 AT oINS Fehell &, § 12 3ok GRehd qr@as &, o HHAR
W TH AT Th I S 36 T Ueg & 3id # oFnd 8l

mﬁw&:mwmﬁﬁqﬁmaﬁaﬁmﬁﬁmweﬂwmmwwa@a
T fIATOT I FohaT § 3R AV SFuele (HATEH) ST TehaT B
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1.8

1.9

RockYou # &%  gw gFas @7 FEwa fFeevor

PFeT Hraad

Character frequency (all passwords)

25000000
| O a: 7.8% [20050832)

O e: 5.9% {17824153)

O 1: 5.13 {13093366)

O i: 5.0% [12938579)

O o: 4.8% [12303419)

O n: 4.5% {11450502)

O r: 4.3% (11130888)

O I: 4.2% [10595753]

O s 3.9% (10013378

[ 0: 3.6% {9334787)

O 2: 3.6% {9328254)

Ot 3.1% (B0E5181)

—I @ m: 2.7% [6910954)
O 3: 2.5% (5377435)

B O o 2.4% (6160009)
T O 9: 2.4% {5129526)
O 8: 2.7% {5535766)
O ¢ 2.1% (5515637)
O y: 2.1% (5501568)
O 5: 2.13 {5450322)

HEBNEENTENE N

a e 1 i o] n r | 5 4] 2 t m 3 C 9 3 d v 5

Password list: rockyou.txt

Passwords processed: 257 232 849

15000000

10000000

Password count

5000000

Character

Ig ey WFGHr U grHas gAr H @ad 3 aR 3UANET R S arel quit @ fe@rar g1 $He 3relma,
gel JHTerst 1 3UANET A0 FARAYOT & AT fhar S Wehall §, SO ATl @3t &1 AT 319 W Feve
¢ & 0O 3l ol dhR &, & 17 Ier, AT 61 g1l AT 3T G 3T 39T v S ared 0 gui
arer fordt #f araas & faw Rockyou.txt 7 @ehr Repis &1 favervor & §, aF 39 9ider 6 Serew 7 3o
¥ 4,789,597 AT el T&AT H1 14.7 glaerd &1 gid &9 &, 30 g & TAAYOT HT 3UANT GHGS & 9§}
3R A e-BIffer & faw | aof de s« & fav fRar o ahar B

sy

T & Fga = ﬁmﬁﬁﬁﬁmtmwwmﬂmimwmﬂﬂ
RO 9¢ &7 8, mm«m*mmm(mwmmmwmaﬂ
3t GeeT g1 IgT d% & o o-Us Fas-sR @iy gfa @%s 100,000,000 & sfos e wrdr
TS I AT I THRAT ¢, AR TE T S F 9edT aRAT # ve FA g1 e & o, GPU &
39T A F AT Fo & Ahs H 70l & qr@as &1 B H Tohol & 0T 97T § R Aireamw
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fashen3il # defeuss Ser gean fAftal &t @iear g a1 ureas-wfed feen & viewcers veaRen i 319-
T-3¢ 1@ gl

T arHas Hieher faftl, S & se-mIffier a1 Bl &4, @1 wifgdrr saEor, it fageno,
CFCRIT, WISl ST, AT GehR o §Aa TS & HUR W HUF Iooicd gol GaRT Fiaediia fhar s @t
gl

SHIFA RIS AGT §iell UMGU| Teh UTehel TeAlell o gl AT o gAN M-I T giear & (AJsg H
YT I BIsH) F© 8 Th ST 7¢T BTl TgT 3eToh YT I §ART dolel ¢ $oO 8 THS g Tl &,
Afthet el T 3ol et & i oroRarg TfReHIoT WA g1 ARG 3T AT IFEOT A 8, A T FAof
qrHas "123456" m"qwerty' G\Qﬁﬁﬂﬁiﬁaﬁaﬁaﬁ?%uﬁmsﬁmma#mwstm
) for@a § aﬁﬁm@mﬁmﬁawﬁw&nmmﬁaﬁmﬁm&%aﬁﬁmm
mmammmﬁm@ﬁ@ammmmmmﬁm@aﬁs@
R T T TR AL afesh 3i9a 3curel # 3 3ooid urdas gt UediRed sffd 3R srifead #w
JEA GI&T FeTeT AT ART S 3T T ST T g &7 § T I 8
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