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1. 4 3
2. PSTRIEHENG 3
3. PSTINE 4
4. fEFFEFHRETK P B AER 7
4.1 L= - 115 xS O T O ST 7
4.2 1T o o 7
43 e = o OSSR 8
4.4 52 2L L Y 8
5. &ip 9
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"Use strong passwords that combine upper- and lowercase letters, numbers, and symbols.
Weak passwords don't mix these elements. Strong password: Yédh!et5. Weak password:

House27."
Excerpt from MS Office Outlook user manual

This article was originally meant to tell you about a funny passwords collisions in Outlook's
PST files. Later on, it was expanded to demonstrate that despite the drawbacks, Outlook's
advantages far exceed its closest competitors, as well as to explain the techniques used for
storing personal data. Besides, it is very convenient to follow the development of the
cryptography using Outlook as an example. It can be generally projected to the development
of the entire line of Windows operating system as a whole.
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Eit, 1EAIFFEE R, #iKOffice Outlookf. PSTXX 2 X iR BIRFMHEAMITEY L, E
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Perscnal Folders Password |

Type the password for Outlook. h ck ‘

Password: | sawe Cancel

[] save thic password in your password list

K 1. Outlook PSTZR 1L %} K 4E o

PSTX#EIV; BB F RMFILE, WA RURBMRXEM, R, TEIIHEBLHERE, FEEFMEPST
X, #E, REE FHENREFEEENBEMIIR" (K1), EWindows IR, HomME,

REBRME, ZHEHINTEEEZRREEMNRIESL - E2— M iAMCRCI2KRIG T EFEF, CRCI2E2—MTITHRK
HEE EHEETR—MEAEE. BT XHSBEMRE, MYCREERXMHERE, MARESHALIXHEERKMN
&k, BT B AROUti ook k&, A BEABRARERLEXINEERT, UFERERERERNEERSIS. 5—5F
m, TAVWARTER, Nt 7EOutlook 2003 % kit i& B4 (Outlook 20038.PSTHE X H64GIRINERthiL, 5 LIAT
FIIRATERR) o

Hit, BHfidhash{l 2 HEKRKFNAI3246L, 1L A MFME B CRCI2HHATIE R

DWORD CPstReader::Crc32( LPBYTE pPassword )
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PSTER 37 2 AL

assert( pPassword );

/Iset initial crc to zero
DWORD crc=0;

/1ill the end of string
while ( *pPassword )
crc = (crc>>8) "pCRCTable[(BYTE)crc " (*pPassword++)];

return crc;

}

MBI FERRIE L, F5Y (pPassword) #fiA, EIGFIHITE i in. CRC32& M55/ ih

= BIRF 32K E AT K, RN FRERZEAISFIRTEES A | flin, ZZh1
FIZZ L2 AR FN 2 —FERY, B30, 3L 1Florxgnm & mozartf12920347097 AL R —HEM,
INRARY VX FhRHERZE I, IBREAKREFE T,

RERHMER 4. B ANRIAIEEN  AREEGIEAE KA B, 125 RSP EC R
o EFRATRFBFOUtlook R/ F At th eyl F, HpEX ML FAXMFS, XRIFEILEN. B
— P ERIPAE, TREEZIARINN A5 "&EidY6edh'!ets - XR—1S5FFHIFHE
JISfw,

R, B—TEBVE: NRFMHE PSTXHRMRLIIETS, BFE "N RENERND, &
i, BFENEEGHERREFMFEILHASLEE, BITTLUBREFEERN, ERENthETS, X
FERIZTOFA SR, FTEEX M ARIIFRFPE—/MR5, 1R[78C, 538j84, ArTniw.

Crc32("1Rj78C")=0, Crc32("5J8j84")=0, Crc32("ArTniW")=0, tNREA B X — MBI FEF
PFEARPSTIXHE, SEhr EHAMIXERZEZRERI M, B2FARBET—XRUHERN, EEER
SRTHAZ I, THEW 27 - B2 e,

—ISLIGEREA, AR ALK £ Outlookiefm I FHFEL— 241, A, XICRCI2HIINEE AT
R, ZEENEEN (REANTFH) BTEFEN, WA EMBIDZ IS ALEN, XERE, A
AIJLFRILASI ENYR £ [RIAE S8 HCRCI2F M HN, IXXfOutlookE i 2R AIR 53H, SIEE,
ERENBEL 7N FRRLFE—HEE (B S RIaE ARG FERD) o

3 PSTHN 27

RPN B —TPSTXHEI(E2), FATAIRERIEEE!, Outlook, BRT Hith—1), RVFINERIN
B AXMIERT, BEORBAMFRUFFMARXREAPSTX M4, R, EXSRAMERZILT
WO 1EFA IR —T AT NEMEE.

TEOEE— . PSTITERS, Outlooki@ R 1 17E3Fh ST B chidh 4Tk 3¢
1. IhnZ

2. W\ R4aR0NNER

3. BN
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Create Microsoft Personal Folders @

File: | C1ExchangeiPersonal Fold(1]), pst

Marne: | ersanal Fald{1}

Format: | Personal Folders File

Encryption Setting

{:} Mo Encrypkion
(%) Compressible Encryption
") High Encryphion

Password

Password; |

Werify Password; |

[ ]5ave this password in your password list

[ 0K, l [ Cancel ]

K2, QI HTHIPSTX 4,

MERBHNPSTXMHLEFEME, ASMFRERE KRN EE. BNFMFUF RO, HEMA - FER X

EBIR AT LU RGN XA HIEFREE,

AEAMEREENAXR, B— T HNENFHFREM— M ERHREPREM TR FRAER UTRIZEE

BOOL CPstReader::Decryptl( LPBYTE buf, int iSize )

{

assert( buf);

BYTE y=0;
int x=0;

/[Check input buffer
if ( buf==NULL )
return FALSE;

//ICheck encryption type

if ( m_pst.encryption!=PST_ENCRYPT_COMPESSIBLE )

return FALSE;

/lactual decryption
while (iSize--)

y=buf[x];

buf[x++]=m_pTable[y];
}

return TRUE;
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}

B (m_pTable) EIZZHRE N8, ERVIA—SEARMZERINFHXARMRES 28,
ZEEREFRALLNE, ERZNLEIE T HFMEMY

BINZEth R E—FENEEN—F, AW, SE—MHRENE, IR T Ea XMNETEE, XHE
ERR—IRE, BXHERMZNIPST X R R E—MA A &5

BOOL CPstReader::Decrypt2( LPBYTE buf, int iSize, DWORD id )
assert( buf);

int x=0;
BYTE y=0;
WORD wSalt;

/ICheck input buffer
if ( buf==NULL )
return FALSE;

//ICheck encryption type
if ( m_pst.encryption!=PST_ENCRYPT_STRONG )
return FALSE;

llprepare encryption key from block ID
wSalt=HIWORD(id) *LOWORD(id);

/lactual decryption
while (iSize--)

{
y=buf[x];

y+=LOBYTE(wSalt);
y=m_pTable2[y];

y+=HIBYTE(wSalt);
y=m_pTable2[y+0x100];

y-=HIBYTE(wSalt);
y=m_pTable2[y+0x200];

buf[x++]=y - LOBYTE(wSalt++);
}

return TRUE;
}

Bk E — T ERDL, DIOLE ZEIRIEIR AR NRFARXMRAE, IRE BN BEALER

Ao BIFE, NRFA MFE — T ZREAMRA, HNAIUREZHITER], RERT — 11662895
AR, RESRARABTBEINEE PIRREREBAKELD
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4.1

4.2

i 7 FEL F IR 4 0K P 8 A B RO

LIRELIX R XERN, RAIRERGE— A Rt iRAEE, BIMS  Outlook REFSSH), Rl SEHIZE
ML, XHRTERIXE B, PR RINER, BERME, RIIR2TPST, I
FELEHA IEBFN LR — T Outlook B TF HF k- ik /- B RS AN ALK 5 RAL R TRIRE .

REHRATH R FIMEE ImAR AT X0 R TERE R PRI AR £, 518N, Eudora,
TheBat ! E{NetscapefdIBiRA{EAH ZHIBASECAE AT BT B L EMBZ A HISE,
IncrediMail R 2 & - HAFXORMIL S AT RIGEHEND (R BEFRX N AT NNE), ZRAMOperai]
YRR AR N B F I BTN A BN AR !

XA ] BRTE SR TR L I8 A i Thunderbird . Opera M2F10utlook Express#IghrAhE 7 —
Mo ENEMERTRISER. 20 RISHIFRIESE, FirE TR, K@% EMD5+RCAZSHA+3DESE
BETEYHINE, T, Opera M2F10utlook ExpressiSeii1iEZ4IRINBZEZ S INZZHL—
RCTFN . XARVFTT4E (BLFT4E) Hhik § 1X L350,

EFOutlook (IfEV—T, FAEAEEFIOUtlook Express;BAN—i%), X BEHIIES T =Mt ATk
RYTEIE . Outlookf HL-FHIRAIK P BIZ AL R i BUR AN R R E R AT LS A EA

o SRR

o HERHTL

o it

o FARMDHHE

DERTESH,

SR AR

Prehistoric Age - this is the period of the first steps. They say the first versions of the program
were capable of encrypting passwords stored in the registry with the BASE64 algorithm. That
already was an achievement by that time's standards. To recover such passwords, one
needed a calculator and a couple of convolutions in the brain.

RN

Stone Age - Outlook 9x - the time of first experiments. A new encryption algorithm that uses
the encryption key and unique record identifier appears at this time. It's the age's know-how.
Data encrypted with this algorithm could not be recovered without the key and record
identifier. Many of today's e-mail clients cannot brag about having such algorithm in their
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i 7 L F R4 Tk 7 B PD ROBROR

arsenal even today. However, the general idea of that type of encryption was darkened by one
crucial weakness - the encryption key and record identifier were stored in the registry, along
with the encrypted data.

43 ity

Middle Ages - Outlook 2000 - the first standards. E-mail account passwords were now kept in

Windows' Protected Storage (one of the upcoming articles will cover the Protected Storage in

greater detail). Here is the password decryption algorithm in Protected Storage:

1. Keyl is created for decrypting master key, using SHA(Salt) + SHA(SID) + SHA(Salt). Salt
is a global constant. SID is user identifier.

2. Key2 is created for decrypting master key, using SHA(MKSalt) + SHA(keyl). MKSalt is

binary data unique for each master key stored with it. Keyl is the 20 bytes of data received

on the previous step.

Master key is decrypted with the DES algorithm and Key2.

The recovered master key participates in the decryption of the data encryption key. The

data encryption key is stored with data itself and is different for each data record. It

consists of 16 bytes, the first half of which is used for the decryption, and the second half

is used for the validity check.

5. Now, using this decrypted data key one can decrypt the data record itself (passwords,
credentials and other sensitive information).

How

What a great and stylish idea! This algorithm's major features:

¢ Single master key for all records. Therefore, it's enough to decrypt it once (steps 1-3). This
speeds up the decryption process without bringing down the security level in whole.

e User SID participates in the decryption of the master key; therefore, each user will have a
unique master key. Thus, it becomes clear that it is impossible to decrypt the data unless
one knows the SID (which is unique for each user). This, however, is somewhat darkened
by SID being stored in the registry along with the master key.

¢ This algorithm, although it was created over 10 years ago, is firm against the so popular
these days attacks using rainbow tables.

The suggested encryption routine, which, by the way, was being used already when Internet
Explorer 4 was released, was a great breakthrough in data encryption. All modern browsers
(Opera, Mozilla, Firefox, and Internet Explorer, up through version 6) use similar password
encryption schemes. Take a note that the best Outlook's strongest competitors' creative
imagination has stopped here, in the Middle Ages of encryption technology.

44 BARBESH R

BARADIHR--Outlook 2003 1EFETE tH FATRTE, X NFRITHI FLFHIEE S ImB TR A=A T —#h
FRINMFEE, THLFECE ELRT BMNERE, SHEERET I EEMNIE--E5R
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i 7 L F R4 Tk 7 B PD ROBROR

MIZBILLTE , XEXEH TR EMRIZEAMIREA T, RAXFEERL SRR, AR, E1IR
i, Bk § AXMEEMEZNZY, BOEEME=4E (K3):

1. AFMIERH

2. F/HISID

3. AR

Decrypting password for, 13 (hitp:/foe.msn.msnmail. hotmail.com/cgi... ['5__(|

Additional information required to decrypt Outlook 2003 passwords

P
Enter logon pasgword of the uger whoge pazswords you want bo decropt, %IP)
[f wour don't want ko decrypt the current resource, press "Skip' buthan. J

Logon pazswaord of the user whiose Dutlook pazswords vou want to be decrypted
[ |

Full path ta the user Masterkey
||::"-.D|:u:uments and Settingz'J ohn'pplication DatatMicrozofthProtecth5-1-5-21-122094 |E]

IJzer Sid

ok ] [ ske | [ skpal

/3. Outlook 2003 Hi F 41k f 2 i ik &

fAiMa 2, FHIDPAPIEEMIILAE:

o FRHIITETRMETEARM T EH L RI— D PRI s iR, X230 sz 77 7] S22 ER S BR il o

o EEAMKE NS12LL4E, IXHRR T i B R Bk IE LB RO T BEE

o [FRFMIMZEEL, 531 2SHA-HMAC, ETETEMA AR ARLE R XS (BRI A4000)

o MEEZ (AT EHEHFTLIrEE) B2 AT, AMIATLULEIRIERS T SIFHUERIE M.
o HUEGRY A LLBIHEE R A RIBR L 31 KT

o ZEEE R EEYIE,

XTSRRI TN BB BN, SR BEXERRERSN, RERIRE—REN, #ER
Tt AR TR, BME—NEBEMRT G T A MELIRAYERY; I, it TR IXLEHRIRE, I
SEMhENE R B

5 i

A BB, B TR F IR S N AR AT, B IA T —LEE8TR0 %0, BRI
LTRSS, MITTIEBR i SR LB B BZ 2, HEOutlook 2003B AL 24 AR,

MEERAIFE, T— AR, Outlook 2007 R T K 4 ? LA 1 B Bkt R ¥, DIFETRAETE
Windows B;EMER RRIPSTER, LR BNMZBRIAR, 1184 7EOutlook IX(BAERIL AR
I BAIHES R BX TR %) IS4EN2R, E it 1I7E7EOutlook 200380 #NER T . B4, XIGE2EH
BRI, X T H IR T BIZEY, R — L P8, Bl IRA FTREE EIFTRYE T Outlook 2003
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HIDPAPINIE AR —H KR, BE— TR BFE+ R EILEHRIE, Tieanfa, i 1%
X NRATRIN AR AIEThR AR 5, FA T ERAERE T RMXERURBIEF P ERImMEN
il
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