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LSA secrets    

1 LSA secrets    

LSA secrets Windows       LSA                LSA     
                                         
                                          
Windows Password Recovery,           

2 LSA secrets       

    secrets              Windows                 
      PC                                  
    Internet Explorer   RAS     SQL CISCO   SYSTEM     EFS   
              

   NL$KM               L$RTMTIMEBOMB     Windows    
       L$HYDRAENCKEY              RSA2          
                Windows 7                    
          

3 LSA secrets      

LSA secrets         Windows    
HKEY_LOCAL_MACHINE/Security/Policy/Secrets      
HKEY_LOCAL_MACHINE/Security/Policy                        
        

Key: HKEY_LOCAL_MACHINE/Security/Policy/SecDesc
Value name:
Data type: REG_BINARY
Description: security descriptor for accessing the registry tree with secrets.

Key: HKEY_LOCAL_MACHINE/Security/Policy/PolState
Value name:
Data type: REG_BINARY
Description: current state of the secrets subsystem.

Key: HKEY_LOCAL_MACHINE/Security/Policy/PolRevesion
Value name:
Data type: REG_BINARY
Description: contains the version of the subsystem.

Key: HKEY_LOCAL_MACHINE/Security/Policy/PolPrDmS
Value name:
Data type: REG_BINARY
Description: domain SID.

Key: HKEY_LOCAL_MACHINE/Security/PolicyPolPrDmN

https://www.passcape.com/windows_password_recovery
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LSA secrets      

Value name:
Data type: REG_BINARY
Description: domain name.

Key: HKEY_LOCAL_MACHINE/Security/PolicyPolEKList
Value name:
Data type: REG_BINARY
Description: contains the list of encryption keys for LSA secrets.

PolRevesion   1.1  NT     1.5--Windows 2000 1.7--Windows XP Win2K3 1.9--
Windows Vista 1.10--Windows 7  Windows Vista                    
 PolSecretEncryptionKey    Windows Vista   PolEKList           

4 LSA secrets  

                      SECURITY              
  Security/Policy/Secrets/$MACHINE.ACC                  

1. CurrVal -          
2. CupdTime -            8   FILETIME   
3. OldVal -        
4. OupdTime -         
5. SecDesc -                            

        /                    PolMod         
                    LSA          

5 CurrVal OldVal    

 1.9                                       
              PolEKList                    

                 !           4             
  16                              DWORD    
            

    3 SHA-256     AES-256                       4
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CurrVal OldVal    

6 Windows 2000  LSA     XP 2003

 Windows Vista                                  
     :
BOOL CSecrets::DecryptPrimaryKey()
{
    BYTE rc4key[0x10];

    MD5Init();
    MD5Update(m_pSyskey,0x10);
    for ( int i=0; i<1000; i++)
        MD5Update(((LPBYTE)m_pCypherKey)+0x3C,0x10);
    MD5Final(rc4key);

    RC4SetKey(rc4key,0x10);
    RC4Decrypt(((LPBYTE)m_pCypherKey)+0xC,0x30);

    return ( memcmp(((LPBYTE)m_pCypherKey)+0xC,CYPHERKEY_AUTHENTIFICATOR,0x10)==0 );
} 

  m_pSyskey - 16   SYSKEY  
m_pCypherKey -     HKEY_LOCAL_MACHINE/Security/Policy/PolSecretEncryptionKey   

     secrets           secrets     secrets  DES      
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Windows 2000  LSA     XP 2003

7 Windows Vista           Lsa    

 Windows Vista                                   
       HKEY_LOCAL_MACHINE/Security/Policy/PolEKList             
                                         
                  

·                  
·         PolEKList                      
·               secrets     

   LSA     secrets                            
      PC SYSKEY 

8      secrets

        API              Windows             
                          1             

          LSA                        Windows
Password Recovery tool,       LSAsecrets                    
       secrets             

9   

  LSAsecrets                                   
                            following link. 

// LsaSecretReader.cpp : Defines the entry point for the console application.
#include "stdafx.h"
#include <windows.h>
#include <stdio.h>
#include <ntsecapi.h>

#pragma comment (lib, "Advapi32")

PLSA_UNICODE_STRING InitLsaString(LPWSTR wszString, PLSA_UNICODE_STRING lsastr)
{

if ( !lsastr )

return NULL;

https://www.passcape.com/windows_password_recovery
https://www.passcape.com/windows_password_recovery
https://www.passcape.com/download/LsaSecretReader.exe
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if ( wszString )

{

lsastr->Buffer=wszString;

lsastr->Length=(USHORT)lstrlenW(wszString)*sizeof(WCHAR);

lsastr->MaximumLength=lsastr->Length+2;

}

else

{

lsastr->Buffer=L"";

lsastr->Length=0;

lsastr->MaximumLength=2;

}

return lsastr;
}

int _tmain(int argc, _TCHAR* argv[])
{

NTSTATUS status;

LSA_OBJECT_ATTRIBUTES att;

LSA_HANDLE pol;

LSA_UNICODE_STRING secret, *data=NULL;

if ( argc!=2 )

{

_tprintf(TEXT("Syntax: %s secretnamen"),argv[0]);

return 1;

}

memset(&att,0,sizeof(att));

status=LsaOpenPolicy(NULL,&att,0,&pol);

if ( status!=ERROR_SUCCESS )

{

_tprintf(TEXT("LsaOpenPolicy error: %lXn"),status);

return 2;

}

InitLsaString(argv[1],&secret);

status=LsaRetrievePrivateData(pol,&secret,&data);

if ( status!=ERROR_SUCCESS )

{

_tprintf(TEXT("LsaRetrievePrivateData error: %lXn"),status);

return 3;

}

LsaClose(pol);

if ( data && data->Buffer && data->Length )

{

for ( USHORT i=0; i<data->Length; i+=16 )
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{

_tprintf(TEXT("%04X: "),i);

LPBYTE ptr=(LPBYTE)data->Buffer;

ptr+=i;

for ( int j=0; j<min(16,data->Length-i); j++ )

_tprintf(TEXT("%02X "),ptr[j]);

_tprintf(TEXT("n"));

}

}

else

{

_tprintf(TEXT("No data"));

}

return 0;
}

    

C:>LsaSecretReader.exe DPAPI_SYSTEM
0000: 01 00 00 00 73 4F 19 CF 6B B7 6C 8A BC 6D 35 EF
0010: 19 9C A6 3E 9A 80 A7 0C 9D D4 FD B1 20 C6 B1 A5
0020: 7A 87 5F 2B 51 3E 1D E0 45 9B 99 B2


