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Windows        , Windows Password Recovery.                 
                                      

2 DPAPI     

2.1    DPAPI

 Windows 2000                                  
     DPAPI  DPAPI         Windows                 
                   Windows      Internet Explorer Outlook 
Skype Windows CardSpace Windows Vault Google Chrome  DPAPI            
                                 CryptProtectData 
CryptUnprotectData 

           DPAPI                           
"The House that Jack Built"          DPAPI                 
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        Outlook Password Recovery         DPAPI blobs         
     Passcape           DPAPI      DPAPI         

       Windows            DPAPI                
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https://www.passcape.com/windows_password_recovery
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· Internet Explorer Google *Chrome             
· Outlook Windows Mail Windows Mail           
·   FTP        
·             
·            
· Windows CardSpace Windows Vault      
·          .NET Passport
·        EFS         S-MIME                  

SSL/TLS
· EAP/TLS 802.1x VPN WiFi   
·            
·  API  CryptProtectData                     Skype Windows 

      Windows Media MSN messenger Google Talk  

  DPAPI                Internet Explorer             
                     CryptProtectData             
                         URL         IE    
            

2.3 DPAPI  

 Windows 2000                           CryptProtectData
                          "    "           
DPAPI blob         "    "                       
                   DPAPI blobs                
Windows Password Recovery               DPAPI blobs         
   

  API   CryptUnprotectData                            
     DPAPI blob                

 1   DPAPI     
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 1. DPAPI    

DPAPI                                         DPAPI  

                                                

                        

    DPAPI                                        

      DPAPI blobs                        

2.4 DPAPI  

DPAPI                                    

· PAPI CryptoAPI                            DPAPI  
   

· DPAPI             Windows 7    CBC   AES256   SHA512  
   PBKDF2              

·                                        
        PBKDF2                  
HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\Protect\Providers\%GUID%
\MasterKeyIterationCount
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·                                Windows XP  
MasterKeyIterationCount     4000 

·                   
·                             
·         PBKDF2                   DPAPI       

      Windows 2000                    
·                                          
·                    RPC      
·                    RAM                   

                SYSKEY    Passcape            
                 Windows 2000 Windows XP Windows 2003    
             SYSKEY                        
            

                       DPAPI     
· CRYPTPROTECT_LOCAL_MACHINE -  CryptProtectData                

                                        
                DPAPI                      

· DPAPI       Windows 2000                        
     LSA                DPAPI blobs            
         Windows Password Recovery           2        
                DPAPI        

 

 2.  Windows 2000                    DPAPI blob 

OS Encryption
algorithm

Hash algorithm Number of
iterations in
PKCS#5 PBKDF2

Password guess
speed (pwd/sec)

Windows 2000 RC4 SHA1 1 95000
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Windows XP 3DES SHA1 4000 76

Windows Vista 3DES SHA1 24000 12

Windows 7 AES256 SHA512 5600 10

Windows 10 AES256 SHA512 8000 <10

 1. DPAPI         

         DPAPI                        

2.5 DPAPI  

DPAPI   Crypto API                               
       

HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\Protect\Providers
  

              df9d8cd0-1501-11d1-8c7a-00c04fc297eb        
psbase.dll     
                      
HKEY_LOCAL_MACHINE/Software/Microsoft/Cryptography/Protect/Providers/%GUID% 

  %GUID%                   DPAPI       
HKEY_LOCAL_MACHINE \Software\Microsoft\Cryptography\Protect\Providers\df9d8cd0-1501-11d1-
8c7a-00c04fc297eb

                                        

MasterKeyIterationCount
  PBKDF2                                   
   

MasterKeyLegacyCompliance
        1  DPAPI   /          Windows 2000   

MasterKeyLegacyNt4Domain
  DPAPI   /     NT4     DPAPI                   
        W2K        /          MasterKeyLegacyNt4Domain 
    1 

       
                                 Windows 2000 
  

    
                           2 Windows 7 Windows Server
2008 R2     DWORD       3        3 

    
                   dwPolicy      
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Encr Alg - Encr Alg     
  DPAPI                            

MAC Alg - MAC Alg    
    DPAPI             

3  DPAPI       

3.1 CryptProtectData CryptUnprotectData API     

                    CryptProtectData  C++        

BOOL WINAPI CryptProtectData(
  __in      DATA_BLOB *pDataIn,
  __in      LPCWSTR szDataDescr,
  __in      DATA_BLOB *pOptionalEntropy,
  __in      PVOID pvReserved,
  __in_opt  CRYPTPROTECT_PROMPTSTRUCT *pPromptStruct,
  __in      DWORD dwFlags,
  __out    DATA_BLOB *pDataOut
);
      :
DATA_BLOB *pDataIn - pointer to a DATA_BLOB structure that refers to the original data to be

encrypted.
LPCWSTR szDataDescr - data descriptor; stored as plain text in DPAPI blob. This optional parameter

is for information purposes only; it may be omitted in the function call.
DATA_BLOB
*pOptionalEntropy

- as the foregoing, is an optional parameter. However, unlike the descriptor,
the entropy directly affects data security, so it is not stored in the DPAPI
blob. User must ensure the proper management of this secret. Some third-
party applications (such as GTalk) store this secret in the registry, other
Windows components (such as .Net Passport or WININET) use a hard-coded
constant for the secret, third use a variable value. For example, the internal
FTP client of Windows Vista creates entropy based on the server name. One
way or the other, this may at least amuse the potential attacker. In our
opinion, the most successful example of utilizing entropy is the one
implemented in the password storage mechanism of Internet Explorer, which
doesn't store the secret at all.

PVOID pvReserved - currently not used.
CRYPTPROTECT_PROM
PTSTRUCT
*pPromptStruct

- when this structure is defined, user is required to enter an additional
password for encrypting the DPAPI blob. Put it this way: It is used very
infrequently due to the fact that the password prompt occurs in interactive
mode.

DWORD dwFlags - flags that control the encryption process. Here is the description of the most
interesting of them:
CRYPTPROTECT_UI_FOR
BIDDEN

0x1 Used when user interface is not available.
For example, when using remote access.

CRYPTPROTECT_LOCAL_
MACHINE

0x4 Data is protected using local computer
account. Any user of the system may be
able to decrypt it.
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CRYPTPROTECT_CRED_S
YNC

0x8 Forces synchronizing user's credentals.
Normally runs automatically upon user
password change.

CRYPTPROTECT_AUDIT 0x10 Enables audit during
encryption/dectyption

CRYPTPROTECT_VERIFY
_PROTECTION

0x40 The flag checks security level of DPAPI
blob. If the default security level is higher
than current security level of the blob, the
function returns error
CRYPT_I_NEW_PROTECTION_REQUIR
ED as advice to reset securiry for the
source data.

CRYPTPROTECT_CRED_R
EGENERATE

0x80 Regenerate local computer passwords.

CRYPTPROTECT_SYSTE
M

x20000
000

 Indicates that only system processes
can encrypt/decrypt data.

DATA_BLOB *pDataOut - target DPAPI blob that occurs in the result of calling the function

3.2 CryptProtectData/CryptUnprotectData       

                                         
      DPAPI                 DPAPI      CryptProtectData
 С++            ЕХЕ      CryptProtectData, CryptUnprotectData   

Source codes : CryptProtectData , CryptUnprotectData.
Executable files : CryptProtectData , CryptUnprotectData.

CryptProtectData source code

// CryptProtectData.cpp : Defines the entry point for the console application.
#include "stdafx.h"
#include <windows.h>
#include <stdio.h>

#pragma comment (lib, "Crypt32")

int _tmain(int argc, _TCHAR* argv[])
{

if ( argc<3 || argc>5 )
{

_tprintf(TEXT("Syntax: %s secret output_filename [entropy_string] [flags]\n"),argv[0]);
return 1;

}

//Declare variables
DATA_BLOB DataIn;
DATA_BLOB DataOut;
DATA_BLOB DataEntropy;
DWORD dwFlags;
LPTSTR pFoo;

https://www.passcape.com/download/misc/CryptProtectData.cpp
https://www.passcape.com/download/misc/CryptUnprotectData.cpp
https://www.passcape.com/download/misc/CryptProtectData.exe
https://www.passcape.com/download/misc/CryptUnprotectData.exe
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//Initialize the structure
DataOut.pbData=NULL;
DataOut.cbData=0;
//
DataIn.pbData=(LPBYTE)(argv[1]);
DataIn.cbData=(lstrlen(argv[1])+1) * sizeof(TCHAR) ;
//
if ( argc>=4 )
{

DataEntropy.pbData=(LPBYTE)(argv[3]);
DataEntropy.cbData=(lstrlen(argv[3])+1) * sizeof(TCHAR) ;

}
//
if ( argc==5 )

dwFlags=_tcstoul(argv[4],&pFoo,10);
else

dwFlags=0;

//Protect the secret
if ( !CryptProtectData(

&DataIn,
TEXT("CryptProtectData by Passcape Software"), //description string to be included
argc>=4?&DataEntropy:NULL, //Optional entropy
NULL, //reserved
NULL, //prompt structure, not used
dwFlags, //flags
&DataOut) )

{
dwFlags=GetLastError();
_tprintf(TEXT("CryptProtectData failed with the following error code: %lu\n"),dwFlags);
exit(1); 

}

//save the output blob
FILE *f=NULL;
_tfopen_s(&f,argv[2],TEXT("wb"));
if ( !f )
{

if ( DataOut.pbData )
{

LocalFree(DataOut.pbData);
DataOut.pbData=NULL;

}
_tprintf(TEXT("Can't open output file for writing\n"));
exit(2); 

}

//write
if ( DataOut.pbData )
{

size_t written=fwrite(DataOut.pbData,DataOut.cbData,1,f);
LocalFree(DataOut.pbData);
DataOut.pbData=NULL;
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if ( written!=1 )
{

_tprintf(TEXT("Can't write %lu bytes to output file\n"),DataOut.cbData);
exit(3);

}
}

fclose(f);
return 0;

}

3.3  DPAPI       

The encryption of user's personal data in DPAPI goes in three phases:

1. First, the application calls the CryptProtectData function, specifying the source data to be encrypted
and the optional entropy parameter. If the latter is not specified, any other program in the context of
current user may be able to decrypt the data by gaining physical access to the DPAPI blob.

2. The CryptProtectData function belongs to the CryptoAPI family and is located in Crypt32.dll. From
there, the request for further processing is forwarded via a secure RPC channel to the Local Security
Authority (LSA) system process, and the context of current user is switched to the system. All the
further manipulations are run in the context of the local system.

3. In the LSA, the data is actually encrypted and forwarded back to Crypt32.dll via the RPC channel;
from there, the data safely travels to the original application.

CryptProtectData CryptUnprotectData                         
       DPAPI        LSA                

         ;        “    20        ”          
   ;         PBKDB2                         
                               CREDHIST     
    CREDHIST                                
                                         
             

        CryptProtectData / CryptUnprotectData      Windows        
                LSA          DPAPI          
        

2005  Passcape                                
DPAPI              DPAPI blob             ;       
  DPAPI                  ;                  
     

                                      ( 
 )                                        
 DPAPI           ;        512                 
 1 
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 DPAPI                     NTLM           :   
 DPAPI                                     
                  SAM    NTLM       DPAPI blob;  
         !    DPAPI               ;       SHA1
     

              512        DPAPI blob             
              (     DPAPI blob )  “  ”           
 DPAPI blob            

             Windows 7      AES256              
             “ ”                          
     

            Windows 7       AES                
                              

                                DPAPI blob    
    DPAPI blob         ;   Passcape                
  

 3 DPAPI blob       



14

DPAPI Secrets                                                                                                                                                                                                                                                                       © 2012 Passcape Software

 DPAPI       

4 DPAPI   

4.1    DPAPI   

                       DPAPI blobs            
                                         
              

 4.       

4.2      

  4           5      

1.         
2.       
3.         
4.    CREDHIST     
5.       

 Windows 2000                   CREDHIST        DPAPI
             Windows Password Recovery                
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              C++               

typedef struct _tagMasterKey
{

DWORD dwVersion;
DWORD dwReserved1;
DWORD dwReserved2;
WCHAR szGuid[0x24];
DWORD dwUnused1;
DWORD dwUnused2;
DWORD dwPolicy;
DWORD dwUserKeySize;
DWORD dwLocalEncKeySize;
DWORD dwLocalKeySize;
DWORD dwDomainKeySize;

} MASTERKEY, *PMASTERKEY;

DWORD dwVersion - version of the Master Key file used for the purposes of compatibility check.
For Windows 2000 this field is set to 1; for other operating systems - to 2.

WCHAR szGuid[0x24] - string value with a unique Master Key identifier, normally matching the file
name. Any DPAPI blob stores this identifier, which links it to a specific (and
only one) Master Key.

DWORD dwPolicy - field with various flags. For example, if bit 3 of this field is set, the decryption
key for the Master Key (from user's password) will be created using the SHA1
algorithm. In Windows 2000, this flag is always cleared; i.e. it uses NTLM
hash.

DWORD dwUserKeySize - contains the size of user's Master Key.
DWORD
dwLocalEncKeySize

- size of backup copy encryption key.

DWORD dwLocalKeySize - size of local backup key or CREDHIST GUID field
DWORD
dwDomainKeySize

- size of domain's Master Key backup.

     4                        

                  1 (Windows 2000)   :

typedef struct _tagMasterKey1Base
{

DWORD dwVersion;
BYTE pSalt[0x10];
BYTE pKey[];

} MASTERKEY1BASE, *PMASTERKEY1BASE;

In other versions of OS, the structure is complemented with new fields:

typedef struct _tagMasterKey2Base
{

DWORD dwVersion;
BYTE pSalt[0x10];
DWORD dwPBKDF2IterationCount;
ALG_ID HMACAlgId;
ALG_ID CryptAlgId;
BYTE pKey[];
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} MASTERKEY2BASE, *PMASTERKEY2BASE;

typedef struct _tagMasterKey3Base
{

DWORD dwVersion;
GUID guidCredhist;

} MASTERKEY3BASE, *PMASTERKEY3BASE;

         :
DWORD dwVersion slot version.
BYTE pSalt[0x10] salt, i.e. set of random data for unifying Master Key and avoiding

possible rainbow table attack.
DWORD
dwPBKDF2IterationCount

iteration counter in the PBKDF2 key generation algorithm.

ALG_ID HMACAlgId data integrity check algorithm.
ALG_ID CryptAlgId slot encryption algorithm identifier.
BYTE pKey[] encrypted Master Key or slot data.
GUID guidCredhist unique credentials history file identifier.

 2                                     

OS CryptAlgId HMACAlgId dwPBKDF2Iteratio
nCount

Password guess
speed (pwd/sec)

Windows 2000 RC4 SHA1 1 95000

Windows XP 3DES SHA1 4000 76

Windows Vista 3DES SHA1 24000 12

Windows 7 AES256 SHA512 5600 10

Windows 10 AES256 SHA512 8000 <10

 2.         

4.3        

                       

·        API  RtlGenRandom    64                DPAPI
blobs          

·                                       SID 
    16             " "                     
                       PKCS #5              
SID                                      
Windows               Windows 2000          RC4  
Windows XP Win2K3  3DES  Windows Vista        AES256 

·               GUID   DPAPI blob                
                     GUID    DPAPI blob  "  " 

·                                         
     MKSF                          %APPDATA
%/Microsoft/Protect/%SID%   %APPDATA%             
C:/Users/John/AppData/Roaming/Microsoft/Protect/S-1-5-21-2893984454-3019278361-1452863341-
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1003 %SID%                   S-1-5-21-2893984454-3019278361-
1452863341-1003          %WINDIR%/System32/Microsoft/Protect      
DPAPI blobs              CryptProtectData      
CRYPTPROTECT_LOCAL_MACHINE   DPAPI blobs            

·                                  Windows 7   
  PC          0.1     DPAPI                  
                      

4.4        

                                         
                                -   DPAPI    
      90                                  
               

                                     "BUT"  
         18        Preferred                    
      

      

typedef struct _tagPreferredMasterKey
{

GUID guidMasterKey;
FILETIME ftCreated;

} PREFERREDMASTERKEY, *PPREFERREDMASTERKEY;

    DPAPI            Preferred                  
    90                  Preferred              
             CRYPTPROTECT_CRED_SYNC        CryptProtectData
                                         
                 Windows 7                   
   

                                        
                                         
                                         
                                         
      

      Windows 7   1000                        0.3
                                         
     --            DPAPI                --   
         DPAPI           
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4.5               

          
                                       
DPAPI   RSA    /                             
                                        
DPAPI                      RSA              
         

 Windows XP - Windows 7           
              Windows XP        DPAPI            
                                         
                                      

                                         
                                       2048
   RSA                                
HKEY_LOCAL_MACHINE/SECURITY/Recovery/%SID% Windows XP - Windows Vista  
HKEY_LOCAL_MACHINE/C80ED86A-0D28-40dc-B379-BB594E14EA1B Windows 7        
                                         
                                   RSA     
                    RSA                   
                                        
           Windows Password Recovery                   
      

 Windows 2000           
           Windows XP                Windows 2000   
                                        
               DPAPI                       
                      

https://www.passcape.com/windows_password_recovery
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  5. Windows 2000          

       Windows 2000                           
                    Win2K                  
              Win2K        5      

1.        
2.       
3.         
4.        
5.       

                                         
                                      
DPAPI_SYSTEM LSA    

                                     1-2-3 
           Win2K                      DPAPI   
                                 

          Windows 2000                         
         DPAPI                 

                  SYSKEY        SYSKEY        
WIN+R        syskey.exe          SYSKEY             
DPAPI_SYSTEM LSA              SYSKEY         SYSKEY 
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5 DPAPI    

5.1 DPAPI    

DPAPI                                      
   CREDHIST              %APPDATA%/Microsoft/Protect     

5.2 CREDHIST  

                                        
        

typedef struct _tagCREDENTIAL_HISTORY
{

DWORD dwVersion;
GUID guidLink;
DWORD dwNextLinkSize;
DWORD dwCredLinkType;
ALG_ID algHash;
DWORD dwPbkdf2IterationCount;
DWORD dwSidSize;
ALG_ID algCrypt;
DWORD dwShaHashSize;
DWORD dwNtHashSize;
BYTE pSalt[0x10];

} CREDENTIAL_HISTORY, *PCREDENTIAL_HISTORY;

       

DWORD dwVersion current link version of the credential history chain
GUID guidLink unique link identifier
DWORD
dwNextLinkSize

size of next chain link

DWORD
dwCredLinkType

type of password used for decrypting current link

ALG_ID algHash hashing algorithm identifier in PBKDF2
DWORD
dwPbkdf2IterationCount

number of iterations in PBKDF2

DWORD dwSidSize security identifier size of the data owner
ALG_ID algCrypt used data encryption algorithm
DWORD
dwShaHashSize

size of SHA1 hash

DWORD dwNtHashSizesize of NTLM hash
BYTE pSalt[0x10] random set of binary data used for encrypting
BYTE pSid[] owner SID
BYTE pShaHash[] SHA hash
BYTE pNtHash[] NTLM hash
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 6   CREDHIST           

 6.CREDHIST     

5.3 CREDHIST   

                                        
                                   7 
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 7.DPAPI           

                   DPAPI         CREDHIST     
           CredHi                     CREDHIST  
                       

                                3         
                

OS Block cypher Hash algorithm PBKDF2 counter Password guess
speed (pwd/sec)

Windows XP 3DES SHA1 4000 76

Windows Vista 3DES SHA1 24000 12

Windows 7 AES256 SHA512 5600 10

Windows 10 AES256 SHA512 8000 <10

 3.DPAPI                 
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5.4 CREDHIST   

CREDHIST                                    
                                          
                     

    DPAPI          Windows                 DPAPI 
      CREDHIST        

6   Windows        

6.1      DPAPI

Windows                                     
                SAM NTD     DIT              
                  DPAPI                     
    Windows 7       

DPAPI                     DPAPI               
       

·               Windows XP      
·         e                  Win XP            

 PC 
·         Windows 2000+ 
· Windows 2000   PC      

6.2  Windows XP        - Windows 7

Windows                                     
                SAM NTD     DIT              
                  DPAPI                     
    Windows 7       

DPAPI                     DPAPI               
       

              Windows XP      
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  Windows        

        e                  Win XP             
PC 

        Windows 2000+ 

Windows 2000   PC      

6.3  Windows XP            - Windows 7

                         .

                 DPAPI                    EFS
                     DPAPI        

                  DPAPI             DPAPI Blob   
   

    DPAPI                                   
                            

6.4          

   Active Directory   Windows 2000+    DPAPI                 
                            RSA   

           DPAPI                           
     DPAPI Blob                               
    RSA                                   
                       

6.5  Win2K          

 Win2K              DPAPI                     
                     DPAPI_SYSTEM LSA         
           

https://www.passcape.com/reset_windows_password
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  Windows        

            DPAPI                          
                                         

              DPAPI                    DPAPI 
Windows 2000      PC                            
                           

7  DPAPI blobs     

7.1  DPAPI blobs     

  DPAPI      Windows                         

DPAPI                                      

7.2       DPAPI blobs

 windows  DPAPI blob                           Active
Directory       DPAPI Bloc           “  ”             
                 DPAPI Blos 

                   .        C:/Program Data/Microsoft/Wlansvc  
  Windows 7         
  DPAPI             XML                      
                               

   DPAPI Blob                           xxx   
DPAPI blob xml                        xxx.xml.001      
yyy          blob       yyy.xml 002 yyy.xml.003 

https://www.passcape.com/windows_password_recovery_dpapi
https://www.passcape.com/windows_password_recovery_dpapi_search
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 8.   WiFi   

7.3             DPAPI blobs

      DPAPI blobs                            
                      

                                           
,             

                                         
                  DPAPI blob                
ntds.dit           

7.4   Windows 7        

                C:/Program Data/Microsoft/Wlansvc         
DPAPI blobs                   

https://www.passcape.com/windows_password_recovery_registry_backup


27

DPAPI Secrets                                                                                                                                                                                                                                                                       © 2012 Passcape Software

 DPAPI blobs     

  DPAPI          DPAPI blob             
CRYPTPROTECT_LOCAL_MACHINE                  
E:/Windows/System32/Microsoft/Protect/S-1-5-18/User           

                                         
           CREDHIST                      

                                         
    SYSTEM SECURITY                             
             SID              SID S-1-5-18        
   Windows 7                 

            

7.5      Internet Explorer  Facebook  

                 Internet Explorer   Facebook          
              "   "           

Internet Explorer              HKCU/Software/Microsoft/Internet
Explorer/IntelliForms/Storage2    Regedit                      
               F6FFE33B9EF4D7CB8F5A2F41F3222D21E131ED787A 

                Facebook              
http://www.facebook.com/ www                             
   IE                    Facebook              
            

 9.   Facebook     

https://www.passcape.com/windows_password_recovery_dpapi_decoder
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   regedit  F5       IE                    
F6FFE33B9EF4D7CB8F5A2F41F3222D21E131ED787A                SHA 
   

             DPAPI blob                    DPAPI
blob                   cmd        

REG QUERY "HKCU\Software\Microsoft\Internet Explorer\IntelliForms\Storage2" /v
F6FFE33B9EF4D7CB8F5A2F41F3222D21E131ED787A > c:\test\fb.txt

      !        ASCII     c:test                 
                       ASCII  fb.txt           
DPAPI blob 

             c:test                       
fb.txt.001                    

             fb.txt.001            blob           
          %AppData%/Roaming/Microsoft/Protect/%SID%            
CREDHIST             

                               Facebook      
                 SID        DPAPI blob          
                 SID                      
         CREDHIST                             
         

              IE                          
 UNICODE   0           HEX                    
                        

                                Facebook    
                                  10       
      

https://www.passcape.com/download/misc/fb_entropy.bin
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 10.    Facebook   

7.6    SAM/NTDS.DIT             

        Windows Password Recovery              SAM NTDS.DIT
                                         
             

                                          
                                         
         

                                        
Windows 7            10 p/s                GPU     
                     NTLM                 
             DPAPI      

https://www.passcape.com/windows_password_recovery_dpapi_master_key


30

DPAPI Secrets                                                                                                                                                                                                                                                                       © 2012 Passcape Software

 DPAPI blobs     

 11.  Windows Vista     DPAPI             

7.7  DPAPI          

             CREDHIST            %AppData
%/Roaming/Microsoft/Protect                     "CREDHIST   
"           

         SHA1 NTLM                          
       CREDHIST                    Windows      
                                

                                        
                            

https://www.passcape.com/windows_password_recovery_dpapi_credhist
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 12.   DPAPI       

8   

DPAPI                                      
                    DPAPI        !

         DPAPI                             
  DPAPI        

                              Windows XP      
            DPAPI                          
                    1000                   
EFS                                      
  

     DPAPI                              
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