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L3104

zg 97 #, g7 DPAPI & darea &1 Reeavwor &=, DPAP| fir 3fafése g3t 31k viescee veaRes
Fr gHieT =, RATeH F 3NdRe HIHBST H JHASS 3R TuTT et &1 =F T {2

U G T Ugel quT (gTeiifh AGHiAS gl @1 arar g1 axan) DPAPI sitweer wifee 3k DPAPI
sileq, A #T AR HSRIa BET wrsdl afed @i i-grdas wxaemsit @ fdaver geqa aar &

g7 DPAPI% adwasd aoid 1 o #rflcas SAAl 3R 3¢ g7 oo & darfad ol a1 $faa ater &
oY v aa &1 sa% 3faRed, Windows 2000 & ary s’y e aiv DPAPI & ggar aoie & sieaas
& geT TARRIV0T & &S IR FASIRAT 1 3UTEATT &1 gorar fomar 3R B & qff geam I Fgardr &
N F e &Im gl

mwmmaﬁﬁmaﬁ,a’rDPAPI%aﬁgmﬁwagﬁtwﬁmm%l ggell R,
g7t SAM ar NTDS.DIT wrset &1 392t T a7 39Aemehdr 93 qrEds Repadl TedliRgH ol
SATagIRe & & gdrefor foham)

faesr ures, faeie graas Revadl & 3Hif3e & fov qad AfFaemel eyl & & vk & whighd, 6 giRefad
F U Qe F1 399091 e DPAP| & duresr &1 @ewer frar = o1 g 37 & & ¥ 3ueeor, o &
FAR AW ¥ $T SN o dhao fAATAT 3R IRt & v afesd soger gram & &9 & gol alershaiat
& fou feraea €1
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DPAPI snfé&eaav 3iiv gueam

2 DPAPI anfftwax 3k qeam
2.1 DPAPI = #?

Windows 2000 & & gra, AlgshIdiee 3iua AHTRféer red & v @y Sar ke §exhd & |y
g #ar ¢, o9 3er ueere e danfAe sexhd (DPAPI) & w1 # smar srar 1 DPAPI ada=
# =gk § 3R $S faE ey iR su-yonfost A suAer e Srar €1 3erer & fov, wsa uiehcers
OFeH #, aRRE FAdI THas B TR A & v, & meRiad #9R, $eidc waeaiT, I3,
ey, faseT #seaw, fdei afee, apte @A, 3 @l DPAP| demr & & we@ wger disioar g o= &
39ANT A IR, Ffh sHA Ser # Ufehee e AR RBfdce wa & v dad o v i@ &
CryptProtectData 3ix CryptUnprotectDatal

gHhr T d@e & aase, DPAP| &1 dasdidht srifeadsr afes aifte §, 3R o7 Rt &1 @ames a&
EEAE TUHEN AT "G g8 @ o e Shar g1 arg g &Rt & & DPAPI & wiaRe @@ ik
TaTereT Al & dal o TAT I ¢ Ue & WIS I@T I AT

ggell 9, 2003 # graEdy ArFediR garr DPAPI &1 fagemor fear amar aml 2005 #, Fuelt o 380 Readr
& YR W Ugell SAEEAF UTerherd (3M3ees ureas Repadl) S frar, st DPAP| safeq &t 3iftherrget
f3free o Tohar o1, Il ATl & FBec H AN 31 [T [9aT| TTHERT GaRT S¥diad fSferees Teanies
Faa Rrgees DPAPI sitmvere &, safaw DPAP| fves @ awsilar gt frar ar=m &)

s uras Reball gl & ol AT aoled & S g & @1y, 3ihensad DPAPI Bfces veaiRys =t
T 91 R A = &1 39, DPAP| sateg I 3fhce 3t & 37em@r, W 3T Aeevor 8t e Ihar §,
3o f5FF W ¢@ FFdl ¢, A &1 &1 Bfpee & ¥&Far § 3R 379% qwas & A & w&ar 5, DPAPI
¥ ot & HSRITer REY &7 Y Arer @b g, AR o 55 I

2.2 DPAPI fraeh guam &¥ar §?
A

DPAPI| & suater Peafaf@a safdaera ser & granm & faw famar S @

¢ Internet Explorer, Google *Chrome . # urag 31k wie 3ifel secarea 3er

o 3M3ceh, fdsisl A, MMM & $-Ael h3e YHas|

o 3iaRe FTP aaer 3te3ec uraas

o Tre U 1T wiesy IR F@TUT & THAE qHds

® IRIAH sicash 3FBEec HI IR JHas

o 3T FrsEdw 3R &S afec & ufewees #r

o RAlC sTherd e graas, NET qrare

o s A (EFS) &t ufsree a7t & forw urgae &1, setoe gaem dant & #a S-MIME, 3= =4
& afefhere, SSL/TLS &t vidsce aar

e EAP/TLS and 802.1x (VPN 3k WiFi garofieor)

o FRTA FAAoR H sAcas IHas

e APl sxeer CryptProtectData & ary vhamafes ®9 & wi@a fre off oftasrea & cafFaera e
3eE0T & fAU, Ferey, fdEier UseH Aaseie afdds, fdsier Afsar, vATara AR, apre <l 3nfg Al
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2.3

DPAPI| & 3t &tk 3er & geam & fau s e 3R Tqy alidh &1 T 3SE0T Seleic UaaealliX &
3iTeY FFETRIA TS Uieshteled TedllRYUH HT F-add g T @REd a9 9o & fav & 3T gdas &
it e & faw, 3g CryptProtectData waersr & &far aar &, Sigi defeus vegrdt Refex & a8
a9 9 & 9T AfEse aar §1 38 TR, 9 aF s Ad URL 7@ Serar siet araas gof fomar o o, &g
Y, TgT d T ScXae vFaTART Y 8T, 39 3T A g Bfve W Fhar B

DPAPI snfdea=x

Windows 2000 & w@ryr ge3ma, s f& dgel 3eo@ fhar arm ar, 15 o uftoeses  ahao
CryptProtectData waea @ el ath 3det AT 3T (SH, ITHas) Hr 8T H Tohal &, S Th "IR-
ureel” asery Eaar &ar ¢, 5 DPAPIsala & &0 & off 5o Siar g1 aAsshiaige &1 aRemsr & 3ear
"IR-gREEM", T 3 ¥ T viCahee & Hel Uleptes e & elar sEA 3T Wb wiHa o enfAe B, S 39
3T &I f3fhee w & & fAT 3mavas §1 3@d e f& DPAP| sefeq it @3@er &1 qearasiaor g1
T g, A gHas Readl & a0 goid & I 89 & iy, gge sk DPAPI| safem &Y 3ihorssr Rfgce
AT 3R 3R G RE @ [ALRIWOT e Heva g1 I &

3i=g API saersr, CryptUnprotectData, S & sas a7 @ udr goiar §, @7 & & A T §,
AfheT gEY I, 349 W T Tospees DPAP | saifa gred axar & 3R uiteshers &1 Siss 31 & 81

=7 gear 1. DPAP| yarg ¢ fgamar g1

Encrypt Decrypt
Application Application
N
| MySecret E}EJ \fﬁﬂ MySecret
CryptProtectData CryptUnprotectData
! U
DPAPI DPAPI

== 1. DPAPI| yarg =€)
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DPAP| ufegeers ger graas @ 3miia §; safavw, U @ & dgd Ulewte fFU 910 31 & gy ST
& ded fB3fpce 18T Far s @&ar g1 s8¢ 3tamar, DPAPI s sifaRea dishe (Teer)) ¥ #&{a T
IFEC F M o 3T T 9§ 1 JfAST et B AFAfT &1 §1 $6 TR, ST b Tg AfaRed @
STEY SATAT, wmmﬂm%m#magaﬁaﬁqﬁm%l

DPAPI| gt &1 @] &¥e dlel 9cdeh SR &1 I8 Aggd & aiigu 6 e da se1 & ufewee
AT &1 T Uit @ et v DPAPI safsg & dadld s & v 3k dofous weerdr 3er &1
3T g R 38 Faaay &9 & B & v v A Yol e a1fgy|

2.4  DPAPI guam
|

DPAPI| & gram &1 2fSc & 8 uge3ll &l el & @Y Sol1dm 3147 A7| Tgi 37 9@ faAwansid i g=h &
TS T S Sq FAT gunfardt @ el S &

o PAPI, CryptoAP| & 3 & &ar &1 39 39T T9F & Ufespoeid a1 YTl a1 T & 3R 3
DPAPI & @rer 3ot ax aod &1

o DPAPI ymifora forcetanfhes weeliRea &1 3uaier &ear &1 3eeeor & fow, Windows 7 Bwiec &0 &
CBC #rs & AES256 ufesweee, §fer & for SHAS512 3ik graas-smenRa & 3Rafes & & &9
# PBKDF2 =1 3uier s g

o T3 TINREH, AT & 3h AT olars, H FIET @ FlfeHIR fhar ST Fehel &, T dhael wsTAfAE
fAAWftsR arer Zord ganrt & vrde fhar S @har &1 3areeer & fav, PBKDF2 wees # germgfeast
Hr qEaT o=t e #r " ac g
HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\Protect\Providers
\% GUID% \MasterKeylterationCount

o g3t Wex Gt ISET @ HITHIR AT ST Fevel B, 3oh idey § 3R Bwice deg & &F w61 8
Fad g1 e & faw, Windows XP # MasterKeylterationCount & f8wice deg 4000 2l

o g3t Hgca Ul Ser ST A eanT gIiEd ¢l

o Tl TeagA # Felt ufespeersd dIaT &7 MR FHITAT ¢ B & Hel & bl & foIT gATed &

o 3 32T & fav, PBKDFZﬁWWWWW%l tgaAT 39arge DPAPI &1 gger
FRTaTT | A & IS TqT H UAT ToIdT § fF AR T gas @e afa Windows 2000 #
3UANTHAT TS § FASHAT FA & fow gAfed gl

o JIET HRUN &, A & H Juar MfAT §| grelifh, 39 dF & Feaqa A AR &g § Sodr ==t
T & Seet

® S E & @y el ¥ur vs giiad RPC da@ & sress @ e o

o 323 SoT A dr f3Fh WX fo@r S § 3R & & 9 WH F| 9AF Uk B H I & 916
SEAIfSTe o 3R Iog wF # {e g o §1 3, SYSKEY 3uaifirar &7 fazawor ad ##7d, ey
RATAT & T T e ¥ TIfa v Remea sor g g, Sas aRomreass Windows 2000,
Windows XP 3k Windows 2003 & dgd uel ae $o fwea # wa ofepora &
(SYSKEY) # s fewar anl woe e & 9 # #@Ied, Rved & @i 350 & v 39asy g1 &,
T Fef-welr g

graliier, o Rl §, fSieehr sraear DPAP| gRem yomel 1 #asR & Fancll &

DPAPI iz ©2021 gy @iveaT  (fwal igalE o EHRT FAR )



DPAPI snfé&eaav 3iiv gueam

CRYPTPROTECT_LOCAL_MACHINE - CryptProtectData =t # woer @, Fo Amal 7
FIH GRS, adad 7 o 3T F TASHAT X Tahell ¢, e AT 9Tl 6T aY Fahell | 51T 38 FC
frar Sar &, dF i suaeTeRdr & Gsie graes W R A€ #ar B qElr 3R, tur suaer
DPAPI 3raemRon &7 @ AgT T § 3R %y FRieadsT H @iagd & d&fia 2l

DPAPI = Windows 2000 & for srftafad Al & o= & Qv #IFwR fFar o1 @war &, o9
JH3IT AR H A TAET T & TIET fhar amar & 3k LSA dishe &1 39aier s 38 fBfteee frar s
THT &1 30 Yo, fgid & #, g DPAP| sdten &1 gor uraas e foar Bfeee far o w&ar &1 38
g & S S araas Readl sgaer & gefdfa axar g1 &hieeic #a) 2 ¢l 5 off, 38 s &t |y
e & fae, v @ DPAP| wifemorerst & ary e &1 0 wsfAfaeeer aga 61 raegehdr g &l

DPAPI offline decader P
~ |3 (——m—
@ k Select Master Key location e

Master Key is used in DPAF| as a pimary cypher key to decrypt user protected data and passwords (i.e. DPAFI blobs).
For example, EFS certificates, WiFi, MSN, Outlook, Intemet Explorer, Skype credentials, etc. User Master Key file is
located &t the "“LAPPDATAYL \Microsoft'\Protect’LSI1D % folder. Where %APPDATA is the user application data
directory, and *:SID% is the textual 510 of the user. However SYSTEM Master Key may be located at the following
folder: %WINDIR%\System 32\ Microsoft\Protect.

Select Master Key file

Master Key file C:\Win2K\Protect|s-1-5-21-1606980848-764733703-725345543-500\3c 10717~ [

- - L ——— _‘
Wous rcsuort oo e

It seemns that the Master Key can be decrypted in several ways: using SYSTEM credentials or user logon password. How do you
want it to be decrypted?

| Using logon password |

|- Met>| | Cancel |

frg 2. Windows 2000 # 5@ IR afrsitr grwas & ser fem DPAPI sate &1 Bftrce awam

0s ufemeee TenRye (jer veeiRyH PKCS#5 qHEs AT afe
PBKDF2 .# (THTEFS)

eRigfeaal # wear

Windows 2000 (RC4 SHA1 1 95000
Windows XP 3DES SHA1 4000 76
Windows Vista |3DES SHA1 24000 12
Windows 7 AES256 SHA512 5600 10
Windows 10 AES256 SHA512 8000 <10

&aa@ 1. DPAPI# ygaa Rwice wealea|
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af g §7 & o oo, ar DPAPI TR 3er 4 g #a@ Aoiqy et 3R et Sere & &

2.5 DPAPI &fowarerT

DPAPI fereer APl & 393 =rerar § 3R fonddr off vfesreers @ar Yerar &1 39197 o ehal gl fohtel erar &l
foet Ioredt 1 & aRenfoa & &9 & Far am &:

HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\Protect\Providers
Preferred

Rwice @ @, fwea psbasedll w=sdr & FifFaa df9d8cd0-1501-11d1-8c7a-
00c04fc297eb s AsHEIFe & fhcer Yerar &7 3T HAT ¢

uiesreere et Ioedr &1 7 Hafta dog &1 HAMfd e Hifeher fhar o &
HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\Protect\Providers\
% GUID%

siet Y%oGUID % @ar werar @ fafdse qgaeredr &1 fBwiee & &, DPAPIaféea & & Ao @rh §
HKEY_LOCAL_MACHINE
\Software\Microsoft\Cryptography\Protect\Providers\df9d8cd0-1501-11d1-8c7a-
00c04fc297eb

USEET & 38 §15d &I had USTATAEEEY HUSRT aTel Jordt garT Gt &g S @evel 81 39 g15d & Fo
Trfedr o faavor wgt fear arar g

MasterKeylterationCount
Wt PBKDF2 & faw gerigfed s3er, Bwiee deg & oler 781 8 Fevdl g1 &1 NIdr TealRed &1 3uer
ToR &1 AT 1 AR HSRIer giera & Thesheesd A fohar S ¢

MasterKeyLegacyCompliance
AT AT FT 8637 da/REER &g g7a7 DPAP| sgagr & Windows 2000 & @A sar & fow
TET I A 1 W AT R

MasterKeyLegacyNt4dDomain

Ffd DPAP| s/ axda NT4 w #lgg @@ 8, DPAPI 39e Ser & @l & st & fav v
AT UeTel aXal § 3R Fomge 7fa ot W2K werser Arer & d63m/RTeR &1 3uahr e & faw areg
T g1 38 foe, 3muewr MasterKeyLegacyNt4Domain (Risfiex &t 1 @ de aeT a1fu|

DistributeBackupKey
AT FIFT TF3T AT AT REER TS THAT FIdar afdeq [uiRa w&ar §1 3eor & v, afe s
FracAs X Windows 2000 afeg 9T @< §1

Recovery Version

AT AT A TANT gfadt &7 d63T o 3R REER FQ T7@T Joid Foraar FeiRa #ar g1 Bwiee g
2 & Windows 7 3ik Windows Server 2008 R2 s DWORD IfG&T aeg &I 3 W #c FF doief
3 FT 3UANT FT F AT PR FAT ST FhaT &1
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ProtectionPolicy
fSwiee Ser gram N woler| Aeer &1 M@ & dwPolicy warer & 3r7wa Bl

Encr Alg - Encr Alg Key Size
deg3it &1 Sy st DPAPI & ggea viesce teaiRes & 9hR 3R 30 voalRy\ & yged & & 3R
CORCIECECRG

MAC Alg - MAC Alqg Key Size
DPAPI 2er 3rdsar Raur tenRydA d¢ &l & v S|
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3 DPAPI & ger uiescers
3.1 CryptProtectData 3ilk CryptUnprotectData AP| waera &1 faawor

3T Frt & R Fhr gAT €, safow g7 haa CryptProtectData w v sy srom o w® &, &
CH++ o Rrarar ¥ frar arar &

BOOL WINAPI CryptProtectData(
__in DATA_BLOB *pDataln,
__in LPCWSTR szDataDescr,
__in DATA_BLOB *pOptionalEntropy,
__in PVOID pvReserved,
__in_opt CRYPTPROTECT_PROMPTSTRUCT *pPromptStruct,
__in  DWORD dwFlags,
__out DATA BLOB *pDataOut

);
HeeT Hles 1 fgaor:

DATA_BLOB - DATA_BLOB @@ & fav gas o tferce fFr o= el Jd saT &

*pDataln e & g

LPCWSTR - 3o Rfeseer; DPAPI safs & o tae & &9 F TIdidl I8 dofous

szDataDescr R Fadr FaeaT 37 F AT §; ¥ HRA HieT H DIST ST TohaT B

DATA_BLOB - Q@ & &9 #, TF dwfoud WX § gaite, BREwtr # ol weed

*pOptionalEntropy @& Ser gram & genfad &t 8, safar 58 DPAPIsdfe & dadia @it v
ST &1 R T 36 W@ & 3 geaued gARad we =@mfge| $o Jgig-ge

fearee (S GTalk) 3@ e & o & d@adla axa &, 3= Windows
e (s .Net Passport ar WININET) area & fow ws gis-aifsa feenis &
3TNl A §, AU Us IRUEA deg A 3UANT ad gl 3eedor & fau
Windows Vista &1 3raRe FTP Fege aa@v ame & 3MUR 9 Teerdt §erd
gl Th RE ¥ A qW, TE FA ¥ FA HMAd gHAER H A H Hehell ¢
AN T H, Tegrdy HT IUANT A HT TIH Thol 3GIEI0T Sedale TR 3
arEas NS AsfAsE A oey R o g, S e # o o dada 78
T gl

PVOID pvReserved - adae & 39aier & fRar smar|

CRYPTPROTECT_P - 3@ 58 @@ & aRkenfia fFar arar g, af gox & DPAP| sdig & ufesw

ROMPTSTRUCT T & T v fARTFT 9T gof A T 3MaIHAT g &1 3 3T Re T

*pPromptStruct T EHN 39T g FA @ AT S § FAF arEag diece geXiFed A @
g &l

DWORD dwFlags - ufepcers gfthar & dfFd atel arer woRst| 306 & 999 feaaey &1 faawo
Tgr feam I &
CRYPTPROTECT_UL 0x1 ¥R $X%Bd 39eey &1 gt W 393
FORBIDDEN forar Sar ¥l 3eRer & fov, RAle wwad

FI 3TINET P T
CRYPTPROTECT_LO Ox4  deher shegex & 39T & SaT &l gifare
CAL_MACHINE frar Srar g1 RweH &1 w15 ot e 34
f3fthee aet & TWeTH g T B
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CRYPTPROTECT_CROx8 v & #sRired &I fiwasa &t & foe

ED_SYNC SEg Al gl WA AR W PR 9
el W FFafold & § Teldm gl
CRYPTPROTECT_AU 0x10 Enables audit during
DIT encryption/dectyption
CRYPTPROTECT_VE 0x40 weer DPAPI sdte & @Ram ¥X & i
RIFY_PROTECTION Far gl I Bwlec F@T TR sdlld &

A FET TR 3w g, O Hee
da sa & v gen & M & &
LEI & & a ELC
CRYPT_I_ NEW_PROTECTION_R
EQUIRED afterar &1
CRYPTPROTECT_CR 0x80 @ieher Fe3ex qreas gaT: 3cdeet &Y
ED_REGENERATE
CRYPTPROTECT_SY x2000 sfra sxar & & &aa Rwen ufkad @

STEM 0000 z2er &1 uferce/fRfFce X dFhar &
DATA_BLOB w57 DPAPI| saifa 3t a2t &Y el ddel & IRUMHA H @iar &

*pDataOut

3.2  CryptProtectData/CryptUnprotectData aer=w & favw 3zl &

3argIor
|

GQETOT Tl T FIAUT & HY-TTY T 3EER0T Y&l el & JAITaAl & T, gHa Fofd At & aF ae
39 g8 §, St haer DPAPI #=f & art 3R aded &1 50 yaR, &g o & DPAPI taea
&1 wier frar o @ehar &1 gt CryptProtectData & fw C++ &d &1 g7 DamaAt & dwfard wiger Igi
z3aTes & faw off suesyr §: CryptProtectData, CryptUnprotectData

Source codes : CryptProtectData , CryptUnprotectData.
Executable files : CryptProtectData , CryptUnprotectData.

CryptProtectData art #iz

Il CryptProtectData.cpp : Defines the entry point for the console application.
#include "stdafx.h"

#include <windows.h>

#include <stdio.h>

#pragma comment (lib, "Crypt32")
int _tmain(int argc, _TCHAR™ argv{])

{
if (argc<3 ||argc>5)
{
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_tprintf(TEXT("Syntax: %s secret output_filename [entropy_string] [flags]
\n"),argv[0]);
return 1;
}

/[Declare variables

DATA _BLOB Dataln;
DATA_BLOB DataOut;
DATA_BLOB DataEntropy;
DWORD dwfFlags;
LPTSTR pFoo;

Nnitialize the structure
DataOut.pbData=NULL,;
DataOut.cbData=0;
I
Dataln.pbData=(LPBYTE)(argv{1]);
Dataln.cbData=(Istrlen(argv{1])+1) * sizeof(TCHAR) ;
I
if (argc>=4)
{
DataEntropy.pbData=(LPBYTE )(argv[3]);
DataEntropy.cbData=(Istrlen(argv[3])+1) * sizeof(TCHAR) ;
}
I
if (argc==5)
dwFlags=_tcstoul(argvi4],&pF00,10);
else
dwFlags=0;

/[Protect the secret
if (!CryptProtectData(
&Dataln,
TEXT("CryptProtectData by Passcape Software"), /[description
string to be included

argc>=4?&DataEntropy:NULL, //Optional entropy
NULL, llreserved

NULL, /lprompt structure, not used
dwFlags, /flags

&DataOut) )

dwFlags=GetLastError();
_tprintf(TEXT("CryptProtectData failed with the following error code: %
lu\n"),dwFlags);
exit(1);
}

/Isave the output blob
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FILE *f=NULL;
_tfopen_s(&f,argvi2], TEXT("wb"));
if (1)

if (DataOut.pbData )

LocalFree(DataOut.pbData);
DataOut.pbData=NULL,;

}

_tprintf(TEXT("Can't open output file for writing\n"));
exit(2);
}

Ihwrite
if ( DataOut.pbData )
{
size_t written=fwrite(DataOut.pbData,DataOut.cbData,1,f);
LocalFree(DataOut.pbData);
DataOut.pbData=NULL,;
if (written!=1)

{
_tprintf(TEXT("Can't write %lu bytes to output
file\n"),DataOut.cbData);

exit(3);
}
}

fclose(f);
return O;

3.3 DPAPI # 3er1 vfeweara

DPAPI# gar & cafdaard ser &1 ufeherre i @Rl & gidr &:

1. g8 uga, tieasusr CryptProtectData waesr & @far aar §, @ 37 & ufspce & 3R
dhfeush Teeidt WY & fav Afdse wtar 81 afe arg aren @fdse & &, & adA@= IR & w7
g 3= s DPAP| seier o silfas agr gred 9 ser @ fBfhee &t & @arA g1 aehal &

2. CryptProtectData wererer, CryptoAPl aftar & wefaa & 3tk Crypt32.dll & Rya &1 a&i &, 3mr
# 9fFr ¥ BT 3Ry v @ RPC 30 & mead § dea RS 3itiRd (LSA) s
gfsrar @1 3R faar Srar 8, 3R addAe IR & dedt @ RiveA # ded fGar Jrar g1 3w & wsd
Sedis TAHT TaedqT & Ty H Iow i &

3. LSA#, ger areag & uimpee fovar sar € 31k RPC daer & aegs @ Crypt32.dIl = aow 3@fa
o e ¥; a8t @, 3o WA T § HoT Ui dF e
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CryptProtectData 3ik CryptUnprotectData sl 0 & &aer 3mavor & §, it aeafas s
uipeere e & dedt A goar 1 DPAP| & sigs feeer LSA & giar &, 3R srsieralr & dor & o
gl &l

Tfesheere UhaT ofdlt 3R 3915 §; I8 "TF AU @ & 20 Aol 916 dalfed woed F QU S @ AG el
Hehdl 1 YA & g7 For 1 qas o §; R, sad PBKDB2 frcetanfher deg o) ah, g8 AT
1 viespeereT 7 Aed 1 319, g7 A & A Bfpee e & v 39 vispcee & &1 v wa g 3l
fSfpcereT fawer &1 Srar §, dF ToR uwas @ wsRe /REr & wger gwr, CREDHIST &1 swahr &
fBfshee foram SiTar &, S g0 dgar # AR @ Ufeshorre Fr o gred FRar § 3R AR Fr @ e @
f3ftpce oy & WA aar 21 I ag v o R/ber @ Jar 8, af g4 36T hefRge sfagd g &
fefree wta €, 3R 33 OXE| IIRNF a9 dF IR T § o9 d AT aF AR H & BShpee 61 fomar
ST § A7 heRTT BEET & 3MscH WA 16T 8l o &l

uEas deee ¥ s & faw gv a) CryptProtectData / CryptUnprotectData gemn e &, fstsr
UGS HT HA I § HR IR Wwsd & e 7 3afr & fow 38 LSA #r ews # dila e g1 3@
#RoT § & DPAPI Ry &0 @ 3idamsa &7 T §, Fdd 3UINehdrl & B{cHd 7 i 3T e & 5|

2005 #, Ugell dR, UTHEHT T(FedI o Teh TedIRUA 9T fham St husht & goft 3curel & 1 &ear & 3R
DPAPI & sittherss Farelet &1 31e]a0T Fcm &1 g asar #, DPAP| saiieq &1 RBfce &t & fow, 3
ToN & TG & s A I IaRIHT g o; greiid qrias g fard g1 DPAPI & sittherser
f3fsheereT forell off e @ wed &1 3if0s IRRFET & sorcr & @y &, J§ Muwdisd, [Awer 3R
IR & faT AR §1 BT &l

A, 3YIARTRAT HI AT T Th QAT FeoR B # Wl g, ot A Fr fr 3faRea wfaar - S0 -
FUET FT Fohdl &1 AT T SH3IT FT 39ANT a9 fFIm Sar § o9 wafAs Hidr, vy 7 Felr sRor 3@,
f3fthce g T ST Tohdr §1 3eTeR0T & T, TaRel aas e W & a6l DPAPI feceamdr & areex $r
U FEaqol ded §; $HfaT, sHdT WS 512 faT §, 3R 38 ufewrce v @79 Faa &g veaesn @
39T fRaT ST &1 < 1 "I

DPAPI| & ggar sRifeadsr & AT $r & Bfecas & v 39aeear & agas & NTLM ger i smaegerar
g 1 I8 Uk a3 a1 o =7g1, 95 DPAPI Saeqd & ae@ a2 arerch o, oraer fwes i guem & d&r
T |slr Fifh TE dohelidhl 9 ¥ Teh THITAA Helthaed ol AFEL Fr

Fr fBfthee et @1 IegAfT &ar § 3R, aRomerewy, e s DPAPIsafa & @ SAM wisar & NTLM
BY It h; arediaes qrEas o aeas dd Anl gy, DPAP| & adae aoia #, 38 IR & &% famar
T oT; 3T AT @ H SHA o5 &1 3ua1er e tiesrte far m-m g

U IX AR I FhAdds s gl o & alg, s8 did 512-Fe s DPAP| sdfs & fav @afaa
UfSheee T gIed aa H HET ol §1 39 322 & AU, A f aeRod sa & @y ARa @dr & (G
ds DPAPI|sate & Teodla frar ameem) 3R tegrdy, afe g Afcse &1 3@ 9oR g7 uds DPAP| safd &
foT ufesheere ot &1 3-3mamd faftsear gied & g1

3T, 3fd A, AT 2eT FT aEdfde Temearet gar g1 Windows 7 #, 2er s AES256 temiRuA &1 3udier
L Ulemce fhar Tr 1 39 Jfed ufhar & goft oo & "@lec” &7 39ANT T AR &, T Ieees
3T T AT, USHTAe HIsl T Thlhd AT AR 50 YR & Sqe & HY FHTAT ¢ B 3 T Aehol|

3, F7 & o e & & Windows 7 & qgar goier & AES tiosrwers & @y aidfic gaeae off| @

greal & &g, o 38 YR T Tfesheer ool off e w767 adar oTl Wlog &, A STodl & FACT g1 M8
ot
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U& dR e Tehee 81 W & 916, 38 3+ A el & & UF & Wael # @Hgidha &har Sar §
3k DPAPI| sats & &7 & tieasee & aayg de1 ear sar &1 DPAP| sate fr @@ wof@a =@t &
grelifeh, YMAEHY AT 38 I8 TRE & 3oicel H HaTH A1 FgT W 5

DPAPI data blob

DWORD dwVersion

GUID guidProvider

DWORD dwMasterKeyVersion
GUID guidMasterKey

DWORD dwFlags

BYTE szDataDescription[dwDataDescriptionLen]
ALG_ID algCrypt

DWORD dwCryptAlgLen

BYTE pSalt[dwSaltLen]

BYTE pHmac[dwHmacKeyLen]
ALG_ID algHash

DWORD dwHashAlgLen

BYTE pHmac2[dwHmac2KeyLen]

BYTE pData[dwDatalen]
BYTE pSign[dwSignLen] V

R 3. DPAPI sats & sifafése @x=em
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DPAPI ARFeT #ist

DPAPI #T¥eX e
4.1 DPAPI ATFex &t F41 §

T HT AR T T Tl Bisd ¢ o @t DPAP|sdiew #F grafaes uiesmors @ s & fow 3w
foram STt aTeT TReRTes ST BT &1 FAfE ARCY @ IR F AT ST H THe aXdl §, SAfoT T H
T IR GI&T T IaRTehcl Bl &1 o & UrHas I AT 1 T FUaT & fav A 3o & &9 & @des
T H AT I AT|

Master Key header

User Local

Master KKey Encryption Key

HIST Domain
GUID Backup Key

4.2 A A i T

Star 5 R 4 F Ramn mar B, AR # wsd # 5 gfae g &

1. &= 3R RArea i SRy
2. FoR & AT &

3. dieher S31T ufesheereT dr

4. efad Hfsc wgd ggaETndr
5. ST AR H dHIT

Windows 2000 #, CREDHIST ugaretedr & o, RTcH el AT Sl Sh3T HI TIEIT Y Tehdl

¢l 387 DPAPIyomelr &7 dge #aAsi & e faEier graeas Readl, 3emeor & fau, 3ua s de3q
q A A # Bfhre F Fhar 3R W@ A & AT goR F grgas f o smaeghar 7@ g
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AR A Bl & g J Aeafaf@a dasiy gid & (C++ fRitew v Hies & (R & sm):

typedef struct _tagMasterKey

{
DWORD dwVersion;
DWORD dwReserved1;
DWORD dwReserved?2;
WCHAR szGuid[0x24];
DWORD dwUnused1;
DWORD dwUnused?2;
DWORD dwPolicy;
DWORD dwUserKeySize;
DWORD dwLocalEncKeySize;
DWORD dwLocalKeySize;
DWORD dwDomainKeySize;

} MASTERKEY, *PMASTERKEY,;

DWORD dwVersion - sRfefafedr sia & waisl & T 393 & S arell #Afel Y Bed 3
goil Windows 2000 & fav Ig ®les 1 ) e §; 3T ARET Beea &
T - 2 J&|

WCHAR szGuid[0x24]- ts 3efada Ay & ggaiiad! & A & deg, AT &7 4 Bi5d a1
& A @ g1 #5 st DPAPI safe 8@ ggaeed! Y GIdld aar §, st 8¢
T fafdse (3R oo ) AT T § S B

DWORD dwPolicy - faffiesr wora & argr fhes| 3eexor & fav, afe sa des & foe 3 I &, @
A # (JoR & uras §) & fov Bfres &1 SHAT weaftas & swe
& Fars smuatt] Windows 2000 &, @g wolor ga@em arw fFar Sirar §; I
g NTLM &2 &1 39aier aar gl

DWORD - YR & A T T A5 AAA §
dwUserKeySize

DWORD - Ufeshele &7 Y SR31T I ST A5
dwLocalEncKeySize

DWORD - T 3 i a1 sise GUID fies 1 arser
dwLocalKeySize

DWORD - AT F AT T THHT HT TS|

dwDomainKeySize

§ST & dIG 4 AT HT FAle F IHTHA BIT &1 TS Fellc H 379 ¥ 3R aweafas $r gl g
g W= Tl Tele & v @ &1 Fgt @8 o 1 (Windows 2000) & fore &ar @ #:

typedef struct _tagMasterKey1Base

DWORD dwVersion;
BYTE pSalt[0x10];
BYTE pKey]];
} MASTERKEY1BASE, *PMASTERKEY1BASE;

OS & 377 goif &, T AT &1 & Y T 8
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typedef struct _tagMasterKey2Base
{
DWORD dwVersion;
BYTE pSalt[0x10];
DWORD dwPBKDF2lterationCount;
ALG_ID HMACAIgld;
ALG_ID CryptAlgld;
BYTE pKey]];
} MASTERKEY2BASE, *PMASTERKEY2BASE;

typedef struct _tagMasterKey3Base
{
DWORD dwVersion;
GUID guidCredhist;
} MASTERKEY3BASE, *PMASTERKEY3BASE;

g Te Fres & Qe
DWORD dwVersion Tdle goiel.

BYTE pSalt[0x10] Hloe, AR AR T F Thpd e AR denfaa 3T o g & w9 3
fov arefoesd 3T &1 AT

DWORD PBKDF2 # st & weanfteswr # qeiglea #13ex

dwPBKDF2lterationCount

ALG_ID HMACAIgld 3¢T WAl ST TeMRza |

ALG_ID CryptAlgld Tdle UTSPold UealRZH Ugdlalshd|

BYTE pKey] Tieshtes AT $T IT Tale a7l

GUID guidCredhist efad wEfRRue REr wea dgariedn|

&aer 2 faffest sifRfeer fwedl & fau Bwiee ARy & tpee teaiew fe@rd &, @ & dwfad g
B §H @ 3ofehl FIET &l faeawor of fewrehr &1

I el il

Windows 2000 SHA1 95000
Windows XP  |3DES SHA1 4000 76
Windows Vista |3DES SHA1 24000 12
Windows 7 AES256 SHA512 5600 10
Windows 10 AES256 SHA512 8000 <10

TqT 2. AR AT vieForT TeanReH|
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4.3 % AT A FART FEAT

BT FoR & 7S AR AT ol iR Tihee Hlel HiT 9ishar W ST § FAoR STo:

o geu ugd, g7 APl veem RtIGenRandom & & &=a &, st 64 pseudo-randomly &1 &
30 aged ¢l g1 DPAPI safsw & ticspre it & faw #ARey Y &7 30T atet & faw Iy Fear
AT g

® 3 N AR HT & AU e Al HT W Fel & IJaTehal ¢l 38 32T & AU, g4 Lo & A3
aras, et ggaeadr (SID) 3 sfaRed 16 ascw aefRes o (duaRia "dlec”) & 39dlT axd
38 Ufeshte #d g1 AR HT Uik gfshar & a1 Y TWOT Eid g1 Ged Ugd, g Uas-3meiRd @
Fedfea waee (PKCS #5 3 aftia farcer s8) & 3wder #xd § 3 9rwas, SID 3k diee @ #r
gred aXd g1 Y A 38 $1 FT1 399197 FAfAT ARY Fr tlfesheered T gied e & fow a g1 fasa &
affies gt A fr F e aqwr T &M &= &1 3@ gawR, Windows 2000 & Bwice uiesmees
weamkzwm RC4 &, Windows XP 3ik Win2K3 & =g 3DES &, 3t Windows Vista 3t szaax
AES256 = 3uair a1

® AE H A vw efady a1, GUID wrea gar &1 9% DPAP| sais 38 fafirse ggartedr & wdia
war g, o8 gt Ay ANQOT deY F AegH § 9wy o gl gEy wear &, A & GUID,
DPAPI saitsr &r &t = "fois" &1

® AREX HI, YR & TrHas & HY 15 3R vishee T 913, 307 RTcH SaT & AT A Hi TR Blest
H UF 7T B5d H FUET 7 Ay &1 MKSF 35 W v 39 e § 5187 Aex &7 JIdid I St
gl Tor &1 A Frt % APPDATA% /Microsoft/Protect/% SID% # waéa &r Sl §, ser
%APPDATA% ECERC) ger IGEHRED] gl 3ETEX0T & fa,
C:/Users/John/AppData/Roaming/Microsoft/Protect/S-1-5-21-2893984454-
3019278361-1452863341-1003, 31X %SID% ovradr & & Tgaeiaal &l IRad 3aeor # S-
1-5-21-2893984454-3019278361-1452863341-1003 &1 fRwea H =#arx Har % WINDIR
% ISystem32/Microsoft/Protect & wafga & snch & 3k Tueig Reer 33 & ded Wiad
DPAPI| sdter &t f3fiee et & forw 3uaer $r sedr 1 CryptProtECT_LOCAL_MACHINE o=
e & @1y saw v gt DPAPI satss CryptProtectData wee & Rived f arex & & @y
e g

o JiTRFEer RFer & FE38H & AR A A1 & AT, viweers a1 Biwcas scafs @@ o aren g
T g1 3areeor & faw, Windows 7 &, smyfas PC w aAmer & &1 B &t & 0.1 @3 @
3 g7 ot g1 afeeed DPAPI# 3maRs R &, safor v ar ke & 9@ W), th AR
H HT H @M A &, 3R 30 R T tFaT A & v v 731 Bfreee ART anffe A6 giar g1

4.4 FreT f1 H1 RIARe @
|

uﬁmmmwmﬁmmmammaﬁmm@mmmm
Ra= & Al aar § (AR &1 wigel & s wfiisge gir 8), v wE A H v fewrs &
&s Fi? - Fifs DPAPI, grem roft &, semser g7 90 et & ve 78 Aer i sa= & faw aeg axar
g, sufar fell o IR 3eEec # AT ®T @ & A il gidl §; F&a1 FoR N FaAr afa
W AR w g
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A A Roele 3af™ Bea & g-fed &1 I8 A o § & 5@ AREE a0 fhar o1 doar 2
gretier, 38 T "BUT" & Ay & west & ts 18915 Wisad ¢ od Preferred s fear = g,
e feed gant Iars 918 3ifad A &1 F1 1A R Ty & AT i afEe gl

typedef struct _tagPreferredMasterKey
{
GUID guidMasterKey;
FILETIME ftCreated;
} PREFERREDMASTERKEY, *PPREFERREDMASTERKEY;

B SR Ho SIS BeRlel I Fiel v SITaT &, [AeeH q@der & 3ifad A doi f@Hor fafy & s
e g 3R, Ffe g& 90 et & 3T R urar §, o Uk 7S AR ol el §, O R @ qwdler
39se faRar AT Bl AR ol Yefolatal Gfshar &l Aegyrer ®9 & wefta fhar o7 gavar &1 @ & & g,
CRYPTPROTECT _CRED_SYNC ¢asr ac & @y CryptProtectData waeer &1 &fa il
foeeaA Felt AT it &l T & vieshee T 3R 3o¢ 38R X 3UST M| SUGRTRAT HI IS deolel
& d1g 98 R WHAT T F FRAT S1ar &1 dhfoush AR Folt 3use & Adhat & fow, Windows 7 a1
T AR T RAparsore AdAse 9 fFar, 5@ g7 A daw aa o1 @ 8l

qEcler Brel # 3T AT oY e ¥ AT A &, gafav 3ifaA Ay fr AT @ w gy F Afswrg
ok, F1$ M Reterers gfhar & Aegara ¥9 & gaftla & Gl §; a0 & fav, sifow aeer & &
SasT & 3H T F FeU IT fhdelr 3t AR i 90| AfFd I9 AR F F T g w1 [AEaR Fs
ANOER ¢ &ar &, ar 3iAH A\ A, 9 e F A Y F d¢ grHas gRadd [@EeHA A TE o
FHY T ol aTl UsTd H STl Hebcl g, Fifeh F AT T ¥ a1 R HT UHHAE dcolel W Ueh Ty
Ufesheere Tfshdr & e gl

39, I 9T A o 30 AART Fed H Faar IHF @, 3eeor & faw, Windows 7 & 1000 #ex
Ifg T A T H TART WA H 0.3 Ths ¥ 3R THT q@Cr 1 39 IBR, AR T H, A AT
Reteerst ufsar & fov Fo sfaRed & 6 smaegsar g &1 e &9 &/, ST r@sar T Ssar-
St srequftufa g DPAPI & vears 9q@ A & o & yoid g1 8, 3R 81 a& & arae & 3@
wﬁﬁmmm%—w’ﬂml@W,WDPAPIWMWﬁﬁQﬁHﬁTw%‘l

4.5 AR A FT IFIHT AT I3 I IFHT ¥ RER F@0

AT PC & Aeexr Y &1 339 o

SI9 hegex fohdl S1AeT &1 HEET BIT §, ANCY &l WIS o hl AT &Il Seh3T FIAGI Hicl gl A
# gord w7, DPAPI sae s &1 & 3y di9iar & st RSA tfsress shardafas & Sgr &
HIAET FAT &1 AT T & ST AT Wrdolfoieh T H1 3GGRT e Tlospee fRar Sem § 3R For &1 A
N F T 3 BT H HIT F T F I AT ST | IE AR Fr Hr wraf@E 96-317 F Biree
N AT g A g §, ar DPAPI &3 1 s e &1 sierar gl AT ATFs 3w @t RSA
T HT 39T I 38 f3fohee xar § 3R fBfrees ARex fr Fr argd f9ar gl

Windows XP - Windows 7 & dga ¥s-3ral dl i AR & F1 %379 a1
o W 3ga@ (Windows XP 3tk 3=aeR) & #s-3relie degex &1 ard el g, af DPAP| araag fde
fBew & 3R W U oot Repadl ASHea &1 3wl axar g1 uwas doe e, 8 Ier Fdd 9aa #
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forel off T ST Tl &, o T o §U IS A Iodicd A A IogAfa & &1 oo a7 7qe
AT YR FX Fehell ¢ 3T Nepall T 6R G0 g & o & Hl T

Aféet &7 BT ¢ ARG ToR uwas e 3% aofe & dIc 99as e & §? @6 Fo OlF glel drel g
frar w¥er & 3R @y &, a B Pl F T A Asgd g1 gwas e Brw q@a @y, fwen adefas
3R 2048-fac s RSA tfeseee st 1 v SAISr Ja01ar §1 IR &1 IdAT TS Hdolfeld @1 &1 3adreT
FIh tfespee T I g IR o $r e o
HKEY_LOCAL_MACHINE/SECURITY/Recovery/%SID% (Windows XP - Windows
Vista & far) a1 HKEY_LOCAL_MACHINE/C80ED86A-0D28-40dc-B379-
BB594E14EA1B (Windows 7 & fow) # dada &1 . 39 o, vsfafaecer afea, Rwew & wsf
3T & fAT 37 wfedt T uga afeid §1 AR graas & Rk & fAT o s # SR W
eol AT &1 39 99K, I araas e 36 a6 & 916 GoR qHas aGaldm §, df a1 qeas Adetied
RSA #r & aryr ufesree fomam rar & 3R gt &t aeere Iowdr 3 | Sar 81 df% adsies RSA &
3T W T Tafed s ff ¥ A @l §, safev @6 & & 3uaher FA st gy 9 & A ggas
F Bfrce I & T 5T o1 Ihar & 9 380 g9 = § 3R TS # gada fFar o g a9,
faetsr urees Repall & Adiad doiat # & veh qreas Je 366 3uelets gl W Yo & Colded¥e alamsiie
grHas & 3fhce T Thar g1

Windows 2000 & s #3-3rala fift W AR A F1 dF37 A1

Aftret graas P ReeA Faa Windows XP 3 3mam arl 388 ggel 1 U1? SI318d, 36 a2 & Srasg
f& Windows 2000 # graas dve 5w 787 &Y, I/ &1 A T 393 30 o ©5-3ra Fogey ™
o I o1 wrafAs AR fr AR AR Hr SHIT T Th & H FILT fhv v A s@Fr Adew & F
DPAPI % &ra ufessee frr aw el ot 3o & IR & dfansiie ardas & A faer d@enfaa Aathaey ganr
%ﬁwmmm%(mmﬁaﬁﬁwq@ﬁaﬁml

Master Key header
¢ Local

IViaster iKey Encryption Key

Local Domain

Backup Key Backup Key
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DPAPI ARFeT #ist

&7 5. Windows 2000 & Arex i wiser T3]

Microsoft Windows 2000 &I 3ifere ac#ret doidt # 3935 adal i QiR 3T adm g1 el 3R
39k OrF UHT A el I Teh 3TOT HROT ¢, of §F I Ig @ of ® & & 30 3 @e
Win2K & @snfad aasiiar st & 3 Jamar v 39 3297 & AT, 3mev ey A & d6319 Fair
TEIRYA T T Aol 3Tel| Th WIN2K #ex i wigel # IRuRe & & 5 sHEAT gidr 8-

1. &= 3R RArea fi SRy
2. goR & AT &

3. TUERT @3 uiemeere fr
4. TUET AT #1 SR
5. ST A H IHIT

Sllshol Jeh3TT TThelel ¥ o T AT I I RES AT dlehel deh3(d TTSheleT &I I Shls il & EIY
Y& BT Bl Bpee ufhar &, gH Slhdl HTY IHh3ec UHAS HT 3UA R § (3N &1, SHA AT
3sec §), 5 DPAPI_SYSTEM smws LSA g & dodia frar siar 2

Ush SR eliehel doh3T Tfesheelel &I UIcd 81 Sl & §1G, §H SH 39N Yo i AT T & vl dH3HT Y
fBfrce ot & v a=xd §1 7§ 1-2-3 oden 3mae g1 5@ fiewmor @, Win2K sifds 3o/ & 3 8,
Fol & IR T arHas Seegia fAer f&ar s g, DPAP| gatem stee d&3a @ Aeey & & REeR &
T &1 37 &, 39 3TN dlish T SATEAT Fet I HI$ 3TTTRAT 781 &

ﬁéaﬁu@xsﬁOSWiﬂdOWSZOOOa:agaua:PCaa:qgﬂm%,a’rua?s’lﬁf«raawa'é"r%,34Fzr
T & uiewpees DPAPI sar 1 st & f3fthee ot @ohal B, ol greas ar graas ger v o
HEIHAT FET !

3G TR @ 3R ¥ & Vbl & v, g SYSKEY & e A # acaar geml SYSKEY
giefadt gt (@ W WIN + R eiicae zad, i SYSKEY wogor v & sere syskey.exe esa
w3k R OK e #Y)| 3w, DPAPI_SYSTEM LSA & &I Rfce & & fav, v wenfaa
Ferthaey # a1 & SYSKEY e urdas aretam grem a1 3u% ar@ SYSKEY weréam fies g arfeu
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5  DPAPI &R Red

5.1 DPAPI #3Rae R

DPAPI & 3fa #dvome IoR & @ Rod gwast @ W@ar A ¢ Roa @ awas %
APPDATA% /Microsoft/Protect wiest # ®aa CREDHIST atas v 3 deeik Bisel & gor
F & & gIET Fo Sa g

5.2  CREDHIST & @@=
|

7 g HSRITe {ET B8 1 Tk 4@l & T H ¢@d g, o GHIS & dTell YA Folle efaf@a
ST TET & WY H@er & fole & &9 7 Ras .

typedef struct _tagCREDENTIAL_HISTORY
{
DWORD dwVersion;
GUID guidLink;
DWORD dwNextLinkSize;
DWORD dwCredLinkType;
ALG_ID algHash;
DWORD dwPbkdf2lterationCount;
DWORD dwSidSize;
ALG_ID algCrypt;
DWORD dwShaHashSize;
DWORD dwNtHashSize;
BYTE pSalt[0x10];
} CREDENTIAL_HISTORY, *PCREDENTIAL_HISTORY;

Data fields description:

DWORD SHSRger sfagra A@ell &1 aiAlT foieh asiet

dwVersion

GUID guidLink i fole ggarstsdr

DWORD 3T AT o T TTseT

dwNextLinkSize

DWORD FIAT foid A Bfhce WA F T 39201 FU A= arer IHIS T IHR

dwCredLinkType
ALG ID algHash PBKDF2 # &R veaRys ggaraerdr

DWORD PBKDF2 # gerigfeaat @ wear
dwPbkdf2lterationC

ount

DWORD ST Alfieh & &I Tgelelehcl ATSoT
dwSidSize
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DPAPI #3Rer Red)

ALG ID algCrypt  wgea 3er ufmpeee weaniRes

DWORD SHA1 ger & gsst

dwShaHashSize

DWORD NTLM ger $r asst

dwNtHashSize

BYTE pSaltf0x10] vufese axat & faw 3uaier fFw S arer sigad) 31 & Jrefeos ac
BYTE pSid]] arferw @1 SID

BYTE pShaHash[] SHA gar
BYTE pNtHash[]  NTLM g=r

fax 6 CREDHIST # ygea ser daigur disiem &1 geffar gl

Last passweord

Password chain 3

ZaN

Password chain 2

AN

First password

CREDHIST footer

7 6. Hf3c wEa =TI

5.3  CREDHIST ufegeerT

IoR & B aTel Tollc Ueh o 916 Ueh H@oll & HILT FhT ST &1 Ycdsh Irads g7 qadadi 82T & A1y Tleshee
foar arar &, 3R 9ol B IoR & A qEas @ Uieshee fhar amm ) gdfaw, qU Huer & fSihte aet
& fAT, IoR & adAT qraas 1 A 3aeEdd § (7 7 @)
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Last passweord

@ First password
user
ssword |

R 7. DPAPI # #3fer Red Bfveasr aiw=m

I AT gHaS @ U aRE AR # @ ke wa www w1 I @ & o DPAPI
CREDHIST & ggor g2r &t R3ffre ot & faw dfensiter qraas &1 39Aer axar § 3R gga CREDHIST
BT & WY AR Hr wr Bfhce & &1 v war gl afe A Fr osneh ot Ry = g, ar
CREDHIST fewé # ugar g2r gav g & f3fhce #ar §, 3R e e &

faffea e RArea FERTa /T # tiope a0 & v (e Bwilce Rl 3R temRewm &

39T AT & (AT ¢l 3 ¢W)| TART dil W, Uieshod TedliReA 330 & FAW giar § e 393
AT T & geeT & faw frar s

IR b el

Windows XP 3DES SHA1 4000

Windows Vista |3DES SHA1 24000 12
Windows 7 AES256 SHA512 5600 10
Windows 10 AES256 SHA512 8000 <10

&gar 3. DPAPI # #:3fmar Red 2o & 99z =@ & v ywgaa awcrs wenfen|
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5.4 CREDHIST s#aamd

CREDHIST @efr oo graas 89 TUEIT T €, 5ol & graas @A @i dgifas &7 4, v Al § &
IoR UF TS JC FAT § S Tgor A & STAA R o g § (Ifew 5@ s wea €)1 3w Rufa A,

qIHAT grHaS H Rebak el & fow, sl Red @ ugas, addAe qeas 3R gftase & o de gen
oied g

safar, Windows grerm =ifa & @y DPAP| &1 3uier s siftes @afreier § S gftoree graas ol el

¥ 7o axar § a1 DPAPI# gur #xar 8, @fs ag CREDHIST 3 gfesc &t wedia &= &1 segafa
o 2l
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6.2

s e geae W FAT T §

IeR 9rwas 3 DPAPI e

fisier # uraas aRader 1 aRIRE &9 ¥ F$ Agcaqul ol # Fenfaa frar @ g1 d@ed ugad, e
el GTHTS T ST HT S AT §, T GR&T At & el & v 7T qreas Hi g e g 3R
SAMar NTDS.DIT serae # ureas &t siifas &0 & deorar 81 q@ o1 #, I @9 Fo &% @I, o
g AR qraas A @ HIST a1 ¢l 386 a1 DPAP|urwad 35 w&a =orar g1 3R, 3@ #, I8 IR
(Windows 7 3k 3zacR) & fow saiAfs aiensiier saSfRige T 3193e Hidm g

DPAPI| yorrelr fafeiest gReeal  Tefele & v 9aied TAK &1 38T W & urgas seoer W DPAPI &
37eT T BT &1 Jgr fafkse aAmwer §:

® Wl grHas & IYft & Ay Faffa g aRadsr (Windows XP ik are #)

e qraas JAe A7 NaARTST T, 38T & fav, wsfafareer gar, e awas & smgfd & e (Win
XP 3k s & OSes & dga «wa PC)

o 3 TR wraas e (Windows 2000+)

e Windows 2000 # =% PC zor urdas v

Windows XP - Windows 7 & faafaa qraas aRader

Windows gzam shfa gor araas & Faffa aRade it @ 8, 31k DPAPI# 3o #t awas sqes &
Jgel SARFAT UfATes SeT ash Jgd & T TR Jald Al aMeT|

g 3l o hr AT & & AleA-T0T Thallgoreled eaRT Wied R Sirer 8, foae ggel =)o # &l A
& [ GoR grEas & Ay fBhee & aordr €, g@ wWor & g diet T AC grgas § Uleshee fRAr Sidn
¢ AR @eo ST & 3%, 3R, 3 A, I @fT RAeheq gar S1ar &, dr 3o ST fodr ST &

Tl AT AT & Ge: UISHOAT #H g ST FAY @91 Fehel &; AW, g LSAF ik v 3 Y5 A
forar Srar B Wmdows?ﬁw%awmaﬁrma@%mﬁmsﬁaw% DPAPI & gz &r
l;r‘rqﬂsara?mmmﬁﬂwﬁaaﬁ%@rmﬁm%ﬁkwm%qﬁma‘awﬁwﬁeraﬁ
SYNCHISTwﬁﬁ@aTt%lMW,Wﬁaﬁaaﬂﬁ%ﬁv%waﬁém?ﬂ%, DPAPI
AT AT F P Y A B F po war § 3R ured g A goam SYNCHIST & deordia aeg & e 2,
38 YR Yo Uehelel & 3fellaedeh AR AT o arel Felelel 1 Aehell g

CREDHIST wgar &1 3rcgded Areel 1 &l [ aial & Faloed § dgel 8ial &1 0o ok IrEas g2
AT & @y viewee fmar ar § 3 CREDHIST # gor el sjmen & eana & w@r amr g1 afg
HSRITer e @rell §, ar Rwes g H@ar & ugell 31 &=l gl

3d A, BreA Jmas e BEF #1 3Usc AT § G 39 Igel SoIr IT AT| AT ol & forw, RAeeH
gfefhhe TR & aidaifas RSA®H i qoner axdr §, 38& 1Y AT grids I Uleshte aal § 3R 39
ToR &1 ASTET & fo@ar 8, Wl &l deo &l
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6.3

6.4

6.5

Windows XP - Windows 7 & dgd &3-3rdi PC X qrHas fide

Ig dg [&Ufd & 919, 30T & fov, Ay #g3id &7 4 IoR & 9gds & e )l g, I1 9dds
e DA &1 3UANT Fh qrHas H e W fEAT SA1er g

58 dlaele [ Ior e 9T @l 3Hid ot & &#Aar war g, DPAPI & @y uiseee faar s wsh s
3 3 AG § (3AERVT & AT, Aead arwad, EFS 7, Aa affeee, ), #ifs qoR w1 R
graas 3 g, 3R DPAPlarex $r & fBfteee et & 35y g

e FeeEd urgas Jde o & arg Qe graas e & de fmar srar &, ar DPAP soel 7o feafa &
aIg 3 orar g, 3 g3 DPAP| satsa i & 3ucrstr &1 o a 1

var safaT gir & Fifh DPAP| e & & @l Iftat &1 fadeyol ol & w@dr 8, s & 3¢ Bfhee
7 AT o &1 RA¥eA aF Q07 9gT A IAGCT PA FT G BT (Th AT TrHas Jde & §1e) Teel &
SAC AV qrEas e f$Eh A1 3UANT A W@ g

qaqd® ST e qrEas {le

afe Active Directory environment (Windows 2000+) & DPAPI| s suier fvam sirar &, ar arex
ST & AHHT FYAT FIGT HIH &1 Tgel HIA FoR & FHAG UFas arT e &, IR q@d &
gl RSA $r & T ufiepee &t 18 & S 319 FeleR & Tefad g1

FoaE Ior arEas fie @ W, DPAP| Areex &1 &1 dgelt &t &7 fBfeee et 7 3m@ad g 81 R
afrWWWWWWWMDPAPIWWWW*W@M|WW®®
URFRS BHT P AT IO FY ST ¥ DT e 3l it RSA S 7 3w e deby A
a1 f3fshee axar ¢ 3R Bfhee &1 918 AR &1 T I AT &1 THECAT AT YoR GHAS T IUANT Hlh
ATEY & @ g @ ¥ Uikt AT § 3R SIS 1 el HIfAT & A 39se dl § AR 3T ®igal &
HETIEC GRS

Win2K # ts ¥3-3rdsT PC W qras fide
|

Win2K & 3ideta @raet arer ®5-31de e ), DPAP| areas ffie 5w &1 3w 7€ fmar S gl
AECT HT IS & FIUAT FIET FAl ¢l Tgell Pl o & TIHIS & 3UART Fh Tospee HT a5 &, 3R
qad v W # dadd DPAPI_SYSTEM & LSA ®igc &1 3uier & @ § 3R Faa Rwed
3P3ee & T 39y gl

TF I Yo IHas ofedet e e f&ar arar &, DPAP|aArex @1 & wgelr &t &1 Bffee awar & @@
gidT 8, sHiav @A q@ll il & Fariod &7 @ Bfhee #x & &1 R Bikces &idr & Ior & &
arHas & giard faar onar § AR wise # avw fowr Srar g1 e @l A die o [Wwergeee ¥
TR

3ifaA FER & efewor @, DPAP| garr @t@id aiveliy ser d gga i yfshar g &R & TR &l
Windows 2000 & dgd @t arer #s-3reller PC ov DPAP | garr aftusiir Ser &1 g2 gram gafved
o & faw, SYSKEY afdew &1 aAifswrs et & Rwer & eh &, afs fees &1 SYSKEY werésm
qHAS o Ft T 3L g a1 fiwed g W SYSKEY wersm fBehe vee ater U3 .
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DPAPI sateq @ 2T R&ay &I

7 DPAPI sdfeq @ 22T R&ay &L
7.1 DPAPI =dteq ¥ 31 RFaT T

et urgas Ready & 3ueeyr DPAPI| & I 5 e & AT 3uawoll &7 Ush de Hh-asd A5 &
DPAPI| & ara wfewee fFuw av graas 3R 3ar & ReaR & & v cade 3a8R Wale axdr §, I o)
T NIse s fhT 91| 3T AFedIX T 39T o & fafse aReeat Hr gefem Y|

7.2 3% w DPAPI safsw gaett
L ___________________________________________________________________________________|

windows &, DPAPI sdfsq &gl st Tafid 6T o T & S8l a1 e ®igdl, Seed, o,
Active Directory, snfg &1 DPAPI safe &1 Bftfee it & ugal, g4 dgar 38 "digar aifge 3R 3fa
T FH @ AUl W W F v, g7 B W DPAPI safesm @iee & v v @ 3usor Y
ALl gl

R dfrg T 3R @S I gt AT Wlesx H TI9 R AT oifae, @ wesx C:/Program
Data/Microsoft/Wlansvc. sg& Windows 7 & ared &aee qraas £

DPAPI & ary tiepees qraas XML wisdt & eore widfe & R T g §; safau, g7 e sdisq §r
T & for gefia afeer sara § (Aheu Bwhicec & T TETH §)| U aR Hell BIgal &l TIEIT Fd & folTw
HIesX Fl TUT Il & dIG, TEIC §¢aT G|

gv are DPAP| safer & dafd AT & 3ddd a6 Wesk # TIEIT fhdm Swem| 3eexer & faw, Ifg
wrame & XX XMl wsar § DPAP| sate fAear §, o 38 a5all g & s fGar siem 3R a7 wlest
# xxxml.001 & & & Jg frar Srwem afy wga yyyxml & dama & o sated Berd &, @ 3¢
yyy.xml.002 3t yyy.xml.003 & ¥ & @@ seem|
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DPAPI sateq @ 2T R&ay &I

€3 Search DPAPI blobs S

Sy

a Fill im the search options to start scanning for DPAPI blobs |

Input directory to search blobs at
E:\ProgramData\MicrosoftiWlansve E@

[#] Search for binary blobs
[7] Search for text ASCII blobs
[¥] Search for text UMICODE blobs

Output folder to save found blobs to

ol @3'

T
[
it
1]
(T
!

Statistics
Current file:

Data scanned:
Blobs found:

R 8. IEHIE TrHEE Y Jemer Al

7.3 3% 3k Active Directory # DPAPI safeq gaat

5% W DPAP|scfeq gealr saa Afer 781 1 afehet aram glam afe 3m9eh! aiae gor &1 WS a1 v
Active Directory 3ere@ & Tha &tel &I IJ1aeTHhdr §? 3 HIgal ddh qg’zr sfafaeeey afka @l &
o gfasfaa g

Ig AR §, Afchel Alemeg & @sa 76T &1 39 37T & fav, g Woedr 3k Active Directory ss3m
& foU U IMAA 3T A A 30 g, S b AT & fav o Farfora e 3 gl

58 dleg A I W g B g @ 3R wEl Iw39 A ¢ dawed ar Active Directory. e &
Active Directory seee & 98 & # &@1 ¥Ag o e ¢l 3@ g7 DPAP| safe @rer gfeferdr w
3T 9¢ THhd ¢ 3R 3T et F Y Afse R Toha § Ster gAa Ao ar ntds.dit seew &t @ B

7.4 Windows 7 & TR &l qrHas Rebay FIT

IR il qrHas # Bfee == @ ggar 3R avig C:/Program Data/Microsoft/Wlansvc
wexX & Fafaa DPAP| sdiew 1 ¢@r Srar §1 3afaw, I8 87 33% U 3T {aRor & a5 o1 | &
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DPAPI sateq @ 2T R&ay &I

DPAPI fsfifeerer gfefadt difea &t 3R fAwrer s DPAP| safe & fow arr fafése &t anrRed daerra
aeas CRYPTPROTECT_LOCAL_MACHINE werer & gfara §, safav 308 Reaw & & fov
ga wiest E:/Windows/System32/Microsoft/Protect/S-1-5-18/User & fawes amet ot
&I 3TgegRar g

38 Wios H, AT HT & TTY MG Biedl ¢&| Bhiec T A, Yo BIgel ST Shaod a1 Bigel fG@rar
g Togdr g maegear §1 gAR A & CREDHIST & faw urer smaeas =@ 8, safav g7 38 Hieg &t
Grell B & 81

U & AR TWOT & S & dle, g8 RAgad #a § & g o & argas 1 3raedehar 761 &1 366
o, g & I wizel, SYSTEM 31k SECURITY & smaegerar &1 &R, &7 3¢ o Afdse aa
g1 & & T I TEer HIS[ET ISIEST BIgell dl 3Tl el 1N (AT 3Ad1 dH3AHT ofen)| ITAITRAT &
SID #res &, drme woafod 9 ¥ R@wed & SID: S-1-5-18 & w@ar g1 33 $es & @3 & 3R
Windows 7 # Ha tald-2ee aRRad Faldeled JEas Jed i f3fheerst damed |

3T §7 Ifew 3R 3mY e E

7.5 Internet Explorer # @aéla Facebook sraasy R&ax e

39 gATr 9Er AR Ffea & 71§ 81 3msv Internet Explorer # Rt Facebook smzee & fav graas
Rerall Fa &1 9ar &1 W WA & AT, g Ff "CFRa i Fel gz TR §, o ggd d &
& F1 wid X

Internet Explorer sifer-frer umas o e=a HKCU/Software/Microsoft/internet
Explorer/intelliForms/Storage2 # wadia fFr sma §1 Regedit gen? 3R 3@ gza it @l Jg,
Y S FS TSI RS WA gH 39 ¥ Fdd TH A NETRAT geEl, Smer A
F6FFE33B9EF4D7CB8F5A2F41F3222D21E131ED787A %I

Il Uk U@ wEr @wg RAiS AG B, O BEH W L UHES TR A GIE A
http://www.facebook.com/ = a9 @l (WwWw 3ifaard &), #15 Y $-3a uar 3R e uwas gof &Y
3R R A5 5o g W oo A 19 |E F9ar 77 grwas geete A1 gk Y, of TEr HY| e
¥, $HgEH dedse UE I diawel, dffd $68 F1S G ¢ ISdT, THAS Hofl IAT B
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DPAPI sateq @ 2T R&ay &I

o "
'.\ '_F_,'le_‘/,.)ll httpe/ P facebook.com PG X II n Welcarme to Facebook - Lo.., ¥ I_ e
Email
W e -
Facebook helps you connect and share with Sign Up
the people in your life. It's free and always will be. I
o i First Mame:
e o 0 - - Last Name:
] ‘xl = Your Email:
o .
- 0 |" Re-enter Email:
. S '
= s D ﬂ

ﬁag.ﬂmgﬁémeéml

regedit X aw ffag ¥ AR 3T A 38T WA & fav F5 ga| [E gwad dadia & arelr IS &
a1 F6FFE33BO9EF4D7CB8F5A2F41F3222D21E131ED787A smas ws &1 Reig wrea
forar gl ag AR 7 3R Fo A afew dewse & A\ @1 SHA R &

S 3T 3§ Weld &, dF 39 dddEe W Tiepes aidled 3R gdas & a1y v DPAP| safe femrs gam)
3t DPAPI| sats & 2aee wiger 7 aTd &Y 0@ aa & faw, cmd @rer 3R @5 &3 ge:

REG QUERY "HKCU\Software\Microsoft\internet
Explorer\intelliForms\Storage2" v
F6FFE33B9EF4D7CB8F5A2F41F3222D21E131ED787A > c:\test\fb.txt

3gor 3ifAar &1 gaRT gras ASCll wisfe & c:test wiest & dg &1 STwem| 39 FS 3T Blest AT A
& U T §&; T akad H FI$ Bh =g gsarl 39, g8 a8 3da1 e ¢ & gd ASCll wser fb.ixt &
szt DPAP| seife o & e &1

T PRI diea &, W Wiest C: Wetor f[Afdse wY, T ¢ree Bigd fadhed de w1 3R 3M3ee W
sl wsa fh.txt.001 wrea Y1 31T &, g7 aeafas gHas Readr & fT 30T 9¢ T &

waftra giefadr el 3k oy it th.xt.001 w de w1 g o1 A, AR wea fAfdse wY, oas ay
seite ufespee famam T an) IR & | AeeY et % AppData%/Roaming/Microsoft/Protect/
%SID% wiest & @Il &1 v & 3, CREDHIST wrsa 1 & goar & & &8 s@er seadAe o
FT Toh |

ol fGoreeq sl a9 Y Bl § 519 §H Uerherd & fa9E & ey wor W o €1 Facebook draag
# e = & fov, g7 afaf@a e AEst & 8% @ dc & 61 3margsar et go) & SID,
39H drerster grwas AR aF e oas @y DPAP| safa viesee far amr an) dems @ &9 8§ IR
asSIDaﬁmu@ﬂmﬁammaﬁamﬁﬁwm%‘laﬁﬂmaﬁg&n%‘,sﬁmmmﬁ
g ¥ ued & genm (et & fav, CREDHIST wea &1 favewor ax)| Ier & dfarsiiea awas &
oty 7 o 99 Fo TUC §| Afhed g7 @E & aR F F FeA AgU?
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DPAPI sateq @ 2T R&ay &I

o &9 @, qrEas Uihte wXa @AY, |E 30 39 991 & A 7 3uher R § W W ueas g fhar
qT| IS F A3NHH H IAPIS & § H Gof fhar e a1fev, 3R e & T AT g aifewl AR 3T
ud v HEX tfdex ¥ 3 383 3@ @ &3 a0 & fov gifieg alere 8, af 38 @80 & Aeg3rd &9 4
T T YA | I, 99 39 Il S35 |

SAfAT, 38 WiEd & 99 F AT S & ag T el AR F wEF Aar €, & 30 F vh Fagw
qraas ReaR a0 & 319e0 AT I AT d ¢l 59 Bffce & & a1g, 39 & & 9rags, o
3R 3T BTed SETHRY T g 3T e (R 10) & e g a8 &1 s8® 319 WU o gl

& ™
DPAPI offline decader -
|
—
@ % Decrypted DPAPI blob T

The list below contains decoded data of the DPAPI blob file. Right-click the list to display the context menu.

DPAP| blob file c:\test\fb, tet. 001
Master Key file E:Users\John‘AppData\Roaming Microsoft\Protect|s-1-5-21-2897855234-39502...

0000 -EIEI 00 00 58 00 00 00 5& 00 00 00 57 45 43 4B I---K---U---WICK “
0010 (18 00 00 OO0 O4 OO0 OO0 Q0 00 00 00 00 01 00 00 00 | - . ..o L

00zo |00 00 00 OO0 OO0 OO0 OO0 00 05 42 SR DB OD 5B CC 01 | - .. ... ... ci.rI.

00zo0 | 0C 00 00 OO0 12 OO0 OO0 00 05 42 SR DB OD 5B CC 01 | - ... ... .. ci.rI.

0040 |04 00 00 OO0 24 00 00 00 31 97 9D E4 E4 72 CC 01 | . ...%. .. 1&8&ri.
11 00 00 OO0 48 00 00 00 31 57 5D E4 E4 72 CC 01 | ... _H...1&&rl.
O 00 00 00 21 00 32 00 332 00 40 00 &D 00 &1 00 [ ... .1.2._ 3. @B.m.&a.

&9 00 &C 00 ZE 00 &3 00 &F 00 &D 00 00 00 70 00 [i.1...c.o.m..._p.
gl 00 72 00 73 00 00 00 ©5% 00 &E 00 ©& 00 &F 00 [a.s.=s._.i.n.f._o.
40 00 70 00 &1 00 73 00 73 00 &3 00 &1 00 70 00 [@.p.2a.s.s.c.a.p.-
&5 00 ZE 00 23 00 &F 00 <D 00 00 00 21 00 32 00 [e...c.o.m.._.1_2._

| Fnish | | Cancel |

R 10. Bffee B gr Fags TEes)

7.6  SAM/NTDS.DIT & g a5 fvw faem gor qras Ry =
|

ggelr R, fdsier araag Rewalr SAM ar NTDS.DIT & 3o & g1 @i e e dfonsiter araas gevsied
aﬂﬁaﬁrmm%lWwﬁvamgmﬂ%mmmmﬁuﬁcammﬁwam%l
qmaéaﬁmaﬂﬁa:ﬁvmﬁa:rmﬁvmmm%‘l
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DPAPI sateq @ 2T R&ay &I

IWFT H TIC FA F U, AT &1 fazavor JRfEE Temd 3R A H areh wisa & 9o fAfgse #Y
AT T & TAH AWV & dIG, PAHHA TR HdRS I G@eem| 38 W Se-fFasd Y,
TSl 3TSCH &1 3TN ATk AT rHas gol AR el off Bl & fav gy fAfdse #|

39 Fifawrl aRT & aracE, AR T § PR & TEas §T A § HIS SATEeING o 67 g gl
serexor & faw, Windows 7 &, urgas dcamas «ersr 10 p/s & aifa & giar §1 dgifas ®7 @, uismeer
TeINReH H oo Heh 3R Fega & GPU ar Siisax aifa &l aR&Amwr & $o el & qerr s Jehdr
g1 ofehet 38 arg ofr, NTLM ger &1 o & Areex &1 gary areas amsfaar &1 aifd ssha o9l geam &
foersr & DPAPI o e & dar &1

DPAPT user Master Key analysis 2
- ) —
@ !J Decoded structure of the Master Key
@3 Step 2/2

The list below cortaing decoded entries of the MasterKey file. Right-click the list to display the context menu. You can
use a simple wordlist to bruteforce the initial logon password the Master Key is protected with.

P
Wait 2 minute please.. A M

Attribute name Cument password: attaway, average speed: 12p/s i

dw\ersion
sziEuid Checking Common.dic dictionary...
dwPolicy
dwlserkeysi
dwVersion

m

HMACAlgId
Cryptalgld
pkey 73406700 4FaD 11FD SCDACASS04F0599FCTEES 2 17D 2EFFA 18 326386E. . .
dwLocalEncKeySize 104

dwVersion 2

nSalt AFCASASICEESAB297490E 3921 7E2F4EE T

| Fnish | | Cancel |

~

a7 11. Windows Vista # DPAPI areex #1 &1 feawor #x& R &1 dlrsie qreas gadied F3eT|

7.7 DPAPI & #3fer Redt ¢ & Bfpee wen

FRer BEY su @ @ 3k CREDHIST wsa & wo fafdse &t st %AppData
% /Roaming/Microsoft/Protect wicst # Wl &1 It FIsa Moo o) TS TG T &, d
"CREDHIST key chains" #ics # k- aeg g =nfeul
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DPAPI sateq @ 2T R&ay &I

foa go awas & SHAT 3k NTLM ger & w7 & Fadia forar Srar €1 oftases # ve d@efta faw
g1 afg 317 adeer gor @ CREDHIST wsar &1 oet &t §, df @ersiie araas gof et 7 31aedshdn
A& & A Fadifold &9 ¥ 38 fdEier dher @ anwen, S@ et afder 1 rewwn, uw adAe Ie #
qrEaS AT T H Gof L g

A& 3% 5u 1 FAST Fcl B sHA Adod ¢ & AT adAET gor arwas a8, dfdhed Qe o
S H § UF A g, df WA g SEA fRU T g H B # wwar g, A e aeas ao

A § Ugd|
P~ N
Credentials history dumper ﬁ
(— )
D DPAPI credentials hist hash
ump creden ory hashes —

To decrypt all user's previous hashes stored in CREDHIST, you should know the current password of the user {.e. the
|ast password heshe set). However partitial dump for example f you know one of the previous passwords) is also
gllowed. Decrypted hashes can be saved eitherin SHAT or NTLM (PWDUMP compatible) format.

Statistics

CREDHIST key chains: 2

CREDHIST GUID: 93c85e9c-130e-4ede-5063-576492e4 1a1d
Dump options

() Dump SHAT hashes
(®) Dump NTLM hashes, PWDUMP compatible output

Decryption passward:
|se password of the cumenthy looged on user

DuUmMP

| Fnish | | Cancel |

7 12. DPAPI #ERwe R wwas sv &=
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sy

8 sy

DPAP|&# & &5 30 a7 & faU 3 &1 &t A § & I5 U araas-3menid yomel § S IR
& cgiFaaTd e 1 3T AR ey dE F Ar-THAST T Jere Hcr g1 frdr o JiRfder e & o
DPAPI| = 31f8e saag faeeq 78T §!

gH, e, I§ Jeo@ o aiigr fF DPAPI| & wgar sieaas & &% iR @ifdar of, s d@sfaa
Aerthaer & DPAP| garr wfaia gor & ST @ 31ael & §ASHar el H HatH a1 dohe oA

ugell Yehdh AT TeleR gl & faw sirer srar g1 Windows XP & o g1 arel @t dieraer 3itafdar
ﬁmﬁ,mwﬁﬁaﬁmwaﬁ%mw&ﬁqﬁDPAPIqunzﬁﬁua?asTmm'g’m%l
Y &9 @, g6 AV Ufheere TeIMREH FI HUART &; T AT & Graas Jehsid 1 & S@1si@r 1000
(1) T T R e 1 AR #r uinwee e S defad w9 @ faRdr off gor @ EFS ganr vieree
ﬁmﬁmwmwmﬁmaﬁr% 3¢ Ol fHaT IT ATl b ARCI T Sh3T
ﬁmﬁmmﬁwaﬁﬁwﬁmm%‘l

%ol ey, DPAP| ufespeer Rivea areas grem &1 ok 3MaRashdi3i @ QU #d gu 3ifs A,
QATFARMTRT & IRAT &
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