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          Windows NT                           
                                            
                      

2 Windows NT      

Windows NT operating systems use two general types of password caching:
· General caching

· Domain-level caching

The domain-level caching provides at least two functionalities:
1. Provide access to computer resources even if a domain controller is not available. For

example, on a laptop user logs on to his domain account. Then the user moves the laptop
to a place where the domain is not available. In such a case, Windows would use cached
data for logging on to the system locally and ensuring access to the local resources of the
computer.

2. Single Sign-On (SSO) - the functionality carries out a one-time network authentication
using data obtained during the first interactive sign-on and excluding the reentering of it.

If the domain caching is disabled, an attempt to logon to the server should cause the following
message:

The system can not log you on now because the domain DOMAIN_NAME is not available

If the domain controller is not available, the system uses data saved in a cache previously. So
the prompt message will look a bit differently:

A domain controller for your domain could not be contacted. You have been logged on using
cached account information. Changes to your profile since you last logged on may not be
available.
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Key name: HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\Current
Version\Winlogon
Value name: CachedLogonsCount
Data Type: REG_SZ
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Values:    0 - 50

            
                      Windows                  
                                       Windows
                                   

Key name: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft \Windows
NT\CurrentVersion\Winlogon
ValueName: ReportControllerMissing
Data Type: REG_SZ
Values:    TRUE

            

Key name:
HKEY_CURRENT_USER\Software\Microsoft\WindowsNT\CurrentVersion\Winlogon
ValueName: ReportDC
Data Type: REG_DWORD
Values:    1
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   "      "       Windows              Windows 2000   
                                             
  Unicode        

                     
·                    

· DCC               

                   
·                                            

                                           
         

·                                 
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                                         DPAPI
      Internet Explorer Outlook Windows Mail WPA         

6        --     

           Windows         
HKEY_LOCAL_MACHINE\SECURITY\Cache     NL$х        ,   'х'   
                    

       
·                                             

 DNS                                        
·                    Pbkdf2       Windows Vista       

        

          LSA  NL$KM           r 64      NL$KM  
SECURITY               SYSKEY    

                     
· SYSKEY + LSA Master Key + NL$KM = DCC Master Key

· DCC Master Key + NL$x entry = Decrypted DCC entry

                                           
      

  Windows 2000-2003: hash = MD4 ( MD4(    ) + lowercase(   ) )

 Windows Vista                    SHA-1             

hash = PBKDF2_SHA( MD4 ( MD4(user password)+lowercase(user name)), iterations )

             10240 
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                    Network Password Recovery Wizard.       
         

1.         
2.        
3.          
          

1.        

https://www.passcape.com/network_password_recovery
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   Windows 2000                          Windows Vista 
                           

                                           
  a..z                             217 180 147 158 

           

  Windows 2000 XP 2003     

https://www.passcape.com/preliminary_attack
https://www.passcape.com/mask_attack
https://www.passcape.com/word_attack
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  Windows Vista    
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C++ algorithm for validating domain cached password in Windows 2000, XP, 2003:

BOOL CheckCachedDomainPassword(LPCTSTR cszUserName, LPCTSTR cszPassword, BYTE
pCheckHash[0x10])
{
    WCHAR wsz[256];
    BYTE pHash[0x10];
    INT iLen;

    iLen=strlen(cszPassword);
    MultiByteToWideChar(CP_ACP,MB_PRECOMPOSED,cszPassword,iLen,wsz,256);
    Md4Init();
    Md4Update((LPBYTE)wsz,iLen*2);
    Md4Final(pHash);

    iLen=strlen(cszUserName);
    MultiByteToWideChar(CP_ACP,MB_PRECOMPOSED,cszUserName,iLen,wsz,256);
    CharLowerW(wsz);
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    Md4Init();
    Md4Update(pHash,0x10);
    Md4Update((LPBYTE)wsz,iLen*2);
    Md4Final(pHash);

    return ( memcmp(pCheckHash,pHash,0x10)==0 );
}


