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Windows NT operating systems use two general types of password caching:
e General caching
e Domain-level caching

The domain-level caching provides at least two functionalities:

1. Provide access to computer resources even if a domain controller is not available. For
example, on a laptop user logs on to his domain account. Then the user moves the laptop
to a place where the domain is not available. In such a case, Windows would use cached
data for logging on to the system locally and ensuring access to the local resources of the
computer.

2. Single Sign-On (SSO) - the functionality carries out a one-time network authentication
using data obtained during the first interactive sign-on and excluding the reentering of it.

If the domain caching is disabled, an attempt to logon to the server should cause the following
message:

The system can not log you on now because the domain DOMAIN_NAME is not available

If the domain controller is not available, the system uses data saved in a cache previously. So
the prompt message will look a bit differently:

A domain controller for your domain could not be contacted. You have been logged on using
cached account information. Changes to your profile since you last logged on may not be
available.
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Key name: HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\Current
Version\Winlogon

Value name: CachedLogonsCount

Data Type: REG_SZ
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Values: 0-50
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Key name: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft \Windows
NT\CurrentVersion\Winlogon

ValueName: ReportControllerMissing

Data Type: REG_SZ

Values: TRUE
REHNRGHIETR
Key name:

HKEY_CURRENT_USER\Software\Microsoft\WindowsNT\CurrentVersion\Winlogon
ValueName: ReportDC

Data Type: REG_DWORD

Values: 1
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*FFWindows 2000-2003: hash = MD4 ( MD4(F /" Z14) + lowercase(F)"4) )
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hash = PBKDF2_SHA( MD4 ( MD4(user password)+lowercase(user name)), iterations )
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https://www.passcape.com/network_password_recovery

Wk 8 I Z fF UL SE AR R

BaIN AR, MTHIER L ohE R 8 NS ESFEN, NREFMICRTEAR T BN L, 15
BisthEs) BaRRFH 4L,

Please select a recovery mode:

i AUTOMATIC - recover all zelected pazswaords with a zingle click
v MAMNLDAL - manual recoyvemn mode for advanced uzers

1
What do you want to recover

| Diomain cached passwords

[ ERablerlogging

Interface language
| English v|
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B NPRW - manual mode for domain cached passwords

MPRW - manual mode [step 2 of 3]
Pleaze zpecify the full path ta the readisty files. Usually these files rezide in the

OWAR DR vapstem32hconfig directon.
Location of the domain cached pazswonds

(%) Standard location [registiy]
SYSTEM registry file

| C:vwIND OWS apstemn32hconfigh System | E]

SECURITY reagizty file
| CovwdINDOWS Aspstern 32 configh S ecurity | E]

) Impart from Passcape exportAimpart file

) Impart from PSPR export file [ Hex(User:Hex[Hazh]:Hex(Pbkd 2Counter): D ate |

) Impart from standard text file [ UserHexHazh):Domain: |

Click 'Mext' ta decropt and view the passwords

[ << Back ] [ Mext »» l [ Exit ]
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Decrypted passwords
Right click on the listbox to view contest menu, Click on a colurma header to sart the list,
Ilzer name Last access time Hazh type Fazzword Fazzword hazh
?, Spvcrparop 02132008 10 .. | NT compatibi| [ b Check password :
‘[?, Funiisbd 2 09-10-2007 09:35... MT compatibh 5, Guess simple passwords

ﬂ"* Cecrypk password hash
25 Copy ko clipboard k

|==] Wiew ket repork
=) Wiew himl repart

24 iew as excel report

Ij:l Copy list ko clipboard
H Save list ko file

< |

% Expart
& Evport encrvpted 3

[ <4 Back ] [ MHeut = > ] [ Exit ]

[ R epart ] [ Copy ” Save ]
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https://www.passcape.com/preliminary_attack
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B HNPRW - brute-force attack

Statistics

Current paszward: zkotonq

Pazzwords total: 217 180147 158
Time elapzed: Om:27=

Current zpeed: ¥ 654 239

HPBRW - domain cached password decryption [step 4 of 4]
Click 'Stop' to terminate

Pasgwords skipped: 0
Passwords.checked.. 209 200 004
Time left: Fh:54m:17=
Ayerage speed: ¥ 624 462

Click 'Stop' to terminate
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B NPRW - brute-force attack

HPBRW - domain cached password decryption [step 4 of 4] -
Click 'Stop' to terminate
Statistics
Current paszward: g Pasgwords skipped: 0
Passwiords tatal 217 180 147 158 Pas
Time elapzed: Om:22s Time left; 30 pears
Current zpeed: 227 Ayerage speed: 227

Click 'Stop' to terminate

9 =

C++ algorithm for validating domain cached password in Windows 2000, XP, 2003:

BOOL CheckCachedDomainPassword(LPCTSTR cszUserName, LPCTSTR cszPassword, BYTE
pCheckHash[0x10])
{

WCHAR wsz[256];

BYTE pHash[0x10];

INT iLen;

iLen=strlen(cszPassword);
MultiByteToWideChar(CP_ACP,MB_PRECOMPOSED,cszPassword,iLen,wsz,256);
Md4lnit();

Md4Update((LPBYTE)wsz,iLen*2);

Md4Final(pHash);

iLen=strlen(cszUserName);
MultiByteToWideChar(CP_ACP,MB_PRECOMPOSED,cszUserName,iLen,wsz,256);
CharLowerW (wsz);
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Md4lnit();
Md4Update(pHash,0x10);
Md4Update((LPBYTE)wsz,iLen*2);
Md4Final(pHash);

return ( memcmp(pCheckHash,pHash,0x10)==0);
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