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https://www.passcape.com/password_recovery_dictionary
http://en.wikipedia.org/wiki/Morris_worm
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103239616-|--|-sepro777@yahoo.co.jp-|-QBk 2pQUCEXA=-|-|--
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B, BN IZEMARENSCR, RIRE BFlishil $7%  iLRABshFHAE RS RER, 7
MAUAT e RAE i IESR

%1|E[Ele[][e@

EEMMET H 4

%1| - BEA [ FFSRIT

E|Ele| - BIBRBRHF Ltk 2 S IR B F R

I[ - BB — N HRE— RS (B FI i T LS B MA — /5.
e@ - MEREEMFIERE '@

= MBIE, LR BB MU ATFRA IR RE %

LIEEE Xire ©2013 Passcape Software


http://www.alexa.com/topsites
http://www.alexa.com/topsites
http://en.wikipedia.org/wiki/Country_code_top-level_domain
https://www.passcape.com/download/pcd/top_domains.pcd
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Result output
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103239615-|--|-techlaf@yahoo.com-|-
getc/eE3AqY=-]-normall--

E|

--|-techlaf@yahoo.com-|-getc/eE3AQY=-|-
normall--

E|

-techlaf@yahoo.com-|-getc/eE3AqQY=-|-
normall--

-techlaf@yahoo.com-

-techlaf@yahoo.com

techlaf@yahoo.com

techlaf
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Password count

16000000 |
Password list: users.txt

Passwords processed: 124 823 680

12000000
10000000
8000000
6000000
4000000

2000000

-1 RS RIR, BT EIITHER, LUBRRE
HBId1.240F SR T A RRA A

Password length distribution

@ 1 character(s):
[ 2 character(s):
@ 3 character(s):
@ 4 character(s):
@ 5 character(s):
@ & character(s):
@ 7 character|s):
O B character(s):
[ g character(s):

O 10 character(s):
@ 11 character(s):
@ 12 character(s):
@ 13 character(s):
[ 14 character(s):
@ 15 character(s):
@ 16 character(s):
@ 17 character(s):
[ 18 character(s):
[ 18 character|s):
@ 20 character(s):

0.0% (53}

0.0% (1448)

0.0% (36641

0.3% [419980)

1.5% (1827258)

4.5% (5652558)

5.0% (9935042)

11.4% (14230925)

12.0% (14950028)
11.9% (14839289)
10.8% (13464962)
9.8% (121B4875)
8.3% (10335034)
6.7% (8340802)
5.1% (6327023)
3.6% (4447156)
2.3% (2813382)
1.5% (1820104)
0.9% (1145844)
0.6% (731164)

@ =20 character|s): 1.0% (1298002)

9

10

11

12

13

Password length

14

||||||
16 17

T
15

T
18

fal

LIEEE Xire ©2013 Passcape Software



Bl B % XA &

CREEE XiiiZe

Character set exclusivity (all passwords)

Q Numbers only: 0.9% (1085205)
Password list: users.txt
Lowercase only: 37.0% (46143476)

Passwords processed: 124 823 680 . O Special characters only: 0.0% (335)

Special characters only, 0.0%

O Multiple character sets: 62.2% (77594664)

Multiple character sets, 62.2%

Lowercase only, 37.0% /

Numbers only, 0.9%
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Character frequency (all passwords)

160000000 |
Password list: users.txt

Passwords processed: 1 365 514 645

120000000
100000000
80000000 —‘ 1 I

60000000

Password count

40000000

20000000

M a: 10.2% (140224506)
O e: 5.0% (109649828)
O i: 6.4% (87887863)
O r- 5.0% (82869354}
O n: 6.0% (82129999)
M o: 5.4% (74053288)
W s: 4.9% [574456216)
O I: 4.8% (56347245
Ot 3.8% (52650556)
M m: 3.4% (45909655
M ¢ 2.9% (39718508)
O ¢ 2.9% (39666086
O h: 2.8% (39359597)
0w 2.6% (35905467)
O k: 2.1% (29291581
T W g 2.0% (27948192)
W b: 2.0% (27127417)
Wy 1.8% (25263913
O 1: 1.8% (243E1563)
M _: 1.8% (23983224)
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