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1 3108

qgell qHGS Rl gl 3l & a1 § Ief & oY 9gd AN Al 9§ AT &, Akl Ueh BRIAY 31k (AT
gsforee Rearadl) 30t off 0 1w FEFHAT 7 39T v e arer araas g & AT e § § U
g &raiifes, afg 1988 H caRd WOR & AU 3aeds Ugel U9 ¥ A Ald FH¥ey IH 400 Fe8 3w
39T U S drel s A, A gdA H arHas Revadl FRfed & fav 93 3R e Sifeer arsewhrei &
TaRgehd gl g
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https://www.passcape.com/password_recovery_dictionary
http://en.wikipedia.org/wiki/Morris_worm




FTCH gsfae Tl

2 FTcH TEfaee I

39 T GheeTel &7 § @ aroag Rebadl Same 1 5 qge Fhd §? Ig dedd H 9gd W gl I
T el fhe a1 dedge W IEfady Bl §, o 39 ARud §v & gakud g ahd § % I8
T HrthereTe Wiamd g1 AfRar feame HHAAR W AT s o H SigAd Fg 3o & AR aw Alser &
39T A &, 9T §T 7, wﬁ:mﬁaﬁmaﬁtwmmmmﬁmmu@'%ﬁ;mﬂ
ﬁmmmﬁmﬁ@mmmm%mmms—gwmﬁm
Tl oeTdt §, 6 Wt HiS[ar WA 3R wisdr @ vE e ¥ 7 Fer ¢ €1 aRomeeaww, smaewr HTML
338 & A1y go-0 GB 2or, 3use TR F o dR, 3R TET dF F 3T Usepil F FUREse, S AR
St 3 T & S §

uTdedT, A arell Aeg FAT TN Th Sfed AR gegare Wed w1 § - 78 GBS Sollad H GRT Sided ol
STl &1 39 o@ A gH g Rwe &1 FIR S & F& A9 39 T F I Al A AT FS
AT dared #F Jordr @1 ¥ Taafold X Tohd &1 VAT e & foIT 39! ATET FHeder 3R erseahrer
TEHERROT & fou RGeS & Teh de T HaeIehl gl g4 SN BT Hr 3N 6 Ao awisit 4
mmmmwmm|QOr#mammwmwmﬁmmﬁ
1,000,000 Haiftleh AT Sexaic SR T U Gl TEJd HaT| 3ia &, ey o707 #, g4 T fare (1.5
sh-sfr@raﬁm)aam’r,Wﬁmwm,memrmﬁméﬁmﬁwﬁma?
124 A @ 31f0% RE gt an, 3 ¢ad g

2.1  FARSET ASEHIA Tl

grer & &, Android KitKat Reeiy seed &1 ddead gl hIiid Far I=—m a1| 5 Seed HT 39T
e 3ffeY-FFceeT & T fRam e §1 3emeIor & T, 36N Sy & 150 goR ¥ 30+ usq &1 gH
3eTehT YT =l Ge T IS iR HARRSET Aeg-HdT ollel & fAT FX Fohd &1 Yodsh 3e6d 56 TE
F RPlE F AU TF FFIES BISd &

word=days,f=152 flags=,originalFreq=152
word=developed,f=152,flags=,originalFreq=152
word=east,f=152,flags=,originalFreq=152
word=election,f=152,flags=,originalFreq=152
word=formed,f=152 flags=,originalFreq=152

T 3T eet T 3TN Fih NAT™I SRR & IAF RS FI ATH T I g1 38T BRE
fruee g @rel, 3focs Seed wEd & fov oy [Afése HY, 3R [y Far F 3maR )W e [dew
Je F| T I a7 F FAfAf@T e gof &l

=0 =1w=20=3r=4d=5=¢,E=

'Neﬁ'mwmaﬁraﬂ?%@aﬁer?\uﬂwlm%mwﬁaﬁwﬁ%uﬁwgm gl ST
(=0 =1w=20=3r=4d=5=) 3o dfFadi # @Rl F &1 § S A 3TaLTH 0T HThA F Y& AL greil
g, I ' word="' & ary| T 'e' FAlE FFer TR FI HEC UISHT F BEC HAT H o ST gl R
'E= st feat & a1g St 3o off B, Il g o ueg 1 S § 3@ o oar g1 ST 6 39w aehd
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https://www.passcape.com/windows_password_recovery_wordlist
https://www.passcape.com/windows_password_recovery_wordlist
https://www.passcape.com/windows_password_recovery_wordlist_additional
https://www.passcape.com/windows_password_recovery_wordlist_additional
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g, T8 T H W | Th ) S 3T 3 G BiSadl & v & od g, a 3% I & goied & s
JHAWSER Qregentel 3UANT & fav 3R g o El

2.2~ 1 e AR See S g e

3Thisa UrEas Reval e &, 3 0 gas gia & o URL wea ar 917 & aF ff @Re Rwa &1 aea
AR SHT ATAT & TTYT Uh AseahlT FAT o FATU; AW A I VAT HIS ASGHIL 18T 8?2 Fgd & 1A &
ST g5 Fad 1 fAfogs Al 9T & 22 MB 3ewd & 3madedr g1 eed f uAS u9fiFd &
Arepforar I 7 fRufa ik sreafaws ganrr srerer far aran v URL war giar 81 wweasw sais 'E' & 3k
g Tal & e S @ ve we Jdl e 81 A g cr-as ofid-wadr see (.org, .com, 3nfe) @r
3TIIHAT AGT &, @ g7 'E,e. & for ey & A Wagad X ddhd &1 39 Tufa &, yweawor & 9 g
S wige fAerd §, 38 sToade @ WH T g, Hifh, el F faT, @d @ google.com,
google.com.hk, google.fr, 3nf¢ s@ google se smestt| & wemser 11 MB ar 900,000 & s a1
@r & AT & foan) fAelN 3T gAY dedse ¥ TS HAlGEl UsqhIA 33oAcs a Hbd g fordd 1.1
fAfogs @ 31f0% Res 14 ¥ 3.9 3.5 MB a& #ues £

2.3 goH F AW F WA UF A qaATel
|

Adobe 3s@ge #2013 & 3id # §F FX forr mar ar, fEs aRumATawRT oS IEd & $Ad ud 3R
Ufeshees qEas & @y 150 fAfede & 3R uispees RS A W o g1 71v - surn quer Adobe|

3 W F dEsE o UEFd TelRYH Hhr Qe a7 (Fue & 3gar 3DES), 95 ged & faw sy
grthere 3R AteeT & 3uAter fRar AT AT, 3A% uraas 3 de fSHis g fhv v ) 3mev A« gdr &
ggel HET I fARIeTa] 3YAFAT ATAT HT Teh UGl Sellel T TAH Y| aEdd H, VH Asgaplel GrameA &
gras Repadl & AT agd 3 § St raas #=peue & Ay fows &1 302 ad €

A grEas eeg 9 GB @ 310w ¥ 3R sud 0d R § S o9 3§ g REa &

103239615-|--|-techlaf@yahoo.com-|-getc/eE3AqY=-|-normal|--
103239616-|--|-sepro777@yahoo.co.jp-|-QBk2p9UCE6XA=-|-|--
103239617-|--|-jack_galante@yahoo.com-|-wiNNHCMhG64=-|-coche|--

Y Ugel, §H 39 CFEC Fl FIC &oll AMRT [T g8 MaeTharl g1 & 3 Fdd 3-Ad UaT 3c€d B &l
3BT BFed Stevee Rl dea Y 3R Moy & &9 7 ot FaAls gof 4

%1|E[Ele[lle@

Iqg FIT T § [AEIR &

% 1| - 3= dfeqat @ o5 & O | 76§ udE

E|E|e| - §-ae Ta & iz T Hes gew

I - gar 3R 3ifds g & #1c & (T3F $-Ad 90 & IRA F AR 37T & v - Rea gar @)1
e@ - '@ ¥ 9 ¥ T g &

T 3EEI0T & &9 A, ISV W o gYe oeq W YA A o] gl & i 41 gIa:
seqe wes: 103239615-|--[techlaf@yahoo.com-|-getc/eE3AQY=-|-normall--
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http://www.alexa.com/topsites
http://en.wikipedia.org/wiki/Country_code_top-level_domain
https://www.passcape.com/download/pcd/top_domains.pcd
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sqe e % 1|E|E|e|][e@

IGRL TROTH 3m3eye

%1| 103239615-|--|-techlaf@yahoo.com-|-
getc/eE3AqY=-]-normall--

E| ---techlaf@yahoo.com-|-getc/eE3AQqY=-|-
normall--

E| -techlaf@yahoo.com-|-getc/eE3AQY=-|-
normall--

e| -techlaf@yahoo.com-

1 -techlaf@yahoo.com

[ techlaf@yahoo.com

e@ techlaf

Tsh R gac asfoee & U SaAis e & S & e, 88 JoRaA & vh gar e § o giterene
¥ PPN I & AT g3 HIE T giar 81 3erhe & gt & are o G Sy gemaemedr § - 124 Afoas
¥ 3 Ase| A Ascehlel & Fo foaed st & fav Ay gd|

Password count

16000000 |

Password list: users.txt

Passwords processed: 124 823 680

12000000

10000000

BO00000

6000000

4000000

2000000

Password length distribution

@ 1 character(s):
@ 2 character(s):
@ 3 character(s):
@ 4 character(s):
@ 5 character(s):
[ 6 character(s):
@ 7 character|s):
[ B character(s):
O 3 character(s):

O 10 character(s):

[ 11 character(s):
| @ 12 character(s):
@ 13 character(s):
@ 14 character(s):
@ 15 character(s):
@ 16 character(s):
@ 17 character(s):
[ 1B character(s):
[ 13 character|s):
@ 20 character(s):
@ =20 character|s): 1.0% (1298002)

0.0% (53]

0.0% (1448)

0.0% (36641

0.3% (419980)

1.5% (1827258)

4.5% (5652558)

5.0% (9935042)

11.4% (14230925)

12.0% (14950028)
11.9% (14839289)
10.8% (13454962)
9.8% (121B4875)
5.3% (10335034)
6.7% (8340802)
5.1% (6327023)
3.6% (4447156)
2.3% (2813382)
1.5% (1820104]
0.9% (1145844)
0.6% (731164)

9

10

11

12

13

||||||
16 17

T
14 15

T
18

Dol

Password length
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Character set exclusivity (all passwords)

O Numbers only: 0.9% (1085205}
Password list: users.txt —
Lowercase only: 37.0% (46143476)

Passwords processed: 124 823 680 . O Special characters only: 0.0% (335)

Special characters only, 0.0%

Q Multiple character sets: 62.2% (77594664)

Multiple character sets, 62.2%

Lowercase only, 37.0%

Numbers only, 0.5%
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Character frequency (all passwords)

160000000 |
Password list: users.txt

Passwords processed: 1 365 514 645

120000000
100000000
80000000 —‘ 1 I

60000000

Password count

40000000

20000000

M a: 10.2% (140224506)
O e: 5.0% (109649828)
O i: 6.4% (87887863)
O r- 5.0% (82869354}
O n: 6.0% (82129999)
M o: 5.4% (74053288)
W s: 4.9% [574456216)
O I: 4.8% (56347245
Ot 3.8% (52650556)
M m: 3.4% (45909655
M ¢ 2.9% (39718508)
O ¢ 2.9% (39666086
O h: 2.8% (39359597)
0w 2.6% (35905467)
O k: 2.1% (29291581
W g 2.0% (27948192)
W b: 2.0% (27127417)
Wy 1.8% (25263913
O 1: 1.8% (243E1563)
M _: 1.8% (23983224)

agpn

Character
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