Wireless Password Recovery

PyKOBOACTBO NOJ/1b30BaTeNs

Copyright (c) 2024 Passcape Software. All rights reserved.
Passcape Software




Coaep>kaHue

1. BeepggHue 5
11 O MIPOTPAMME ...ttt ettt he e e e e s s e e e s e e s Re e e s e e she e e s e e am e e e R e e aan e e neeamneeneennneenneeanneeneas 6
1.2 OCOBEHHOCTU M MPEUMYLLLECTBA ....veeuveeuresseeseeeeaseesseessesseesseesesssesssessessesssessesssssssessessesssesssesssessesnses 6
1.3 CHCTEMHDBIE TPEOOBAHUIA ..e.vivieieeiienieiestestesiestesseeseeseesestessesbessessesseeseesessesbesteabeeseeseeneeseesessesseseensenns 6

2. VHTepgeirc nporpaMmmsl 8
2.1 OBLLLEE OMMUCAHMIE ...euveerveeeeeeteesteeuteeteesteeseesseesteeeesseesteassesseesseanseaseeaseasseaseesseenseaneesseesseeneesseanseaneenneensen 9
2.2 V=TT o TN [ oo =T PP SPPRRIN 10

2.2.1 1Y 0] o PRSP TPPP PSPPI 10
2211 MIMMOPT NOKANTBHBIX XBLUEM ...vuvvvvvsieseessesesesessssssseessssssssessssssssessssssssssesssssssssssssssessssssesesssnssesessssssessassssesesssssssasssnsesass 10
2212 IMIIOPT € BHELLHETO TTK ..ottt bbbtk bbbt e b etk ettt 11
2213 IMNOPT X3LLER 13 AAMMOB U APYTUAX MPOTPAMM ...covvireereiseereeseesessessesssesssessessessesessessessessssssssssessessessessessessessesssssssns 12

2.2.2 (o1 1 (0] o LR TSRO R UPP TR PPRTR 13

2.2.3 OKCTIOPT MAPOSIEM .vvveevierieiesteetesteeteete e e et et et e st e s beebesteeseess e s e s e stesbesbesaeeseessessenseseestestesteaneenaeneas 13

2.2.4 HOBBIM ..ottt ettt et ettt ehe e e be et e e bt e s beeabeeheesbeeabeeraeebeenbeeaeenbeenreereenbeenre e 13

2.2.5 (O 8 10 SRS 13

2.2.6 (010 { 7= 1 | 1 S ST PR PR 13

2.2.7 COXPAHUTD KK ...ttt b etk b e e et nne s 14

2.2.8 T2 1L 0 Y XU 14

2.3 MEHHIO BOCCTAHOBIIEHUIE .....eeiiiiiieeeiieetee et e st sme e s be e sn e e nne e smn e e ameeann e e nneesmneenneesnneenreennneeas 14

2.3.1 - 1| o TP PP PR 14

2.3.2 TTPOLOIMKMTD .otttk e e sh et e b e s e e nm e san e e b e e enn e e nneesnreenree s 14

2.3.3 (0 o3 E PO TPP PSP PPRPTR 14

24 MEHHIO PELAKTUPOBAHUIE ...ccuveiiviieiiieeeiteessteeesiteeessteessstessssteesbaeesabeeesnbeeessbeeeasbeesasbeessssessbneesneeenns 14

24.1 PEIBKTUPOBATD ...vveiiuvrieisiteeiitieesiteeessteeasstteesiteeasbeeeasbe e e anbeeeanbeeeasbeeessbeeaabbeeebbeesbeeeanbeeesnbeeennneeens 14

2.4.2 Do TG == YT PSPSR 15

2.4.3 D 1=V 1 SRR 15

244 COPOCUITD TTAPOIIM ...ttt bbbt bbbt bt et e e bbb e be b eneeneas 15

2.4.5 [TOMETUTD KaK MPOBEPEHHDBIE .....eiiiiiiieiiiiieitieeeeiiie sttt et e sie et e e st e s s be e e s e e e sbe e e sibe e e anneeesnneeeas 15

2.4.6 (0] 7] 002 F- PRSP UUPPOURPPTR 15

2.4.7 BBIBPATD ...ttt b bbb bRt n bbbttt e e 15

24.8 TTOMICK ettt ettt ettt etttk ekttt e skt ekt e e b e e 2R bt e e Rt e e R bt e ab e e e me e e aRe e emb e e ebeeenb e e nneeanreenneeas 16

2.5 IMIEHEO OTURBTDI ...ttt ettt ettt ettt e st h e et et e s et e b e e e ae e e b e e eae e e ne e e mn e e b e e smneeneesnneenneennneens 16

25.1 OTUETBI O TTAPOSIAX +eeeutveeetrieestteesstreeateeesteeessteeessteeessseeessseesssseessssessasseesssesssseessseeessseeessseesssnes 17

2.5.2 (08 =N 1[0 171 = - = GO UROPRTR 18

2.5.3 Pa3INUHAA MHPOPMALMA ...oeevieiieeiieiieesiee st esieesaeesbee s te e taeasaeesaeeasbe e beesseeesbeeanbeesreeanneesreesneas 19

2.5.4 AHAING CNOBAPEM .vvevvevveieiteiteiteeteeseestestesseste s e stesseeseesseseeeessestestesteaseasaessessesseseestestesresseereeneenes 19

2.6 MEHHIO VIHCTPYMEHTBI ..ttt ettt e e m e s r e e me e e mn e e nneenmneenneesnneenneennneen 20
2.6.1 JLOCTYN K TIPOTPAMME ...ttt et n et nme e e r e nne e e nnee s 20

Wireless Password Recovery Copyright (c) 2024 Passcape Software. All rights reserved.




Coaep>kaHue

2.6.2 e o 0T Y [ 1 o TP TP ST PPPPPPRPPPIN 21
2.6.3 TTPOBEPKA TTAPOSIA ..vveieiiiiie ittt ettt ettt e sbb e e b e e e b e e e bb e e e sbe e e snbeeesnbeeennbeeennbeaens 22
2.6.4 =T LT r= 0] 00V PP 23
2.6.5 KOHCTPYKTOP XIHLUEIKOB ....vvevveriesieietestesiessessesseeseeseessessessessessassessesseessessnssessessessessessensensennes 25
2.6.6 KOHCTPYKTOP PMKID ...t 26
2.6.7 TTOUCK UMEHU TIO IMAC ...tttk e et be et e e be et e e sbeesnbeenree s 27
2.7 VT T I 1711 = PR 27
2.7.1 OTKpbIBaTE/Ib NAPOSIEN 3 3BE3LOUKAMUM **™ it 28
2.7.2 YTUANTBI ANA PAGOTBI CO CNTOBAPAMMY ...vveveereeerieieeieaseesteestesseessaesseassesseessssssesseessessessssessesseesses 28
2721 Co3gaHue cnoBaps NyTeM UHAEKCALMMN NOKAMBHBIX QAMMOB ......cvcueveiercieisiisieisssessessssesss s sessssssssessssssssesnns 29
2.7.2.2 CIINISIHNE CIIOBAPEM .v.vuvuiveveiisctetetsisiete s sse st ss ettt ss st s s b b s s bbb s e bbb e s b bbbt b s s b bt e bbb s bbb en st et s s bbb
2723 L e VAl od o] - o OSSOSO
2724 COPTUPOBKA CITOBAPS ..uvvvieieieteieeeistetetetstetesssstesesesssesesssesesesesesesesesesesesesesesesesesesesesesesesesesesesesesesesesesesesesesesasesesesesesesesases
2725 KOHBEPTED CITOBAPENM ...vuveevveiiiicietsisisete sttt st s s st s sttt s s ae s s s bbb s st s s e st b s bbb s e st et s et et st en
2.7.2.6 CPaBHEHME CNOBAPEM ...vcvvvrcvererricierereere e
2727 JononHnTenbHbIe MHCTPYMEHTHI
2.7.2.8 VHOEKCALMA HECTKOTO LIACKA .vcueririrerisisisenisistsetstseseetsesesesesasesese et sessst et esesesesesenesssesesensssssnsnssesensnssesensnssensnens
2729 TTOMCK HTIMIL COBITOK .vuvuiuettistietetsetseieesetsees sttt bbbt bbbttt
2.8 MEHHD HACTPOMKI ...ttt ettt e st e te e s e s te et e eseesbeenteeseesteenseaneenseensesneenseennens
2.8.1 (01 T TSSO RPRSSPSURSSS
28.1.1 L1511
2.8.1.2 HACTPOMKIM BTAK ..v.vuivcvevieiictetieieiete st sssetessaese st ss bt s s s bbb st et s s b et s se bbb s et bt s e Rt b s bbb s e bbb s s et et s e s ten
28.13 HACTPOMKN CPU ..ottt bbb bbb bbb bbb bbb bbb
28.14 HaCTPORKN GPU .....c.veevveercrecrecsereseesieesssesnnes
2.8.15 ®unbTPLI Naponei
2.8.1.6 MOHUTOP GKTUBHOCTU GPU ..ottt ettt bbbttt et be s
2817 YCKOPEHUE GPU ...ttt
2.8.18 OTTOBELLEHYIS ....ouviviiieteiieiete ittt ittt bbb bbbtk bbbt bbb bbb bbb bbb bbb bbb bbb b bbbk bbb bbb bbb ek bbbttt benes
2.8.2 HACTPOMKI ATAK ...ttt sttt bbbt b e b et e st ettt e e e bt et neene b s
2821 TTPEABAPUTENIBHANA ATAKE ...vvuereeirreieererseeecre s es s sesse e s e e e b e s et R e n e n s
2822 VIHTEINTEKTYAITBHANA ATAKA .euvuiririririiiisieseist ettt et
2.8.2.3 NAEHTUDNKALNOHHAN ATAKA ...cvcviviiecieeriesesetssssseeeessssssessssssssssssss st s ssssssesssssesesssssssesesssnssesessssssessssssesesasssssessnsesens
2824 ATaKa B JT00 (MOTHBIM MEPEOOPOM) ....uvrvreriereertintiesseeseesesses s sses st b bbb bbbttt
2825 LAY e (0109 o] -V oo ST TR R TR
2826 ATAKA TIO IMBCKE ..ottt R et s et
2.8.2.7 Ataka no KntoUeBOMY CIIOBY .....cccceeerernreenininnnens
2828 KombuHuposaHHas Ataka no Cnosapsm
2829 ATAKA TIO DPBBE ...oveeerieeicre e s e ee et s et E e s s R R e RSt R R e e R e
2.8.2.10 TNOPUAHANA ATAKA MO CITOBAPHD .vvveveeeeeresreeeetsiesetetsssssssesssssssssssssssasesessssssessssssssesssssssesessssssssessssssesssssssesessssssesasssssesass
28211 I o)LL oT=F B I =Y ST
2.9 V=TT o = PRSPPI
2.10 IMIEHED TEIMBI ..ttt ettt e st e ekt e e e bt e e e b e e e e b e e e e mb e e e e st e e e asse e e nneesnneesnneean
211 IMEHED TTOMOLLLD ..ttt etttk e et e e et e e et e e e et e e e amb e e e ass e e e nseeanneesnnnnean 89
2.12 CHCTEMHDBIV MOHUITOP wuviveiuieteeseestesestessessessesseeseeseessessessessessessessssssessessessessessessessessesssessessessessessenses 90

Wireless Password Recovery Copyright (c) 2024 Passcape Software. All rights reserved.




Coaep>kaHue

3. Pabora c nporpammonm 91
3.1 ATAKI HA KILUM ottt b e s b b s e e s b e s ea e s b e s aa e s ane e san e e nne e sane e 92
3.2 CPaBHUTENBHASA TABIIMLA ATAK ..ottt sttt s b bbbt b e e s e e nneene b e 93
3.3 L U O SRS PTSRRR 96
3.4 3arpy3Ka OHJIAMH CTIOBAPEM ...c.oueeriieeieiiriesieieiesiesieeste st e e ste e sesee e ssesteseesessesteensesseseenesseseeneas 99

4. JINUueH3una n peructpaymsa 101
41 JINUEH3VMOHHOE COTTTALLEHUIE ... .eeieiiiieiitieeeitee et ettt e et e sttt e et e e sbe e e s ms e e e smse e s eneeesnseesnneesnneeas 102
4.2 PEIMCTPALIMS ...ttt ettt n e e e e R e s e e R e e s sn e e n e e nan e e ne e s nn e e nneennreennee e 103
4.3 OrpaHNUEHNSA JIEMO BEPCUIN ..ottt nb e nne s 104
4.4 PeOaKLNM MPOTPAMMDBI ....veiiitiieiiieesteeesiteeesiteesssbesasssesssseesaseeeaseeeasbeeessseeeasseesassessassessassessnseessnnes 104

5. TexHunyecKasa nogneprkka 107
5.1 OLUMOKU Y TIPOBIIEMBI ...ttt b bbbttt e e b e e e bt st e bt e be e e e e e s e nneseeanenne s 108
5.2 TTIPEOTIOMKEHUIS ...ttt s e s e st e m e e e e e e m e e e mn e e m e e nmn e e ne e e mneeaneennreennee e 108
5.3 KOHTAKTBI .ttt bbb bbb s b et e e s b e b ae e b e nn e 108

Wireless Password Recovery Copyright (c) 2024 Passcape Software. All rights reserved.




BBeneHme



BBegeHune

1.2

1.3

BBeneHue

O nporpamme
|

[Jobpo noxanoBat B Wireless Password Recovery - ymwmamity pAnas adHasmsa 6e3onacHOCTM  Ballux
6ecnpoBofHbIX ceTeli U BoccTaHoBNeHuss naponei WPA/WPA2. Wireless Password Recowvery sansietcs
€4VHCTBEHHbIM MPOTrPaMMHBIM PEeLLEeHVEM, MPUMEHSIOW UM CaMble COBPEMEHHbIE TEXHOMOTMM BOCCTAHOB/IEHUS
naponeii, paspaboTaHHble NporpaMmmucTamy Hatlel komnadmn. Hanpumep, Artificial Intelligence nan Pass-phrase
recovery.

HoBble cTaHgapTbl 3awWMTbl 6ecnpoBofHbix ceTeli WPA W WPA2, B criyyae uMX MpaBW/IbHOM HACTPOWKMK,
obecrneumBaloT AOCTATOUHYIO HAAEXHOCTb NEepPCOoHaslbHOW WHdopMaumn. Ho ana Hagnexaweid 6esonacHocTv
6ecnpoBoHol cetn TpebyeTcs NepuoamMyeCcKnin ayaAnT BCeX 3BEHbEB 3Toi cucTemsbl. Wireless Password Recowvery
NO3BOSISIET HAXOANTL U BbISIBNATL Crlabble MecTa Balleil 6ecnpoBOfHOW ceTu, NPOBOAUTL ayauT ee 6e30MmacHoCTH,
BOCCTaHaB/mMBaThb 3abblTble Naposm WPA-PSK (Pre-Shared Key).

OCc06eHHOCTN 1 NpenmMyLLecTBa
|

Wiireless Password Recovery 06n1aaaeT psiioM [JOCTOMHCTB MO CPaBHEHWUIO C aHa/IorMYHbLIMM NPOrpaMMamMu:

e CoBpEeMEHHbIN, HacTpaMBaeMbIil rpadmueckunii MHTepdieiic.

e BcTpoeHHasn nogaepxka nepedopa naposeii Ha CPU 1 Ha GPU.

e bonee 10 coBpeMEHHbIX TUNOB BOCCTAHOB/IEHUS Naposieil, MHOTMe U3 KOTOpbIX pa3paboTaHbl U NPUMEHSAOTCSA
TO/IbKO B MPOrpaMmHbIX NPOAYKTax Hallein KoMnaHuu.

e PacluvpeHHbI OTYETLI ANS ayauTa.

e [lononHuTe IbHbIE MHCTPYMEHTBI, BK/IOYasA MOLLHBIA HAbop yTWIUT ANS cO3[aHWA U ynpaB/ieHns CroBapsMu.
Hanpvumep, MOXHO co3faBatb CBOU C/I0Bapu NyTeM UHAEeKcaLmm dainioB Ha XXeCTKOM AU1CKe.

e Paclwundyposka HekoTopbIx naponeiit WPA/WPA2 "Ha nety".

e 3arpyska Xxalleli naposei n3 Hepaboumx onepaLMoHHbIX CUCTEM, pa3/IMYHbIX CETEBLIX AAMMOB U Ap.

e BoccTaHOB/IEHWE MO C/lioBapto nogaepusaeTt TekcToBble crioBapu B doopmarte ASCII, UNICODE,UTF8, PCD,
RAR un ZIP.

e BonbLoii Bbibop OHMaliH crioBapeii ANnsi crioBapHbIX atak (okono 2 6)

e OnoBeLLeHns 0 CObbITUAX ANs aBToMaTM3aumn npoLecca BOCCTaHOB/IEHUS Naposieit

e HekoTtopble thyHKUMM NporpamMmmbl, Hanpumep MyTauusi C/I0B, YHUKa bHbI. O6LLee KonmMyecTBo npasua MyTaumm
nepeBasIMBaET 3a NOATOPbI COTHW. Takoro HeT HYX B 04HOI aHaorM4YHol nporpamme!

CuctemMHble TpeboBaHUA
|

TpeboBaHus

Windows® XP unu Bbiwe, 0kosio 50 M6 Ha xecTkom gucke, 512 M6 RAM.

[na koppekTHOW 3arpy3km 1 paclndpoBkn naponeil 6ecnpoBOAHbIX CETeil NIOKaslbHOro KoMnbloTepa, TpebytoTcs
npuBmnerny agMuHucTpaTopa.

Mopaepxka Bugeokapt NVidia nogpasymeBaeT Hamume MOCMefHNX ApariBepoB W BUAEOKapTbl C MOALEPXKKON
CUDA 3.0 ww Bbiwe. Ana AMD Bugeo-kapT Tpebyetca nogaepxka OpenCL1.2 (Bce BueokapTbl, HauyMHas ¢
cepun RADEON 7xxx). NogaepxumBaeTcsa Takxxe BCTpoeHHas rpadwmka Intel HD Graphics 4xXx 1 BbiLLe.
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BBegeHune

CoBMeCTUMOCTb
Mpn 3anycke Ha onepaumoHHoii cucteme Windows 2000, HeobGX0oA4MMO CaMOCTOSITE/TbHO CKOMMpOBaTb dhaiin
GDIPLUS.DLL B katanor nporpaMmmbl.

i3BeCTHble NpPo6AeMbI

HecmoTpsi Ha To, YTO MporpaMMa He COLEPXWUT BPeLOHOCHLIN KOf, HEKOTOPble aHTUBUPYCh! Y aHTU-LUMMOHbI MOTYT
onpefenaTb ee Kak OnacHyl WM faxe "MoTeHuManbHO HexenaTesibHyH nporpammy”. 370 ABJeHUe, U3BEeCTHOe
kak "False Alert", siBnsieTcst TMNMYHOW NPOGIEMOiA AN1st BCEX NPOAYKTOB, BOCCTaHaB/IMBAKOLLLMX Napo/I.
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IHTepdheiic nporpamMmmbl

VIHTepdhelic nporpaMmb

2.1  O6uiee onncaHue
|

VHTepdeeiic nporpammbl BbiNosHEH B Buae SDI apxutekTypbl, T.€. MO3BO/SIET paboTatb O4HOBPEMEHHO TOSIbKO C
O4HVM NpoekToM. Pa6oTy nporpaMmMbl MOXHO YC/IOBHO pa3buTb Ha 4 aTana:

1. CosgaHue npoekTta

2. mnopt (3arpy3ka) xaLlei naponeli B NPoekT. PefakmmpoBaHue xalleit: yaaneHue, gobasneHve, Bbloop u T.4.
3. PacuwudypoBka xaLeli. BknoyaeT B cebs BbI6Op, HACTPOIKY M 3anyCK BbIGPaHHOM aTaku N HECKOSIbKUX aTak.
4. AHann3 NoSlyYeHHbIX pe3y/ibTaToB.

i T — =
o~ ‘ﬁ %.. __:: H\' *  Wireless Password Recovery - test.wifipr l — | =l |ﬁj
"-—-j Project Recovery Edit Report Tools Utils Options View T Themes 7 @*
D » ag Dictionary attack -

: Attack settings
.} Customize
4 ¥ Project * 3 X |4q Hashes . b
| Recent Projects - | S5ID Hash Password Drescription

Project " [C] (g waz2g BE2DFEBD27T13FAFCEB20F2402FOCD0... 123456738 {196FCAAE-

- -
. Open a project

K save the project
I save the project as
[Z] Create new project

Hashes -
B | pad from local PC
- 1 | 1} 3
Log window o =
'@' 16:37:08 October 01 2012 = Found password for 5510 wd22q: {12345678} -
®) 16:37:08 October 01 2012> GeForce 8600 GT initialized
@) 16:37:08 October 01 2012~ Stopping recovery (dictionary attack)
&) 16:37:08 October 01 2012= Recovery stopped
(@ 16:37:35 October 01 2012 Saving project file... [
1| ] [ 3
! WWW,. pa55Cape. com Users: 1, Selected users: 0, Passwords found: 1 [100.0%) Passwords found: 0 (0.0%g)

Becb MHTepeiic YCNOBHO MOXHO Pa3feinTb Ha HECKO/IbKO COCTAB/IAOLL VX:
¢ MeHIo nporpammbl
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NHTepdenc nporpamMmmb

e Information Bar - npegHasHauyeHa A/ BblBOAA HeGO/bLUON TEKCTOBOM MHGopMauyu. Hanpumep, NoacKasok,
npeaynpexaeHnii n np.

e Task Bar ay6nmpyeT M [OMOSHSIET OCHOBHOE MEHH [A/11 o6ecneuyeHns GbICTPOro AocTyna K HeKoTopbIM
onepauysiM. COCTOMT U3 HECKOJbKMX BKaOK:

o - MPOEKT - CoepXNUT OCHOBHbIE Onepauyy ¢ NPOeKToM. HanpumMep, OTKpbITue, 3aKpbiTie, co3AaHne HOBOro
MpoeKTa, UMMNOPT X3LUe.

- PepgakmipoBaHue xalweid. y6nmpyeT Hanbosiee YacTble onepauum peaakTvpoBaHus.
- VIHCTPYMeHTBI - BK/OUaeT B cebs Yachl, KafieHaapb 1 KasbKy isTop.

e Main Window - HeceT OCHOBHY0 Harpy3Kky W COCTOMT 13 4 yacTeil. MepBast BKNafKa - OKHO NpuBeTCTBYS. BTopast
BK/lagKa COLEPXWUT CMUCOK X3lleid AN aHa/mM3a U BOCCTAHOBMEHMs. 3ateM WAEeT BK/afKa COCTOSHUS
(Nporpecca) TekyLeii ataku U BKNaaka Co CTaTUCTUKo/ oTueTamu. W, HakoHeL, CUCTEMHBIA MOHUTOP.

e Log Window - Heo6xoaum A5 BbiBOAA MHCGIOPMAaLMM O COCTOSIHWM MpOorpaMMbl, Tekylieid onepauum u 1.4. Jlor
MporpamMmMbl MOXHO CKOMMpoOBaThL B 6ydep WM coxpaHutb B ¢paiil. COOTBETCTBYHOLWLEE MEHIO BbI3bIBAETCS
L, €/TYKOM MPaBOIi KHOMKM MbILLIN.

e Status Bar - HOCUT MHGIOPMALIMOHHBIN XapakTep.

2.2 MeHo Npoekt

221  Wmnopt

Wireless Password Recovery npegnaraeT LIMPOKWIA Ananas3oH BblGopa crnocoboB 3arpy3km WPA-PSK xaweli B
nporpamMmmy.

2.21.1 IMnopT NOKasibHbIX X3LLei

Import Wizard >

; I "I
[-lil' |.| Load WPA hashes from local computer

Local computer

If you want to search your system for plaintext passwords, simple enable the appropriate checkbox. It is
always recommended to enable it under Windows Vista and higher O5es.

Project or dump
files
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NHTepdenc nporpamMmmb

VMnopT x3weli 13 /IoKaslbHOro KOMMbIOTepPa - ABMSeTcs Hambosnee npegnoyTMTeNlbHbIM METOAOM, MOCKOSbKY
npov3BoanTCs 6onee ry6oKnin aHanM3 1 MONCK OPUTMHa/TIbHBIX TEKCTOBbIX Maposieli B cucteme. Kpome Toro, Ans
UMMNOPTVPYEMBIX C JIOK&/IbHOrO KOMMbIOTEPA X3LWEel MOXHO MPOBOAUTL MPOABUHYTYIO UHTENNeKkTyanbHY0 aTaky,
NO3BO/SIOLL Y0 OTHOCUTESIbHO OLICTPO BOCCTaHaBMMBaTb Naposm K HekotopbiM WPA-PSK xawwam.

VIMNopT floKasTbHbIX X3lWein paboTaeT He3aBUCKMMO OT TOro, FAae JIoKamM3yTes cammn xawun: B peectpe (Windows
XP) nnm Ha cuctemHom gucke (Windows Vista 1 Bbilwe). BaxHOo 3HaTh, 4TO B 60/bLUMHCTBE c/ydaeB ans Windows
Vista n 60nee HOBbIX OMEPaLUVOHHbIX CUCTEMax MporpaMMa MOXET BOCCTaHaB/MBATL OPUTMHa/TbHbIE Maposn "Ha
nety". NMogaepxmBatotcs Takxke napom WPA/WPA2 enterprise (HaunHas ¢ Bepcum 5.0).

lC',aHHI:II\/‘I NYHKT MMEET BCEro OAHY AONOJIHUTE/IbHYO OMNUUI0 A1 OTK/IIOYEHMNA NONCKa TEKCTOBbIX rlaponeVl.

MmnopTa ¢ fiokasibHoro MK Tpe6ytoT Hamumst AGMUHUCTPATOPCKUX NPUBWIIETUA.

2.2.1.2  Wmnoprt ¢ BHewHero MK

Import Wizard >

|' Import WPA hashes from external PC
<

To successfully impart WP A hashes from extemal PC. you should provide the following tems here: Windows
folder and ProgramData directory typically C:\ProgramData) of the extemal PC. Be careful, the last one has
hidden attribute set by default.

Windows directary CAWindows

=A
(7= ProgramData directaory C:\ProgramData =

Project or dump Scan system fast for plaintext passwords
files

MimnopT xawei ¢ BHelwHero MNK. Wireless Password Recovery umeeT BO3MOXHOCTb YTeHns WPA-PSK xaweit ¢
BHELLHEro KoMnbloTepa B odyiaiiH pexxvMe. Hanpvmep, ¢ XecTKoro Aucka Apyroi onepauyioHHON CUCTEMBI.

[na atoro HeobxoaMmo Ha BHewHem MK nam Ha nogkntoyeHHom HDD ykasatb NyTb K ABYM nankam: KaTtanory
Windows n ProgramData. MNporpaMmma, B 3aBUCMMOCTU OT YCTAHOB/IEHHbIX OMUMIA U TYNa OnepaLyioHHOW CUCTEMBI,
MOXET aBToMaTU4eCcKu onpeensdts U UCNob30BaTh creaytoll e katanoru uenesoin OC:

o Katanor %WINDOWS%\System32\Config B koTopoMm ob6pabaTbiBatoTcA haitibl peectpa SAM, SYSTEM,
SECURITY n SOFTWARE.

Mpodwmnb nonb3oBatens A4na aHanmsa MacTtep Knova

Mpodmnb CUCTEMHOI YYETHOW 3anucu

CucTeMHbIin npodwnb ¢ MacTep Kntoyamu cuctembl

CucTteMHoe xpaHunuw e Vault
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o [lpyrvie katasiorun
MOXHO NponyCTUTbL aHa/I3 CUCTEMbI U MOWCK TEKCTOBBIX Naposieil, C6pOCUB COOTBETCTBYIOLL YO OMLUWIO.

JTOT NYHKT He TpeGyeT NpuBUeruii agMuH1ucTpaTopa.

2.2.1.3  /AIMNOPT X3LUei N3 gaMmnoB 1 Apyrnx nporpamMm

Import Wizard .

I.lil- @I Impaort from project/dump files
- ' \

Local computer

y

Select one of the available file formats and the file you want to import hashes from

External PC File format TCPOUMP files (*.cap.” peap,”rar,” zip, *.7z)
—— File name: C:\Twpa.cap =
QV File date: 2015/05/28 031528 - 2015/05/28 04:59:51
Project ar dump
files Skip duplicate handshakes, if any

[ 1] Load all possible handshake combinations {use with care)

Import Cancel

W, HakoHel, 3arpy3nte WPA-PSK X3y B NpOeKT MOXHO MMMOPTMPOBaB MX U3 APYrux nporpaMmm wim n3 gamMnos

ceTeBOro Tpadwka. NoagepxmsaloTca crefytowne qopmartbl:

e TCPDUMP (*.cap, *.pcap, *tcpdump, *.txt) - cTaHgapT Jde-hakto cpegn nakeTHbIX CHUAXEPOB,
npegHasHauyeHHbli Ana noBan, obpabotku 1 XpaHeHuss TCP IP 1 apyrux nakeToB, nepecbliaemMbiX Mo CETU.
Cnegytowne nonynspHble NporpaMmbl MOTYT 3KCNOPTUPOBAaTh CeTeBble NakeTbl B diopmar tcpdump: airodump-
ng, CommView for Wi-Fi, OmniPeek, Sniffer Global, Wireless Snif, WireShark n 1.4. 3arpyxaembie ceTeBble
nakeTbl AO/MKHbI codepxaTtb nakeTbl ayTeHTMdmKkauum (authentication handshake) mexpgy Toukoin gocTyna wu
K/IMEHTOM.

e Tamosoft CommView dump file (*.ncf) - gaHHbIi doopmat ¢aitfioB Ncnosb3yeTcs B NOMNyAPHON nporpaMmme

CommView for Wi-Fi.

Xawm WPA-PSK B cpopmaTte HashCat (*.hccap, *.hccapx, *.hc22000) ucnons3syetcs B nporpamme Hashcat.

JohnTheRipper WPA-PSK chaiin (*.txt). 310T doopmart ucnons3yetcs B nporpamme JohnTheRipper.

dannbl npoekToB Elcomsoft EWSA (*.wkp). ® opmat nporpammbl Elcomsoft Wireless Security Auditor.

dannbl xawenn WPA-PSK PMK nporpamwmbl InsidePro (*.txt). JaHHbIli doopMaT NOX0X Ha TEKCTOBLIA ¢oalin

PWDUMP u ucnons3yetcs B nporpamme InsidePro. MoxeT umeTb Npo6/ieMbl C HEKOTOPbIMK UMeHamy SSID.

e daiinbl akcnopTta nporpamvbl WIFIPR (*.wifiprdump). 3TOT TeKCTOBbIi KOHTEMHEpP SBASETCA pPOAHbIM
topmatom nporpammbl Wireless Password Recovery n ucnonb3yetcs gns akcnopta n umnopta WPA-PSK
xawei. KoppekTHo obpabaTbiBaeT HecTaHAapTHble uMeHa SSID.

e TekcTtoBble gainbl ¢ PMKID - daiinel B dopmarte hashcat, cogepxauive PMKID.
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2.2.2

2.2.3

224

2.2.5

2.2.6

[na 6onee akKkypaTtHOI 3arpy3kn XaHALWEVKOB, NPOrpaMMa MOXET NPeA/IoXNTb 2 A0MOSHUTENbHbIE HACTPOWKM:

- MNponyckaTb NOBTOPSAIOWMECS X3HAWENKW, eCc/im TakoBble umeroTcs. Ecnm 3T0T napameTtp 3afaH, OH
rapaHpyeT 3arpy3ky TO/IbKO YHUKaUbHbIX X3HALENKoB (B o6ractv BugumocTv daiina). osTopstow,uecs
3M1eMeHTbI 6y Ay T NPOUrHOPMPOBaHbl. PekomeHayeTcs Bcerga yctaHaB/mBaTh 3TOT napameTp.

- 3arpyxaTb BCe BO3MOXHble KOMOMHaUUM X3HAWEWKOB. VHorga O6biBAaeT OYEeHb CJIOKHO M3B/IEYb
'MpaBW/bHBIA' X3HALWENK N3 CETEBbIX AaMMNOB, OCOGEHHO €C/IM 3TN X3IHALUENKN, COCTosAWNe U3 YeTbIpEX PasHbIX
nakeToB, NMOAABMAITCA WM aKTMBHO MEPEMEXAOTCH C NakeTamu feayTeHTdMKaLMm UM Korga UCXOAHbIA ¢iaiin
ncnopyeH. K coxaneHuo, HEBO3MOXHO OAHO3HAYHO ONpefeTb, BaMAHbIA TOT WM UHOW X3HALWENK WM HET.
OpHako, ecnv ycTaHOB/EHa 3Ta ONuusi, MporpaMma rapaHTMpOBaHHO M3B/IEKAET Kak MWHUMYM OAWH Ba/MOHbI
X3HALWENK, ec/m TakoBOW UMeeTcsl. HegocTatok faHHOro MeTofa 3ak/oyaercs B TOM, YTO O4HOBPEMEHHO MOTyT
€034aBaTbCA COTHU WM AaXKe ThICAYN APYrMX MYCOPHbIX X3HALIENKOB. [03TOMy HacToATeNlbHO pPeKoMeHAyeTcs
MCMoMb30BaTb 3Ty OMUMID COBMECTHO C My/JbTUPEXUMOM (OAHOBPEMEHHON pacluMgpOBKOA X3HALIENKOB C
ofVHakoBbIM SSID).

Mocne uMropTa X3alleli nporpaMma aBTOMATMYECKU 3anyckaeT npeABapuTesibHyl0 aTtaky Ha NepBblii Ba/AHbIV
XaW. [laHHoe [eiicTBME ONMUMOHASTBHO U MOXET OTK/loYaeTcsl B 06 MX HacTpoikax. o ymosuyaHuio oHa
BK/IlOUEHa.

JKcnopt

Bce X3l NnpoekTa BMECTe C HacTpolikamy XpaHAaTcs B duaiine npoekTa (*.wifipr), ogHako Anst 6onbluein rMbkocT 1
obecrneyeHn COBMECTVMOCTU C APYTMMI NPOrpaMmamMmn NpeaycMOTpeHa BO3MOXHOCTb COXPaHUTbL X3LWW naposiei
B WIFIPRDUMP unm B dpaiin B chopmate HashCat (*.hc22000).

JkcnopT naponei

HalifieHHble B NpoLecce BOCCTAHOB/IEHUS NAPO/IM MOXHO COXPaHUTL B TEKCTOBbINA dhaiin.

HoBbIl

CoxpaHeHye TekyLL,ero NpoekTa 1 co3faHne HoBoro.

OTKpbITb

3arpy3ka/oTKpbITe COXPAHEHHOTO paHee NpoekTa. [MpoekTbl NporpaMMbl MMEKT pacluupeHne *.wifipr u cogepxar
HacTpOiKW Nporpammbl U x3awWwn. 18 yBe/MYEHUS CKOPOCTVM Nepebopa, Tekyliee COCTOSIHME aTaky XpaHuTCs B
oTAenbHOM dhaiine progress.ini.

CoxpaHuTtb

CoxpaHeHue TekyLL ero npoekta. PekoMeHayeTcs NepruoAnyeckn COXpPaHsaTs KPUTUUYECKME MPOEKTLI.
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2.2.7

2.2.8

2.3

231

2.3.2

2.3.3

2.4

24.1

CoxpaHntb Kak

CoxpaHeHue TekyLL,ero npoekTa nog Apyrum MMeHeMm (nepevmeHoBaHve).

3akpbITb

3aKpbITb TEKYLL WA NPOEKT.

MeHo BoccTtaHOBNEeHME
]

[aHHbIA NYHKT MEHH CNyXWUT ANa Bblbopa M 3anycka ataku. Vmelite B BuAy, 4TO nepes 3anyCkoM artaku
HeobX0AMMO CHavaa BblopaTb/OTMETUTL HYXHbIA X3LW. 3T0 Aenaetcs M3 MeHo PepakTupoBaHue - Bbibop.
3anyck ataku nogpasymeBaeT Takxe, YTO Obl/iM YyCTaHOB/EHbI ee onumn (MeHio Onuum - ONumn aTtakm).

3anyck

3anyck BbiGpaHHOl aTaku. Bo 370 Bpems BCe OCTaslbHble MYHKTbI MEHI CTAHOBSTCS HeakTMBHbIMW. Cregyet
OTMETUTb, YTO B CW/ly HEKOTOPbIX OTPaHWYEHUi i, BO BpeMsi atakv NPOMCXOAMUT NMOUCK Naposeii TobKo A8 OfHOro
(BbIGpPaHHOrO) x3la. OfHako B O06LMX HACTPOWKaX MOXHO YCTAHOBUTbL COOTBETCTBYIOLLYIO ONUMIO Af1s
aBTOMAaTMYECKOr0 BbiGopa C/ieAyHoLL ero xalla 1 NoBTOPHOro 3anycka aTtaku.

MNpoJomknThL

lMNpopomkeHne ataku c I'IOCJ'IG,EI,HEVI 3arnoMHEHHOVA nosnunn. HEO6XOAMMO NMOMHWTb, 4YTO MOC/Se TOro, Kak Obln
BHECEHbI N3SMEHEHNA B ONuuUn ataky, nocsiegHAd 3anoMHEHHaA No3nUnA aBToMatM4eCK CTMpPaeTCA.

Cron

OcTaHOBKa TeKyLL el aTaku.

MeHto PeflaktnpoBaHue
|

MeHI0 pefaKkTMpoBaHMe [OCTYNMHO TOMbKO MPW aKkTUBHOW BKAade "Xawwu' M COCTOUT M YETbIpeX 3/1EMEHTOB:
pefaktmpoBaHue, KonuposaHve, BbI6op 1 MOUCK.

PepaktupoBatb

Mpu BbIGOPE 3TOrO NyHKTa NOSIBMIIETCS 4MaI0r0BOE OKHO, B KOTOPOM MOXHO B PYYHOM PEXUME W3MEHUTb OAHO M3
LOCTYNHbIX NOJSISt TEKYLL Er0 BbIGPAHHOIO X3Lla.
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24.2

24.3

244

245

2.4.6

24.7

[o6aBunTb

Add new WPA hash -

7] ;l_'\:l It is obligatory to set 551D and hash fields |
S5ID myssid
Hazh SFE3CASATI21BE 12BE0FB40EAFD 136 3A50AB5E3678FDTF
# | Password pass
Description test
Add Cancel

L

[JaHHbIi NYHKT NpegHasHayeH ans pyyHoro go6asrieHns 3anuch. MoXHO BBOAMTL Kak cam X3ll, Tak U naposb. B
nocrieaHem cryyae, xal 6yaeT BbUUCATLCS aBTOMATUUECKN.

Ypanntb

YpaaneHue 3anuceil U3 Cnucka: BbICBEYEHHOI (T.e. TOi, Ha KOTOpPOI HaxoAWUTCS Kypcop), OTMEUYEHHbIX WM cpasy
BCEX.

Cépocutb Maponu

C6poc (yaaneHne) BCcex HafeHHbIX Naponein n3 cnmcka.

NNOMEeTUTb Kak NPOBEPEHHbIE

MomMeTTb BCe X3LLMW KaK NPOBEPEHHbIe (BaaHbIE).

Konuposatb

KonupoaHune TekyLl e (BbiIcBeUEHHOW) 3anucu B bydep obmeHa Windows. KonupyeTtcsa He BCS 3anucb LEIMKOM,
a BblbpaHHas yacTb. Hanpumep, nmsa SSID nan HaiigeHHbIn Naposb.

Bbibpatb

Bbl6op x3wa A/ ataku. BbibpaHHbili X3l OTMeYeH rasioukoil. Ecnv Bo Bpemsi ataku HalifieH naposb Ans
BbIGPAHHOrO X3LUa, TO 0TMETKA 3TOi 3anvMcyu aBToMaTMiecku cbpacbiBaeTcs, a camMa 3anvcb NoMevaeTcs 3e/eHbIM
LBETOM. B nporpamme UMeeTCsi BO3MOXHOCTb aBTOMATMUYECKOrO 3arycka aTtaki Ha CrieAy oL i XaL.
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2.4.8 Mowuck
Find SSID S
Find what: rasp Find Mexd
Match whole string only Direction Cancel
Up #| Down
Match case

Ecnm konuuecTBO 3anuceli nepeBa/mMBaeT 3a ThiCAYY, TO OTbICKaTb HYXHYI 3anucb MOpoli OblBaeT [0BOSbHO
3aTtpyAHuTeNnsHO. [ns 3Toro cyulecTByeT ABa Buaa Mnovcka: NOUCK Mo 3agaHHoMy noso, Hanpumep, SSID wu
6bICTPbIE MOWCK NOcnefoBaTeNbHbIX 3anuceil. B nocnegHem cnydvae, ckaHupoBaHue OyAeT BbINOMHATHCA
nocsiefoBaTeslbHO NO BCEW 3anucy LEeMKOM.

2.5 MeHwo OTyeTsbl
|

B aTtomM MeHI Bbl MOXeTe co3gaTb pacnedararb WM COXpaHWTb OAWH M3 OTYETOB O paboTe nporpammbl. B
HacToslLL, ee BpeMs AOCTYMNHbI crieaytoune oTiyeTbl:

o OTyeTbl 0 Napondax

o CTatnciMka aTtak

e PasnnyHasa VIH(_ZmpMaLI,VIﬂ

e AHanu3 croBapeii
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Password Risk Status

Low risk, 76.9% |

‘:“\] & j L ' 7 Wireless Password Recovery - UUR =mnl=)
~W /- . .

\H—/ Project Recovery Edit |- Report Tools Utils Options View T Themes ~ a'
@l Fassword reports = G' Default Theme - Right * . Transparency f ;E 3_; % 1-,:!_ H

'3' Rotation Angle Explosion U - [ : [ - ['“‘:

nl { : Print ~ Print Quick Print Save

'B" o - : Preview Print Setup Report~

e Customize

Hi risk, 23.1%

@ Hirisk - 3
@ Low risk - 10

Www.passcape.com | Selected users: 1, Passwords found: 3 [23.1%)

Users: 13,

Passwords found: 3 (21.4%)

e e E E R e e s

25.1  OtyeTbl 0 Naponsx

OTueTbl 0 NApOsISX BK/OUYAOT B ce6s CriefyioLLme MyHKTbI:

e [lapofibHble pUCKU - OTYET O HaVIAeHHbIX naponsdax: COOTHOLWEeHWe KonmnyectBa MNyCTbIX, B3/IOMaHHbIX N He

noAaaBLINXCS paclundipoBKe naposnei

e C/I0OXXHOCTb naponel‘/'l - NOKa3blBaeT KO/IMYECTBO BOCCTAHOBJIEHHbIX naponeVl n gnanasoH CUMBOJIOB U3

KOTOPbIX OHW COCTOAT
e [1N1Ha Naponei - pacnpeaeneHne A/VH HallgeHHbIX naposneli

e Bpemsi noncka naposieli - Bpems, 3aTpadeHHoe Ha Mouck naponeil. Hambonee ys3BuMble MaposiM OTMEYEHbI

KpacHOW NasmTpoiA.

e HailgeHHble N He HaAeHHbIe - COOTHOLLIEHNE KOMIMUYECTBA HaeHHbIX 1 He paclundpOBaHHbIX Naposiei

Wireless Password Recovery
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. HaVI,D,eHHbIe naposm - I'IO,U,pO6HbII7I oT4eT O HaVIAeHHbIX naposiAax: CKOJ/IbKO U3 HUX NYCTbIX, CKOJ/IbKO MOJIHOCTbIO
BOCCTaHOBJIEHbI.

Password Length Distribution

@ B character(s): 100.0% (3}

Password count

1 2 3 4 5 6 7 B ) m 1 12 13 14 15 16 17y 18 15 20 =20

Password length

2.5.2  CratucTuka atak

CrammMcTuKa aTak BK/loHaeT B cebs cnepgyrouw e otT4eTbl:

MpeanouTuTeibHasA aTaka - CTaTUCTUKA NO KOMIMYECTBY M TUMY 3anyLLl eHHbIX aTak

Bpems aTaku - aHa/IM3 BpeEMEHH, 3aTpayrBaeMoro Ha Kaxayto ataky

O heKTMBHOCTb aTaku 1 - aHa/n3 3(pdheKTMBHOCTU: COOTHOLLEHME 3aTpayMBaeMoro BpeMeHu K HaiaeHbIM BO
BpeMs aTaky napossam

OhheKTUMBHOCTb aTakun 2 - aHaM3 3PeKTMBHOCTU: 06l as cyMmmapHas 3¢hdieKTMBHOCTb KaKA0i aTakm
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Attack Timing

O artificial intelligence - 5m:39s

O dictionary - Om:27s

. combined dictionary - 3m:ds

' preliminary - 13m:45s

preliminary, 60.0%

combined dictionary, 13.4%

dictionary, 2.0% ||

artificial intelligence, 24.7%

253  PasnmuHas MHhopmMaLys

PaznnuHasi HGoopMaLysi COCTOUT U3 CNeayoLLMX MyHKTOB:

CKOpOCTb NpoLEeccopa - CpaBHeHMe CKOPOCTM paboThl Ballero npoleccopa

CkopocTb GPU - ckopocTb paBoThl rpadmueckoii kapTsl B pexumMe nepe6opa naporsei

B3/loMaHHblE MO/Ib30BATENIN - KO/MUYECTBO B3/IOMAaHHbIX Mosib3oBaTeneid. MonHblii CNMCoK nofb3oBaTteneit
[LOMO/THATENIbHO MOXHO COXPaHWUTb B TEKCTOBbIA doaiin.

B3/loMaHHbIE MOMb30BaTENIN N NAPOJIN - CIIUCOK B3/IOMaHHbIX M0/b30BaTE el C NaposIsiMu.

254  Ananus cnosapeit

[aHHble 0T4eTbl NO3BOMAT COGMPATL Pa3/IMUHYH0 CTATUCTVKY M NMPOM3BOAMTL MOSHOLEHHBI aHa/mM3 crioBapeii. B
KauecTBe MCXOAHbIX C/ioBapeld, HanpuMep, MOXHO MWCMO/b30BaTb CHWCOK PacLUMGIPOBAHHLIX MPOrpamMmmoi
naposneii. C60p CTaTMCTVKM OCYLL,ECTB/ISIETCS KaK MO BCEM C/I0BaM 33afaHHOr0o C/ioBapsi, Tak U No onpegesieHHoMy
[AvanasoHy, HanpuMep TosIbKO A/ onpeaesieHHol A/MHbL. B 3TOM MeHI0 A0CTYMHbI Clefytolne oTieThbl:

e PacnpepeneHve AMMH Naposieii - nokasbiBaeT rpadmk pacnpefeneHns A7vH naponei, T.e. KOMYecTBO naponei,
NPUXOAALLUXCS HA onpeaeneHHYo A/INHY.

e YHVKa/bHOCTb Maposieli - COCTOWUT /M UCXOAHBIA CMMCOK U3 YHUKasbHBIX C/IOB WM €CTb MNOBTOPSAIOLLMECA
naposu.
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¢ [lonynsapHOCTL Naposei - 3TOT OTUET onpefenseT Kakne naponm SBAATCA Havboiee NonyIipHbIMKY, NMOKasbiBaeT
MX NPOLEHT N0 OTHOLLIEHUIO K OOLLLEMY KO/IMYECTBY.

e dopmar naponeii - BoiBo4 cTamcTukm 20 Hanbonee nonyssipHbIX ¢opmatoB. dopmat naponein onpegensercs
mMackoii cumBonoB. Hanpumep, macka DDUUUUDD cooTBeTCTBYeT BCEM NaposisiM, COCTOSILUM U3  ABYX
HayasbHbIX Y KOHEYHbIX UMdp 1 YeTbipex 3arsiaBHbIX 6ykB B cepeguHe. lMonynspHble dopmaTtbl naposieii MOXHO
COXpaHuUTL B uaiisn, Hanpumep, 4Tobbl MCMOMb30BaTh B Aa/IbHELLIEM B atake no Macke.

o YHUKasibHble Habopbl CMMBOJIOB - rpadwk Naposiei, CoCTOALMX U3 OAHOrO YHUKasIbHOro Habopa CUMBOJIOB U UX
NPOLIEHTHOE OTHOLLEHUE K NaposIsiM, COCTOSALL UM U3 HECKOSIbKMX HAabopOoB.

¢ Pa3Hoo6pa3ue HabopoB CUMBOJIOB - 06LLL ee NPOLEHTHOE COOTHOLLEHWE Naposieil COCTOALWUX U3 OLHOr0, ABYX U
T.4,. HabopoB.

e Habopbl CUMBOJIOB - CMUCOK BCEX HAGOPOB CUMBOJSIOB, U3 KOTOPbIX COCTOAT UCXOAHbIE NAPOsN.

e [lopsgok HabopoB CMMBOJIOB - onpefdenser Haubosee nonynspHble WabnoHbl naposieli B COOTBETCTBMU C
nopsgkoM HabopoB CUMBOJIOB, MCMOMb3yeMbIX B HeM. Hanpumep B wabnoH digit-string-special nonagatot
cnegywouw e naponu: 123password!@#, love***** 12monkey”.

e YacToTa CMMBOJIOB - CTATUCTMKA MO YacToTe BCTPeYatoLL, MXCA B UCXOAHbIX C/loBax cumBonoB. OTobpaxaetca 20
CaMbIX 4acTo BCTpeYaroL UXcsi CUMBOJIOB.

® YHVKa/IbHOCTb CUMBOJIOB - 20 cambIX pefKo BCTpeyatoLuxcsi CUMBOJIOB.

e YacTo BCTpeyaroLnecss CUMBOSbI B HAYase - CTaTMcTuka no cambiM YacTo BCTpevarwumca kombuHaumsam (ot 1
[0 3 CMMBOJIOB) B Ha4aJsie CJioB.

e YacTo BCTpeyaroLnecss CUMBOSbI B KOHLE - CTATUCTUKA MO caMbIM YacTo BCTpevawLwumca koMmbuHaumsam (ot 1
[0 5 CUMBOJIOB) B KOHLE C/OB.

¢ YacTo BcTpevarLnecs kKombmHaumy - 20 cambIX 4acTo BCTpPeYatoLuxcs KoMGrHauumin oT 4 4o 8 CMBOJIOB.

2.6 MeH0 NIHCTPYMEHTHI

VIHCTPYMEHTLI COCTOAT M3 ABYX YacTeil: MHCTPYMEHTbI ANS pasrpaHnyeHns 4ocTyna K nporpamme U MHCTPYMEHTHI
ANna paboTbl ¢ NaponssMu/XaLlamu.

2.6.1  foctyn K Nporpamme

' R
Set the program access password @

-
1 _J:J] Restrict access to the program |
=

Password EEE
Confirm password | =555

v |Hide characters as | type

Set Cancel

B ToM c/lyyae, ec/i Kpome Bac K KOMbloTepy WK K Balleil yUeTHO 3anucy MMeeT A0CTyN KTO-TO ApYroi, MOXHO
MpPOCTO YCTaHOBMTbL Mapofib Ha nporpaMmy. B 3ToM cflydae npu 3arnycke nporpammbl y nosb3oBatens 6yaet
3anpoLUeH naposib, 6e3 KOTOporo AanbHelilas padéoTta ¢ NPorpamMmmMoli HEBO3MOXHAL.
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F =
Access password is required in order to continue @

—l_lg] Type in the program access password please |

Password |
v|Hide characters as | type

QK Cancel

2.6.2  Macc-o0-meTp

'l |
Pass-o-meter I&

Check the quality of your password |

The password guality depends on it's length and complexity. The most of WPA passwords consist of at least 8
characters. Thus cracking such passwords may take days or even years. MNote however that if the password
contains a common word or a phrase, it should be always considered as week.

Source password
Type in your password: mysecret

Charset length: 5

Recovery configuration
Recovery speed: 14912 passwords per second

Hardware: This computer (GPU) v | Adjust

Password guality

Fassword quality: S —
Time to crack: 168d 13h:35m:19s
Share your benchmarks QK

e

VIHCTPYMEHT [ M3MepeHust CTOMKOCTWM Ballero naposis npotuB B3sioMa. [Mpu nepBoM 3anycke nporpamma

nonpocuT NPOBECTV TECT CKOPOCTU Ballero Komnetotepa. 14 npoBepku kayecTsa naposns Hago:

e BBecTu naposib B COOTBETCTBYOLLLEE NOJIE BBOAA

e Bbibpats VN KOMMNblOTEPA. "ITOT KOMMNbLIOTEP" COOTBETCTBYET CKOPOCTV Nepebopa Ballero KoMnblTepa.

e EC/M Bbl XOTUTE M3MEPUTb CKOPOCTb PaboTbl rpadmyeckoin kapTbl, U3 COOTBETCTBYHOLLLEMO BbiNaJatoL,ero cnucka
HEeo6X0AMMO BbIGpaTb NYHKT "ITOT KOMMbIOTEP (BMAEOKapTa)' M HaxaTb KHOMKy "TecT'. V3amepuTb CKOpPOCTb
paboTbl GPU MOXHO Takke B COOTBETCTBYHOLLEM NyHKTe MeH0 OTyeThl.
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BHU3Y Bbl yBMAWTE KAuYeCTBO BAlLEro Maposisi U CKOIbKO BPEMEHW NOTpeGyeTcsi A1l ero B3/ioMa B BblGpaHHO

KOHGMry paumm.

Ecnm Bbl nogemTecb ¢ HaMM CKOPOCTLIO Ballero KoMmnblotepa, Mbl 6yp,e|v| BaM O4Y€Hb NPU3HAaTESIbHbI.

2.6.3  MNposepka Mapons

-

WPA passwaord checker

(@)

Enter a password to check it's hash

Password
551D
Hash

Status:

Hashes to compare with
Hash to compare with

12345678
AX¥LER-AP
13CBF S0EY 19534186 70AS050D041047E

Matched m

A¥LER-AP

Remember Cancel

L

JaHHbIA MHCTPYMEHT NpefHa3HauYeH Ans pyUHoK NpoBepkn naposs. MpoBepka Naposs yacto GbIBaeT HeO6XoAMMA
Mpu NpoBepKe Ba/MAHOCTU TOrO UM MHOTO X3Lua.

Wireless Password Recovery
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26.4  TeHepatop Xaweii

-

WPA Hash Generator

(@)
Single hash generator

SSID and password
551D test

Password 12345678

Password hash

Hash FE727AABBEHACIBIFS4CT2432DA14FAEDIZ3EAST L[y
WIFIPRDUMP string testSFE727AABBE4ACIB3F54CT2432DA14FAEDI33 [
Add Cancel

L

MeHepaTop OAHOro X3lla No3Bo/SAET 6bICTPO CreHepUPOBaTL TECTOBYIO 3aMNMCh A8 3a[aHHOTO Naposis U A06aBUTL

€e B CMMCOK X3LUeW.

-
Random hashes generator

===

(]

Create WIFIPRDUMP file with randomly generated hashes |

Password generator options

551D test2
Initial charset a.z
Passwords to generate 100

Minimal password length ]

Maximal password length | &

(Generate

4k |4 ¥

4k

Cancel

L

Ecmm Bbl xomte co3gats WIFIPRDUMP duaiin ¢ onpegeneHHbIM KOMMYECTBOM CjlyvaiiHO CreHepupoBaHHbIX
naponeii, To ANs 3TOr0 Hafo BOCMO/b30BaThbCA MHCTPYMEHTOM Af1A reHepaumm HeCcKofbKux xalleil. B awnanore
co3JaHnsa X3alleli BbloMpaemM MUHUMASIbHYIO U MakCUMaslbHY0 ASIMHY, AMana3oH CMMBOJIOB U 06LLee KOMMYecTBO

reHepupyemMbIx Naposieil.

Wireless Password Recovery
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Dictionary to hash generator ﬁ
o

Create a WIFIPRDUMP file out of a given wordlist |

Source wordlist

Dictionany name Ci\l bt Lj

Destination (WIFIPRDUMP) file options

551D test3

| Madmal number of lines in the output WIFIPRDUMP file
1000

Generate Cancel

e

WMHorga 6biBaeT Heo6xoanMo co3gats TectoBbili WIFIPRDUMP daiin ¢ xawamm 13 yxe rotosbix naposeid. B atom
c/iyyae yao06HO MCMOo/b30BaTh reHepaTop X3LWen no csiosapko. VHTepdieiic 3Toro MHCTPYMeHTa A0BOJSIbHO NPOCT U
COCTOUT M3 Auanora, B BEPXHeN YacTi KOTOPOro 3afaeTcs CMUCOK BXOAHbIX COB A1 reHepatopa. Ha nx ocHose
6yAyT co3haHbl XaWn. B HWKXHEN yacTm HeobxoammMo ykasatb SSID. MOXHO TakKe OrpaHuy4uTL BbIXO4HOW 06bEM
cozgasaemoro WIFIPRPWDUMP d¢uaiina onpefeneHHbIM KOIM4ecTBOM 3anuceil.
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2.6.5  KOHCTPYKTOp X3HALIE/iKOB

Handshake generator =
Create custom WPA handshake
Source and destination addresses
AMAL E8DEZ7562336
SMALC 00216B914CD02
Handshake-related info
551D test
AMNONCE 613B355EAE4F 1CTBEZ 167 30ESF96SDF F2DFAB 297893 1C 308780 79Ca5940356 546
SHONCE BC94749 200443 449F 5730 5A470AFAIOD 2 1AECS 7 3F 38C 24858F 278 39F65C 73295
EAPOL D5 1444007 DCE 136520 28 3F 2404A52 1D30BFAA TS 5A6 FAEFECEAS 268 289EFE 335A 3FAAED 24E
Password-related info
Keyver 2 [=
MIC CO5C11101A945 FBFOASCEBC 2300AESBE7
[] 1 know the password
Password
Add | Cancel |

KOHCTPpYKTOp X3HALEKOB MCMOMb3yeTcst /1 CO3[aHusi HOBbIX 3anuceil B py4yHOM pexume. Hanpumep, Korga
HeobxoaMMo npoaHasnavpoats WPA aaHHble, noslyyeHHble OT GecrnpoBOAHOMO CHudepa, WM co3faTb HOBbIi
X3HALWEeVK N3 MCMOPUYEHHOro UM HeYMTaemMoro Aamn-caiina.
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26.6  KoHctpyktop PMKID

PMEID generator >

m Create custom PMEKID

Source and destination addresses
AMAC eade27562335
SMALC 00216b914cd2

Handshake-related info

5510 HOME
ANONCE

SNONCE

EAPOL

Passwordrelated info

VER VPA v

PMKID AS311C064EE9DE424CT0AF 1B48 243561
[]1 know the password

Password

Add Cancel

3TOT MHCTPYMEHT UCMO/b3YeTcs Npu pyUYHOM co3gaHu PMKID 13 fto6biX NOMb30BaTe/lbCKUX AaHHbIX. Bbl MOXeTe
3aTem 3arpy3uTb HOBYIO 3am1cb B MporpaMMy, HanpumMep, A4/ Aa/lbHelillero BoCCTaHOB/IEHUs Naposis, NPOBEpKM
napons u T. .
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2.6.7  Towuck nmeHn no MAC

MAC to Vendor pod
s

[ _E Search a vendor by its MAC address and vice versa

Start typing into the search box to fiter out unnecessary records

MAC Vendor -
jo. :Fitter: joli jo
9816 E3:C1:B8 Manjing Bangzhang Blectranic Commerce Limited
9817 70:16:9F EtherCAT Technology Group
9318 08:10-C4 Themo Fisher Scientfic Messtechnilke GmbH
5319 50.CC.24 Synaptics, Inc
5320 00:13:86 ABE Inc/Totallow
9821 A4:50:55 BUSWARE.DE
9322 00:15:C4 FLOVEL CO., LTD.
9323 ICEAFS JUBIXCOLTD
9324 |COEEBS Enice Network.
9825 DC:DE:4F Gionee Communication Equipment Co Ltd
9326 E4.82.CC Jumptronic GmbH
FO:76:6F Apple, Inc.
qaZa AN-TRATN Annla Ine b
Copy MAC Copy vendor

OTa ymnuTa npefHasHavyeHa ANs Moucka MMeHW npovs3Boautens obopyposaHua no ero MAC  agpecy wm
Haob0opoT.

[ns novcka BeHAo0pa, HayHWUTe nevatats MAC agpec B none noucka <®unbTp>. AHa/IOTMYHO MOXHO OTO6pasvTbL
Bce MAC agpeca, npyHagnexatine onpeaenieHHomy nponssoaunTento.

2.7  MeH YTUnnTsl

MEeHI0 YTUNTbI COAEPXUT A0MNOSHUTE/bHBIE HAACTPOIKK, NpeAHa3HauYeHHble N1aBHbIM 06pa3oM A1 MPOABUHY ThIX
nosb3oBarteneid. B xoge pa3BuTvisi NporpaMmbl, HAACTPOVKM NONOJHSAKTCS HOBLIMUW YTUIUTAMM.
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2.7.1  OtkpblBaTtenb Naposeii 3a 36e3goUKaMmy ***

i) Asterisk Password Revealer @

A j l"l WIFIPR asterisk password revealer |
i

Run a program (or switch to a window) containing asterisks passwaords.
Drag the magnifying glass overthe = passwords. ff the program is able
to reveal the passwonds, they will be shown here. Please note, some
.',L'J-.'. programs are not supported by WIFIPR (eg. Opera. Firefoo, some

k—-’i) applications written in Java, etc.)

Check to set this window topmost

- Status

Mouse position:
Password available:

Window title:

- Revealed password

oK

[aHHbI VHCTPYMEHT MO3BOSISIET OTKPbLIBATL MApO/M, KOTOpble MPsSYyTCsl 3a 3Be3f04kaMu. JT0 ObIBAET MoJesHo,
korga TpebyeTcs 6bICTPO BCMOMHWTL **** maposib, HO HeT Heo6XOAMMbIX MPOrpammM Mog PyKoin Aans ero
BOCCTaHOB/IEHMSI. [laHHbI MHCTPYMEHT Takke paboTaeT B pexume drag-n-drop: Hy>XHO mepeTaluTb BO/ILEGHY0
Nyny W3 OKHa NporpaMMbl Ha MoJsie CO 3BE3,04UKaMK.

OpHako Xua yTunuta UMeeT P, Or paHnyeHwii;

HekoTopble nporpaMmbl MMeT CBO cOo6CcTBeHHbI GUI, noatomy asterisks revealer He paboTaeT Ha Takux
nporpammax. K HUM oTHocATcs 6pay3epbl Opera, Mozilla, Firefox u T.4.

HekoTopble Beb6 caiitbl MMEKT BCTPOEHHYH 3alluTy, KOTopas 3a 3Be3foykaMu npsdver imbo venyxy, /mbo Tam
[LeNCTBUTENIBHO Haxo[ATcA CUMMBOM *  (3BE3[04YKM MpsAdyTcs 3a 3Be3godkamul). lMpumep Takoro cainta -
mail.yahoo.com, KOTOpbIii XpaHWT 3alLdipoBaHHbIE MaposM B KyKMUCaX.

B HekoTopbIX cUCTEMHbIX guanorax Windows, 3a 3Be3404KamMy TakKe CKPbIBAOTCS CMMBOJIbI *, & HE HacTosL, Wit
napo’sib.

[LN1s1 KOPPEKTHOIN PaBOThbl ITOTO UHCTPYMEHTA TPebyeTcs Hamume NPUBUIETUIA aiMUHICTPATOPa.

2.7.2  YTmTbl Anst pa6oTbl CO CIOBAPSIMU

[lOBOMIbHO CKy[HOE KO/IMYECTBO MPUEMSIEMbIX YTWIUT ANA PaboThl CO  CMeuyasM3pOBaHHLIMU - C/IOBAPSMU
naposeii, BAOXHOBWIO Pa3paboTYVKOB MPOrpaMMbl Ha CO3/aHne CBOEro CO6CTBEHHOrO Habopa MHCTPyMeHToB. C
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noMouibK 3TOro Ha60pa MOXHO JIETKO CO3aBatb HOBblE, peAaKTMpoBaTb MMEKLW NECA C/ioBapn 1 UCMNO/Ib30BaTb
nX B IOObIX nporpaMmmax A1 BOCCTaHOBJ/IEHNA naponel7|.

2.7.2.1 Co3spaHwue cnosaps nNyTem MHAEKCALMMW OKasbHbIX (haiinos

[aHHbI MHCTPYMEHT npefHasHayeH A/ CO3[aHus HOBOrO C/i0Baps BbIGOPKOW (MHAEKcaumen) CoB JIOKaslbHbIX
duaiinioB Bawlero kKomnboTepa. Hanpumep, 310 MoryT 6biTe *.html, *.xml, *.txt, *.doc dpaiinbl, a Takke *.mdb, *.pdf,
*.exe dalinbl 1 T.4.

MHaekcaumss ocHoBaHa Ha TexHosorum IFilter, nogpo6Hee O KOTOPOIi MOXHO nMouymTate Ha caite Wikipedia. CyTb
370l TEXHOI0rMK, paspaboTaHHoi B Microsoft, cBoguTcsa K TOMy, 4TOObl MMETL BO3MOXHOCTb MHAEKCMPOBAaTL TEKCT
no6oro dhaiina, ANs KOTOpOro yCTaHOB/IEH COOTBETCTBYHOLULMA nnaruH IFilter. Takum 06pas3om, MOXHO MOy4YUTb
[OCTYN K TEKCTY, HaxoAsiw,emycs, Hanpumep B draiinax *.exe, *.dll, B 6a3e gaHHbIX NOYTOBbIX K/IMEHTOB U T.A4,.

HecmoTpsi Ha TO, 4TO B VIHTEpHETE MOXHO HailM MHOXEeCTBO mMarmHoB IFllter, kaKk KOMMEpUYEeCKMX TaK WU
6ecnnatHbix, Wireless Password Recovery umeeT BCTPOEHHYH MOAAEPXKKY CrIeAyoL,ux TMnoB ¢aiinos:

apxuBbl: *.zip, *,cab, *.rar

nporpammbl: *.exe, *.dll, *,cpl, *.ocx, *.sys, *.scr, *.drv

TEKCT: *.txt, *.dic

internet: *.html, *.htm

Takvm 06pa3oM, dalinibl C yKasaHHbIMY pacLuupeHmsMy By ayT obpabaTbiBaTbCsl MPOrpaMMoOil Aaxe B TOM Criydae,
€C/IM B CUCTeMe He yCTaHOB/IeH HM oauH IFilter.

Windows 7 wvmeeT BCTPOEHHbIn MHCTpymMeHT Windows Desktop Search, ob6nagatouinii WMPOKUM Habopom
dmnbTPOB AN1A NOAAEMKKM OONbLUMHCTBA MOMNYNSAPHBLIX [OKYMEHTOB. Ha ApyrvMx OnepaumoHHbIX cucTemax,
Windows Desktop Search MOXHO ycTaHOBUTb, CKayaB ero ¢ od). caita Microsoft.
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Wordlist Tools [

@ E] Set up file indexation options Step 22

The word indexation is based on |Filter search engine. You can index any file f an |Fiter was installed for the file
extertion. Without an appropriate [Fitter, contents of a file cannot be parsed and indexed by the program. Be careful,
some 3d-party |Fitters may wark incomecthy!

Select a folder the files fo be indexed) are located at
Parse files in the given folder only (in all subfolders otherwise)
i1l =]
# |ndex all files
Index fileg with the following extension(s) onby

Index: all files except the following extension(s)

Additional options

| Accept alpha-numeric passwords onby nclude phrases
/| Limit maximal word size to (characters): Skip file if its size is greater than (Mb):
o4 100
|Ise custo ord delimiters
Output wordlist format:  ASCII text file [=]

| Mest = || Cancel |

HacTpolika 3TOro MHCTPYMEHTa COCTOMT M3 ABYX rpynn. B nepsoil rpynne Heo6XxOo4MMO YCTaHOBUTbL MyTb K

HayaNbHOMY KaTtasory, duaiisibl B KOTOPOM HEO6X0AMMO NPOVHAEKCUPOBaTb, M 3adaTb CNocob 06paboTkM duaiinos.

A VMeHHo:

e Ob6pabathiBatb (halinibl TOLKO B 3afaHHOM Katasiore. Ecim 3Ta onuus He YCTaHOB/ieHa, TO nporpamma
NoABEPrHeT PEKYPCMBHOMY aHa/IM3y BCE BIOXKEHHbIE MOAKATA/I0rM 1 dhaiisibl B HUX.

® VHAEKCcMpoBaTb BCe (haiisbl

® VHAEKCUMPOBaTb TO/bKO dhaiisibl ¢ 3afaHHbIMU PacLLMpeHnsIMu

® VHAEKCUpoBaTb BCe halisibl, KpOMe Tex, pacLuMpeHnst KOTOPbIX AaHbl

PaclunpeHus duaiinos 3agarotcsa 6e3 Touku U OTAENATCeA 3ansaTtoi. Hanpumep: txt,dic,xml,chm,htm

[pynna ¢ AonosHUTeNbHLIMU HAaCTpoKamu obecneynBaeT KacToMmusaumio 06paboTky ¢ainfios, a UMEHHO:

e ToNMbKO 6yKBEHHO-UMdPOBbLIE nNaponv. Ecim 3Ta onuma  ycTaHoB/eHa, TO nporpaMmma  nponycTut Bce
crneuyasbHble CUMBOSbI. TOMbKO C/I0Ba, COCTosALLMe U3 BYKB U/nnu uidyp byayT obpabaTbiBaTLCS.

e Brouats hpasbl. 3Ta onumsa No3BossieT obpabartbiBate M BKAOYATbL B CMoBapb dpasbl. B gaHHOM crydae,
(pasa paccmarpyBaeTcs B KayecTBe Habopa CMMBOJ/IOB (MakCMMasIbHON AMMHBLI 256) €, KaKk MUHUMYM, OfHUM
npo6esiom.

e OrpaHnynTs pasmep C/oB. PekomeHAyeTca Bcerga ycraHaB/mBate 3Ty onumio. OnTMMasibHas MakcuMasibHas
O/IMHa cfoBa B C/ioBape cocTaB/fseT 8-64 3HaKoB. YMeEHblLUEHMEe MakCVMaslbHOW [AfIMHbI NPUBOAMWT, MHOrAa
[O0BOJMIbHO 3HAYMTENBHO, K YBE/IMYEHMI0 CKOPOCTM 06paboTku duainnoB. He nuwHWM 6yaer HanoMHWTb, 4TO
MakcumasibHaa gavHa napona WPA-PSK cocTtaBnseT 64 cumsona.
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2.71.2.2

e [ponyckatb guaiisbl, ecm ux pasmep 6onblie 3agaHHoro. Hekotopble IFilter'sl oueHb Ao/ro obpabatbiBaroT
6o/bLuMe halinbl, YTO MOXET NPMBECTU K "3aBMCaHNIO" MPOrpaMmbl.

e licnonb3oBate CBOM COOGCTBEHHble pasgenuTesm croB. [pu obpaboTke ¢HANIOB MOXHO 3ajaBaTb CBOU
CO6CTBEHHbIE pa3aenuTenn c/ioB. Hanpumep, 310 MOryT 6bITb cneayrouine cumBosbl: "#3%&'()*+,-./:;<=>?2@{}]
\__ 1, KOHeYHo, nNpoben.

Haxame kHomku Next> 3anyckaeT Mpouecc WHAEKCauyy, KOTOpblii MOXEeT 3aHsATb 3HauuTesibHoe Bpemsi. s
YBE/MYEHNSI CKOPOCTV paboThl, C/I0Bapb BCEX HaWfeHHbIX BO BPEMSI UHAEKCaLUUM C/IOB CO34aeTcsi B onepaTviBHOl
naMsiTi KoMrbloTepa, 4To TpebyeT 3HauWTeSbHbIX 3aTpaT. Ec/m BO Bpemsi paboThl cUCTeMa Bblgasia OLWWGKY
HEXBATKM Namsiv, MOMNpobyiiTe YMEeHbLUMTb MaKCUMaslbHYl0 [AJIMHY C/IOB WM OFPaHuuKUTL  KOIMYECTBO
o6pabaTtbiBaeMbIx (halifioB U MOBTOPUTL BCE CHadasa. locrie 3aBeplueHrsi onepauum U CoXpaHeHusl HaifeHHbIX
C/IOB Ha [AWCK, HEeobXOAMMO OTCOPTMPOBATL WX A1 MOJSlyYeHUst MOSHOLEHHOTO crioBaps. HalifgeHHble croBa
rapaHTMPOBaHO YHMKasbHbI, T.e. He cogepxar ay6mKaToB.

ByabTe OCTOPOXHbI, (MIbTPbI HEKOTOPbIX CTOPOHHMX Pa3paboTUMKOB MOTyT paboTaTb HEKOPPEKTHO, 4TO, Kak
npaBwno, NPMBOAMUT K 3aBMCaHMIO, COOH WM 3KCTPEHHOMY BbIXOA4Y W3 MporpamMmbl. Hanpumep, ¢ owwmbkamu
paboTatoT HeKOTopble qmbTPbl 419 06paboTkm pdf B cucteme Windows XP.

CnusHue cnosapen

VIHCTPYMEHT CMsiHUst cnoBapeii Mcnosb3yeTcs Korga HeobxoaMmMo o06beanHNTL ABa Un 60/1ee cioBapsi B OAUH.
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Wordlist Tools |- 5
@ @ Merge several wordlists into one Step 22
Destination dictionary is a text unicode-based file, ines delimited with CRLF. Set sort checkbox on to sort the output
wordlist and remove duplicate stings. Make sure you have enough space on your destination drive.
Imput wordlists
Dictionan name Full path ar
Somali. udic E:\SYSPWC 11 Wikipedia (part 3)
Spanish. udic E:\SYSPWC 11 Wikipedia (part 3)
Sundanese.udic E:\SYS\PWC 11 \Wikipedia (part 3) | Addfolder |
Sweahili, udic E:\SYS\PWC 11 \Wikipedia (part 3) i | Add files |
Swati, udic E:\SYS\PWC 11 \Wikipedia (part 3) L4
Swedish, udic E:\sYS\PWC 11 \Wikipedia (part 3) | Delete selected |
Tagalog.udic E:\SYS\PWC 11 \Wikipedia (part 3)
Tajik.udic E:SYS\PWC 11 \Wikipedia (part 3) - | Clear list |
Output wordlist
7 Sort output wordlist | Limit RAM usage (Mb)
32 -
Cutput wordlist format:  ASCII text file [ =]
Mext = | | Cancel

Ecnm onuma COPTUMPOBKM BbLIXOAHOTO C/I0Baps HE YCTAHOBJ/IEHA, TO C/MSIHAE NPOWCXOAWUT MyTEM MNPOCTOro
foGaBneHnsi, 6e3 COPTMPOBKM W TMPOBEPKM MOBTOPsOLLMXCA C/oB. Ha npakmke, ofHako, 6osee vacTo
NCNOMb3YETCS C/MAHME C YCTAHOB/IEHHON OMuUMeli COPTUPOBKM, NMPW KOTOPOI BCe C/ioBa B BbIXOAHOM CrioBape
OyayT OTCOPTMpPOBaHbl B anhaBUTHOM MOpPsSAKE WM WUCKMOYeHbl Ay6nvkatbl. CopTvpoBKa MOXET oTbedatb
3HauuTeNlbHOE KOMIMYECTBO OMepatMBHOM MamsiTM, MO3TOMY LENecoobpasHO TakKe yCTaHaB/MBaTb JIMMUT Ha
ncnonb3yemyto namsTtb (B HEGO/bLLIOW yLLepb CKOPOCTN paboThl).

2.7.2.3 AHanus cnosaps

AHanM3 crioBaps COGMPAET U NoKa3bIBAET CIEAYIOLLYI0 CTATUCTUKY:
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Word-list Tools - - ﬁ

= [ —
Word-list statisti
@ E] — = Step 2/2

Select a wordHist you want to view the statistics for and click "Next” button to start word anahysis

Waord4ist to view the statistics for

E:\Program Files\Microsoft Visual Studio'passcape WWPR\debugldichAustralian. pcd Lj
I [¥] Analyse also character frequency

Statistics

FEERCommon information ***** -
File name: Australian. pcd

File size: 54 771

Last modified: April 15 2011 - 12:24:05

Waord-ist type: Passcape Compressed Dictionary

Sorted ascending: Yes

m

FEEERWord statistics: ==

Total words: 72 409

Mon-English words: 0

Multi-word phrases: 0

Bytes per word: 0.69

Bits per character 0.55

1 character words: 16

2 character words: 62

3 character words: 348 i

Next > | Cancel |

O6w,as nHdopmaums

e IMA croBaps

Pasmep B 6alitax

Tun channa

Bpems nocnegHei mogudmkaumm

OTcopTMpoBaH B andiaBUTHOM nopsigke Wiy HeT (MpoBepka NPOU3BOAUTCS TOMbKO eCc/iv ¢oaiil 0TCOPTUPOBaH No
BO3pacTaHuio)

CramcTuka coB

O6LL ee KonmMuecTso CrioB

KonnyecTtBo €f0B TONbKO € JTAaTUHCKMMKU CUMBOTAMU
KonmyecTBO CMOB CO CTPOUHLIMW JTATUHCKUMUK CUMBO/1aMU
KonnyecTtBo €foB ¢ 3arfiaBHbIMU JTAaTUHCKUMUX CUMBOaMM
KonnyecTtBo CMOB C HEMTATUHCKUMW CUMBO1IAMU
KonmuecTBo /0B, COCTOALLUX U3 Lndip

KonmyecTBO C/10B, COCTOALL MX M3 CneupasibHbIX CMMBO/IOB
KonnyecTtBo €/10B C HENEYaTHbIMK CUMBOIAMU
KonnuecTtso ¢ypas, T.e. CMOB, OTAENIEHHBLIX NPO6E/IOM
KonnuectBo 6aiiT Ha OAHO C/ioBO, 6e3 y4yeTa pasgenntenss cnoB. [MoKasblBaeT CpeaHiol CTemneHb CXatus
crioBaps.
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o KonmyectBo GUT Ha ofMH CUMBOS. lokasbiBaeT peasibHYl0 cTeneHb cxatusa croBapsa. Hanpumep, 8 UNICODE
c/ioBape KonmMyecTBo 6UT Ha BGYKBY ByZeT cTpeMuTbeA K 16 (pasfenuteni C/I0B He yUMUTbIBAETCA NpY NofcyeTe),
B 06bl4HbIX ASCIl crnoBapsix - K 8. B HekOTOopbIX Cxatbix pcd crioBapsix ofHa 6ykBa MOXET KoAupoBatbCs B
MeHee yem 1 6ute (CMOTPUTE CKPUHLLOT).

e CTaTuCTVKa C/I0B - CKOJIbKO C/10B, cocToAWwmnx U3 1, 2, 3 n 1.4. 6ykB

AHa/IU3 4aCTOTHOCTV BYKB (€C/IM YCTaHOB/IEHA COOTBETCTBYIOLL A ONLUyst)
e YacToTa, C KOTOPOIi BCTPEUYaeTCs Ta Uim nHasi 6ykea B C/ioBape

2.7.2.4 CopTtnpoOBKa cnosaps

CoptpoBKa cnucka C/ioB npeacTtasfieHa 6 pexvMmamu, u3 KOTopbIX 4 OCHOBHbLIX M 2 pacliupeHHbIX. K OCHOBHbIM
pexumam COPTUPOBKM OTHOCUTCA COPTMPOBKA CMMCKa C/ioB B asihaBUTHOM nopsgke (Mo BO3pacTaHuo W
y6blBaHNIO) U COPTMPOBKA N0 AJMHE cnoBa. Bo Bpems COPTMPOBKM NO asichaBuUTy wam No gJ/iMHe cfioBa Npoucxogut
TaKxe aBTomMartMyeckoe yaaneHue fy6nMKkaTos C/0B.

Wordlist Tools -
@ E] Sorting file P—

& types of sort available here: sort by ascending alphabetic sting order, sort by descending order, sort ascending ar
descending by string length, sort by string length and save results to multiple files associated with the sting length (eg.
1ha, i, 3bd etc.) Additionally you can sort input wordlists in alphabetic order and save results to multiple files
associated with the first letter of the words. For example, abd, bbd, cbd ... z.bd.

Imput wordlists

Co Ll bt =]

Sort options
Sort ascending (and remove duplicates)
Sort descending (and remove duplicates)
Sort ascending by string length
Sort descending by string length
Sort by string length and save output to multiple files
# Sort in alphabetic order and save output to multiple files (eg. abd. bbd, chd )

of |etters) | Limit RAM usage (Mb)
32 s

-

Output wordlist format:  UTFS text file [+]

Mest = || Cancel |
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2.7.2.5

[ononHuTeNbHO MOXHO OTCOPTMPOBATL CMMCOK C/I0B MO A/IMHE M COXPaHWTL pesysibTaTbl B HECKOSbKO halinos,
KOTOpble accouumpyoTcs ¢ A/IMHOM c/ioBa. Hanpumep, B doavin 1.txt 6yayT 3anmcaHbl BCe C/ioBa, cocTosuwime us 1
6yKBbl, B 2.txt - U3 AByx GYKB U T.A4.

AHa/IOTMYHO paboTaeT U WeCTol PeXUM COPTUPOBKU. Mpu 3TOM UCXOAHbLIA CMMCOK COPTUPYETCA B a/ihaBUTHOM
nopsiiKe 1 co3faeTcsl HECKO/bKO LiefIeBbIX C/IOBapeil, COOTBETCTBYIOWUX NepBoli 6ykee crioBa. K npumepy, Bce
C/IOBa, HauuHatolMecsi Ha GykBy A 6yayT 3anucaHbl B duaiin A.txt, cfioBa, HaumHawowmecs ¢ B, - B B.txt u T.4.
Cnefyet UMeTb B BUAY, YTO B HEKOTOpble C/I0BA MOTYT HAUMHATLCS HA CUMBOJbI, KOTOpPble He MOryT GbiTh
1CMo/b30BaHbl B KAUecTBe UMeHW ghalifa. B aTom crlyyae, nporpaMma aBToMatMyecky NpegsioxnuT UM 3ameHy, O
yeM BblgacT COOTBETCTBYIOLL €€ NpeaynpexXaeHre B OKHe CO06LL EHWIA.

Ecnm ycTaHoBneHa onuysa 'MrHopypoBath peructp 6yks', TO COPTUPOBKa OyeT NpoMcXoAuts 6e3 yyeta permctpa.
T.e. cnoea bad, Bad wwm BAD 6yayT cuutateCA OAMHAKOBbLIMW, CO BCEMW BbITEKalW MU oTClO4a
nocnencTBUAMM.

CopmpoBka 60/bluMX duaiiioB (noagepxuBaroTcs duaibl o6bemom 6osee 4 '6) nogpasymMeBaeT MHTEHCMBHOE
MCMNOMb30BaHWEe OMNepaTvBHON MamsiTM, 06beM KOTOPOA MOXHO SMMWTUPOBATL COOTBETCTBYHOLLER onuuei. Ans
60/bLIMX (IAI0B, HE PEKOMEHAYETCS yCTaHaB/WMBaTb IMMUT UCMO/b3YEMO NaMaT MeHee 16 M6, T.K. 3TO MOXeT
NOB/MATL Ha GbICTPOA,ENCTBME COPTUPOBKM.

VIMA LieneBoro crioBaps MOXET coBnagatb C UICXOAHbIM, OA4HaKO 3To AiefilaTb He peKoMeHayeTcs.

Mpy COpTMPOBKE MOTYT CO34aBaTbCs BCMOMOrate/ibHble oaiisibl BO BPEMEHHOM KaTasiore nporpamMMbl.
Y6eamuTech, YTo Ha MCKe, e PacrnosfioXeH BPeMeHHbIV Katasior, oCTaTouHo MecTa A/ cBon ¢iaiiios.

KoHBepTep cnosapeii

MHOXeCTBO C/ioBapeii, KOTOpble MOXHO HaiTM B VIHTepHeTe, nNpeAcTaB/ieHbl, Kak MpaBWio, TPEMS OCHOBHbLIMM
dropmaramu: ASCIl, UTF16 (Unicode) n UTF8. C noMOLbi0 [aHHOrO WHCTPYMEHTa MOXHO KOHBEpPTMPOBAaTb
cnoBapb M3 0OAHOro diopmMata B [APYroi, a Takke OMuUMOHaulbHO CxXumate ux B ZIP daiin. Kpome Tpex
BbILLEYMOMSAHYTbIX (iOpMaTtoB, nporpaMMa MMeeT NoAAepXKy CBOero cobcTteeHHoro dopmara PCD (Passcape
Compressed Dictionary), KoTopblii B 60/bLUMHCTBE C/lyyaeB, AaeT 6GOMblUMiA BbIMIPbIL B pasMepe Aaxe Mo
CpaBHeHMI0 COo cxXartbiM ZIP apxvusom.

CospaHvie 6onbwinx PCD ¢haiisioB MOXeT noTpeboBaTth 3HauuTelsHoe Bpemsi!
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-
Word-list Tools . — et
@ E] Word-list format converter Step 2/2

Select an input wordHist you want to convert. By default. the program detects input file format automatically. However
you can da it implicithy.

Input word-ists
| |
E:\Downloadsifbnames\facebook-f last-withcount., tutfacebook-firstlast. pcd Lj
| Input file format Auto-detect -

COutput wordist file format

Cutput file format PCD (Passcape Compressed Dictionary) i

[|Compress output file into ZIP anchive

[==—Next-»——| | Cancel |

WHTepdpeiic 3Toro MHCTPYMEHTa [0BO/IbHO NPOCT. B BepxHeli rpynne HeoGXOANMO BbiGpaTb MCXOAHbIA CMoBapb U
ero doopmar. Mo ymonyaHuio, nporpaMma onpeaenseT dopmar daiina camocTosTeNlbHO, HO MOXHO 3a/aBaTb ero u
HenocpeCTBEHHO.

Ecnm dopmatr PCD duaiina pacnosHaeTtcss O4HO3HA4YHO, TO C TEeKCTOBbIMM (haiiiaMu He BCe Tak npocTo. Kak
npaBuo, TeKcToBble duainbl/cnosapn B dopmare UTF16 nam UTF8 umetoT B Havyane ABYyX- WK Tpex-6aiiToBblii
Mapkep, onvcbiBawowWwmii ™n daina. OfHako, BcTpevaroTcs HOHUKOAHbIE CcrioBapu 6e3  onpefenuTesibHbIX
MapkepoB. [na Takmx ‘TskenbiX' clyyaeB criefyeT BbICTaBMsATb UM UCXOAHOro daiina Bpy4Hylo. VHaue
nporpamma, He yB/AEeB COOTBETCTBYHOLL MM naeHMdmMKaTop, HEBEPHO onpeaeunT diain kak ASCII.

LleneBoii crioBapb aHasiorMyHo 3a4aeTcs OfHNUM U3 YeTblpeX OMUCaHHbIX Bblllie (IOPMAaToB. YCTAaHOB/IEHHAS ONLWs
KOMMNPEeccun AomNosHNTeNIbHO COXMET BbIXOAHOI dhaiin B ZIP apxuB.

IMsa LeneBoro cioBapst MOXET COBNagaTth C UCXOAHLIM, OfHAKO 3TO Ae/iaTb He peKkoMeHayeTcsl.

2.7.2.6 CpaBHeHue cnoBapel

VHorga TpebyeTcs onpegemts WAEeHTUYHOCTL ABYX (haiinoB. [/ 3TOr0 M CyL,eCTBYET UHCTPYMEHT CpaBHEHUS
cnoapeii.
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Word-list Toals

=iy — I.E_E-J
@ E] Compare 2 word-lists Step 22

Select 2 wordHist you want to compare. Keep in mind that binany mode uses byte-by-byte comparison, while sting

comparison mode is a bit different. For example, you can compare word-ists of different types here jeg. PCD and UTF
files).

I Waord-ists to compare

Wordist 1
C:\Downloads\imdbunique. tit Lj
i
Wondist 2
C:\Downloads\imdbenglish. pcd Lj

Comparison mode

() Perform sting comparison

(") Perform binary comparison

[|lgnore case {disregard the case of letters)

[==—Next-»——| | Cancel |

B AaHHOM MHCTpYMeHTe npefyCcMOTPEHbI ABa pexunMa paboTsi:

1. [lBom4yHOe cpaBHeHuve, A9 N06ainTHOro cpaBHEHNs Ao

2. TlocTpouyHOe cpaBHEHWE, KOTOpOe CpaBHMBAET He GaiiTbl, a C/I0Ba. DTOT PEXUM NpuMevaTesieH TeM, YTO MOXHO
3afaBatb C/ioBapu pasnnyHbix coopmatos. Hanpumep, PCD u UNICODE, wn UNICODE n ASCIL.

EC/M ycTaHOB/IEHA OMUMSI UrHOPMPOBAHMA pernctpa 6yKB (TOSIbKO B pexume MOCTPOUYHOrO CpaBHeHusl), To,
Hanpumep, cnosa bad 1 Bad 6yayT cunTaThbCa OA4NHAKOBLIMM.

2.7.2.7 [1ONONHUTENbHbIE NHCTPYMEHTbI

[JononHutenbHble MHCTPYMEHTLI NpeAHa3HaueHbl raBHbIM 006pa3oM A1 pefakTMpoBaHus 1 LOBOAKN YXXe FOTOBbIX
cnoapeii.
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'l |
Wordlist Tools [
@ E] Additional operations for existing wordlists ——
Select. what do you want to do with your wordlist. Even though it is not recommended., you can overwrite your input
wordlist by setting the same output wordlist name as the input one.
Input wordlist : Cahh il bt 'J'
~ Action
Convert all words to lower case Convert all words to upper case
Capitalize words (eg. bad -= Bad) Remove word duplicates
Remove non-English words Remove non-alpha words (1234, |@#%, 08-19-20...
Remaowve English words Cut leading and trailing spaces
Cut leading and trailing spaces and numbers Cut spaces, numbers and special symbaols
Split wordlist to chunks by setting max. size Split to chunks by setting max. number of stings
100 Mb - 1000000
Set minimal word length Set maximal word length
3 s 54 s
Change line delimiter Convert HTML ertities to human-+eadable form
CRLF -
# 5Set custom fiter based on Hybrid Dictionany attack rules
sal@ss Ssbisl 1so0se 3ai 1st7
Output wordlist format:  UTFS text file [~ |
Mext = | | Cancel
L

VIHCTpYMeHThI BK/IIOUAKOT B Ce0A crieytoLwne onepauum:

MpeobpasoBaHye BCeX C/I0B CI0Baps B HWXHUIA pernctp. Hanpumvep, BAD -> bad.
MpeobpasoBaHune C/I0B B BEPXHWIA pernctp. Hanpuwvep, Bad -> BAD.

MepBas GykBa - 3arfaBHasi, oCTa/lbHble CTpoYHble. Hanpumep, bad -> Bad.

YnaneHve ny6nvkaToB (MOBTOPSIHOLLUXCS) CMOB

YnaneHve HeaHrIMIACKUX C/I0B

YpaneHne cnos, LUENMKOM COCTOALLUX M3 umMdp Wunin cneumanbHblXx cumBonoB. Hanpumep, 12345, |@#%$%, 08-
19-10n 1.4.

YaaneHve aHrnickux cros

O6pesaHne/yaaneHvie npobenos cnepeaun 1 c3agun cnosa

O6pe3aHne/yganeHve npobenos u undp

O6pesaHne/yaaneHve npobenos, UMgp U cneunabHbIX CYUMBOJIOB

Pa3bueHne cnoBaps Ha YacT N0 MakCUMaslbHOMY pasmepy

Pa3bueHne cnoBaps Ha 4acT N0 MaKCUMaslbHOMY KOMMYEeCTBY C/I0B

YaaneHve cnoB, MeHbLUe 3aaHHON O/MHbI

YnaneHve cnoB, 60/bLUe 3afaHHON A/IMHBI

Vi3smMeHeHve pa3genurens CTPoK

KoHBepTep HTML o6bekToB. Hanpumep, &amp: -> & wm &#064; -> @

YcTaHOBKa CBOEro cobCTBEHHOro gwibTpa Ha OCHoBe npasua [MbpnaHoi ATakm N0 C0Bapto
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B kauecTBe MCXOAHOro crioBaps noggepxuearTtcs duainbl B dopmare ASCIl, UTF16, UTF8 u PCD. BbixogHoi
cnoBapb MOXeT 6bITb TekcToM ASCII, UTF16, nm6o UTF8.

IMeHa MCXOLHOrO 1 LefieBoro C/ioBapsi MoryT 6biTb OAMHAKOBbIMM (HE pekomeHayeTcs). Mpu 3TOM WUCXOAHbIV
cnoBapb GyfeT nepesanvcaH.

2.7.2.8 VHpekcaums XKecTKoro gucka

Co3pgaHve cfoBaps nyTeM MHAEKCMPOBaHWSA XEeCTKOro Aucka (C nocneayloLLeid atakoli no aToMy C/0Bapio) - 3T0
[0BOJIbHO MOME3HbIA Y NPOABWHYTHIA MHCTPYMEHT pacLUundipOBKM Naposieli ToKasbHbIX y4eTHbIX 3anvcein Windows.

YacTo nonb3oBates, He oTAaBas cebe OT4eTa, 3a4al0T OfVHaKOBble Maposu A yveTHoi 3anmcm Windows,
naponeii Web, ICQ u T.4. CMbIC1 AAHHOrO MHCTPYMEHTa COCTOMT B CO3[aHWMU C/I0Bapsi BCEX HalfEHHbIX U
MCNOMb30BaHHbIX paHee naposieil, nepenncku nosb3oBatesns, CMI0B U3 MOCMeAHNX OTKPbIBAEMbIX (AAIoB M T.A4.
Bnocneactsumn, cobpaHHbIi CoBapb MOXHO 3afelicTBOBaTb A5 MOMCKa Naposieit fIOKasTbHbIX YUETHbIX 3anuceil.
3Ta TEXHO/0rMA UCNOb3YyeTcs B UHTeNNeKTyanbHON aTake.

HacTpolika MHCTPYMEHTA YC/I0BHO COCTOMUT U3 YEThIPEX HacTeli:

Word-list Toals i

T

s Index words and passwords in HDD sensitive areas
@ @ Step 25

Select what kind of system passwords do you need to index

Enumerate all known system passwords
[] Active Directory plaintext passwords
[¥] Autologon passwords
[¥|Cached logon credentials
[¥]SGL logon passwords
1S passwords
[/]Well known NT plaintext passwords
[¥|Windows Media passwords
MSGIMA stored plaintesd passwords (Win2kK onby)
RAS, Dialup, WP, D5L connection passwords
[|CRD credentials (WCM backups)
[¥|Windows Credential Manager passwords
Explorer FTF passwords
[ Wireless connection passwords
[#]Cld IM passwords
Far passwords
[¥]Cther Windows passwords

[ Mest=>—| | Cancel |
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BHauvane, Heob6xo4MmoO BbIGpaTb CMMCOK CUCTEMHBLIX MoAyJel, koTopble OyayT 3a4elicTBOBaHbl MpU CO34aHnM
c/ioBapsl. 3 MOAY/M NPOU3BOAAT MOUCK M UHAEKCAUMIO CNIeAYHOLLMX BULOB Naposieli Ha XeCcTKOM AWNCKe Ballero
KoMMblOTEPA: TEKCTOBbIE Naponm Active Directory, naposn aBTo3arpy3ku 1 K3LMPOBaHHbIE Maposv aBTo3arpy3ku,
SQL, lIS, Windows Media, TekctoBble naponm Win2K, napomm coegunHeHunii RAS, Dialup, VPN, DSL, WEP, WPA,
FTP, naponn Windows Credential Manager, naponm Instant Messanger'os u gp.

Word-list Toals i

(— )

@ @ Index words and passwords in HDD sensitive areas Step 3/5

Select what kind of browser/email passwords do you need to index

Passwords for popular browsers and email clients
[¥] 5afar browser passwords
[¥]Chrome browser passwords
[¥]Opera browser passwords
Mozilla (Firefoe, Flock, K-Meleon, Thunderhird, etc ) passwords
I Imtemet Explorer browser passwords
[¥] TheBat! email client passwords
Eudora email client passwords
IncrediMail email client passwords
[¥]Outlook Express email client passwords
[¥]Outlook email client passwords
[V Windows Mail and Windows Live Mail passwords

[ [

Bo BTOpOI YacT HacTpoek HeO6XxoAUMO BbiOpaTb Gpay3epbl U MOYTOBbIE KMEHTbI, NApOM KOTOPbIX Takxe Hano
Hallm 1 nob6aBuTb B cO3aBaeMblii cfioBapb. Mporpamma noggepXunBaeT OCHOBHbIE MOMNY/sSipHble 0603peBaTenu
VHTepHeT: Safari, Chrome, Opera, Mozilla 6pay3epbl (Firefox, K-Meleon, Flock n T.4.), Internet Explorer.
lMouToBbIE KMEHTLI NpeAcTaB/ieHbl cneayownmm nporpammamu: TheBat!, Eudora, IncrediMail, Outlook Express,
Outlook, Windows Mail, Windows Live Mail.
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Word-list Toals [

(— )

Index words and passwords in HDD sensitive areas Step 4/5

Indexing all words from email databases (messages. attachments, etc.)

Index all words stored by the following programs
[ TheBat! {mailboxes, messages, attachments)
Eudora (mailboxes, messages, attachments)
IncrediMail (mailboxes, messages. attachments)
[¥]Windows Mail {mailboxes, messages, attachments)
| Mozilla, Firsfoe, Thunderbird, K-Meleon, etc. (message store)
[¥]Opera {messages, mailboxes, dictionaries)
[¥]Outlook: Express (mailboxes, messages, attachments)
[¥]Outlook: mailboxes, messages, attachments)

|~ Next» | | Cancel |

Kpome c6opa naposeii, nporpamma MOXeT MHAEKCUPOBAaTb MOYTOBYIO MEPEnucKy Mosb30BaTens, CKaHupys Bce
HalileHHble NMOYTOBbIE AL WKW, COOGLLEHS, BMOXEHNUS U T.4. MOUCK No AMCKY NPOM3BOAMUTCS AS BCEX YUETHbIX
3anuceil cucTeMbl, TaK YTO 3TOT MPOLECC MOXET 3aHATb 3HAuMTe/lbHOE BpeMmsi, O0COBGEeHHO, ec/M B cucteme
nponucaHbl MHOTO Mosib3oBateneli M 6asbl AaHHbIX MOYTOBbLIX K/MEHTOB - GOfbliuve. Tak WU MHave, MOXHO
BK/II0UATL/OTK/0YATb KaXAblii MOAY /b OTAENbHO.
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Word-list Toals =

@ @ Index words and passwords in HDD sensitive areas Step 5/5

Indexing words from recenthy used files. Click ‘Next” to start indesation. The operation may take minutes ar even hours
to complete, be patient please.

Indeze all words from recently used files

Additional options

Limit maximal word size to (characters): [ | Skip file if its size is greater than (Mb):
32 10
[ Use custom word delimiters
ro= Lo
[ Dont index (skip) files with the following extention|s)
rar, 7z
i

|~ MNedts | | Cancel |

M, HakoHeL, B NocnegHeM fuasiore UMeeTcsl BO3MOXHOCTb 3a4aTb Onuun UHAEKCUPOBAHMSA C/I0B BCEX MOC/ELHUX

dhaiinoB, OTKpbIBaEMbIX paHee TekyLl UM Nosib3oBartesieM. JocTynHbl cneaytoLne HacTPOMKM:

e 3agatb SMMWUT MaKCUMaslbHOM AJ/WMHbI C/I0B, MOMELLaeMbIX B c/ioBapb. Bce croBa, AsmHa KoTopbix 6Gosee
3a/laHHOro IMMuTa, GyAYT NPONYLL EHBI.

o [lponyckatb ¢uaiisibl, pasmep KoTopbix 6onee 3agaHHoro. Pasmep 3agaetcs B M6.

e licnonb3oBatb CBOM pasfennTtenun cnoB. Mo yMonyaHuio, pasgenntensMu C/ioB SIB/SIOTCS BCe He asihaBuTHble
OYKBbI.

e He nHpekcupoBath dhaiisibl ¢ 3agaHHbIMK paclumpeHnsiMn. Vicnonbayiite aTy onumio 418 NPONycKa HEHYXXHbIX Ha
Ball B3ras4, ¢aiinos.

Mocne Haxatna KHOMKK Next>, HauHeTCa UHAeKcupoBaHue.
Vwveiite B BUaY, 3TOT NPOLIECC MOXET 3aHsTb 3HAUUTE/IbHOE Bpems!

2.7.2.9 MNouck HTML ccbiniokK

JTa yunuTa 6blna paspaboTtaHa 4,19 BbiTaCKMBaHMA cCbliok M3 HTML duaiinos.
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Wordlist Tools [

@ E] HTML link extractor Step 2/2

lUsing the link extractor you can easity extract all links out of html files located on vour local drive. Just specify the
initial directory where to start scanning from. Consider sorting output list to remove duplicates.

Select a folder the files fo be indexed) are located at
| Parse files in the given folder only (in all subfolders otherwise)
E:'\Sites\domainsthts-cache = B
Index all files
#| |Index files with the following extension(s) anly
htm,himl
Index all files except the following extension|s)

j5,c88

Additional options

Look in HTML header ¥ | Look in HTML body
Type of link
HREFs | - |
Output wordlist format:  ASCII text file [+]

HacTpolika 3TOro MHCTPYMEHTa COCTOMT M3 ABYX rpynn. B nepsoil rpynne Heo6XxOo4MMO YCTaHOBUTbL MyTb K

UCXOAHOMY KaTasiory, B KOTOPOM HEO6X0AUMO MPOBECTU NOUCK, U 3a4aTb CNocob 06paboTkm diainioB. A UMEHHO:

e Ob6pabathiBath (halinbl TOLKO B 3afaHHOM Katasiore. Ecim 3Ta onuus He YCTaHOB/IeHa, TO nporpamma
NoABEPrHeT PEKYPCMBHOMY aHa/IM3y BCE BIOXKEHHbIE MOAKATA/I0rM 1 dhaiisibl B HUX.

® VHAEKcMpoBaTb BCe (haiisbl

® VHAEKCUMPOBaTb TO/bKO dhaiisibl ¢ 3afaHHbIMU PacLLMpeHnsIMu

® VHAEKCUpoBaTb BCe halisibl, KpOMe Tex, pacLuMpeHnst KOTOPbIX AaHbl

Mo ymonyaHuto, ytunmTta npovM3BOANUT NOUCK CCb1oK B *.htm n *.html dhannax.

pynna ¢ AonosHUTENbHLIMU HACTPOWKaMK yCcTaHaBMBAET TUMN CChIMIOK A8 Noucka 1 rae nx HeobxoAuMo UCKaTb:
e Vickatb B 3aronoske HTML daiinos.

e Vickatb B Tene HTML daiinos.

e Vickatb ccbinkun B Tare HREF, SRC unm B 0601x Tarax.

Haxxamme kHomky Next> 3anyckaeT Mpouecc noucka, KOTOpbIi MOXET 3aHsiTb 3HauuTenbHoe BpeMs. [Mocne
3aBEpLUEHMS onepauyn N COXPaHEHUA HaliEHOro crnmcka CCbIIOK Ha AWCK, HEOGXOAMMO OTCOPTMPOBaThL €ro,
yT06bI N36aBUTLCS OT AY6MKATOB.
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2.8  MeHo HacTtpoiiku

2.8.1 O6uwue
O6LL e HacTPoliKK pa3feneHbl Ha HECKO/IbKO YacTeld.
2.8.1.1 0O6wue
General options *
J T
'.;( Uj t.’ Common
! Ty
General options - Attack progress
/j;'f' Save attack every (minutes): 3 =
& -
w Update progress bar every (zec): 3 =
Attack Options Delete progress status for all attacks of the cument project
=
\.'.v
- Password cache
CPU settings =N I pEss s
- Remove cached passwords (16063 tems)
View cached passwords (16063 entries)
v | Duplicate found passwonds to PASSWORDS. TXT file
GPU settings Fero out PASSWORDS. TXT every time a new project is started
“
- Miscellaneous
Check for updates at startup
Password filters Duplicate log message to WIFIPR.LOG file
‘x View log
GPU health ~
QK Cancel

MepBas rpynna HAacTPOeK MO3BOJISIET 3aaTb MHTEPBasbI COXPAHEHUSI 1 OGHOB/IEHUSI TEKYLLLET0 COCTOSIHUA aTakW.
Mo yMonuaHuio, ataka COXpaHseT CBOe COCTOsiHME Kaxble 5 MUHYT (B Noc/iefcTBUE, MOXHO NPOAO/IKUTL aTaky C
Noc/IeAHEro COXPaHeHHOro COCTOSIHMS) U OBHOB/ISIET 3KPaH KaxAble 3 CeKyHAbl.

Kal naponei
Bce HaligeHHble nporpaMmoli naposm K3WUpytTcsa No  ymonyaHuio. OueHb Mone3Has  LWTyka, KoTtopas

3ajelicTBOBaHa BO MHOMMX nogcucteMax. Hanpumep, B WHTENNEKTyaslbHOW WM NpefBapuTeNbHON  aTake.
PekomeHnayeTcs yaanats K3l naposiei ToNbKo B KpaliHuX ciy4vasix. Hanpyumep, Korga ux KonmyecTBo nepesansio
3a [4eCHATOK ThicsAY. B 3TOM c/lyyae CKOpocTb paboTbl B HEKOTOPbIX aTakax 3HauyuTeslbHO NajaeT.

LOononHNTENbHO MOXHO YCTaHOBUTL OMNuUMIO Ay6MpoBaHUSA HalideHHbIX Maposieil B TEKCTOBbIA duaiin. B cnyuvae
YCTaHOBKM 3TOl OMuMW, HampvMep, MpW HenpeaBuAEHHOM cboe B nporpaMme WM BHE3anHoM OTK/IYEeHUU
NMUTaHUA KOMMbIOTEPA, BCE HalfeHHbIE Napo/n BCe paBHO OyAyT COXpPaHEHbI.

Check for updates at startup - npoBepsATb HasmMuMe OGHOBAEHWIA NPU KabKAOM 3arnycke mporpaMmbl. 3Ta onums
paboTaeT TO/IbKO €C/M Ha KOMMbIOTEPE eCTb aKTMBHOE MHTEPHET MNOAK/HOYEHME.
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Duplicate log messages to wifipr.log file - ecqim ycTaHoB/EHA 3Ta ONuUys, TO BCE 3anuCK XypHasa cobbituin yayT
npoay6mpoBaHbl B diainn WIFIPR.LOG. Onuusi nonesHa B TOM C/lyyae, ec/iv nporpamma paboTtaeT HecTabuibHO
nnm 3aBucaet. ®aiin WIFIPR.LOG pacnosioxeH B kKaTasiore ¢ NporpaMmMoii.

Overwrite log file - nepe3sanuceiBats WIFIPR.LOG npu kakgom 3anycke nporpammbl. Ecnv aTta onuus He 3aaHa,
TO BCE HOBble CO06LL,eHUs1 ByayT A06aBNATLCSA B KOHel, thaiina.

2.8.1.2 Hactpoiiku aTak

General options *

Advanced attack options

P - Advanced
| Save project every time new attack is starting, stopping or a password is found
ey v | Automatically run preliminary attack when importing hashes
| Automatically select first valid hash upon import
| Select first hash/handshake, no matter valid or not
Once attack is finished, select next valid hash and restart the recaveny

CPU settings | Automatically set handshake state as valid when password is found

T v | Check MAC passwords when loading handshakes | Fast v
GPU settings
< - Multimode

Always run multimode e
Fassword filters Favor speed. Stop recovery other items {with the same 5510 after the first found password. o

GPU health ©

QK Cancel
JononuutensHo

e 'Save project every time new attack is starting or stopping'. CoxpaHsiTb (paiisi NpoekTa KaxAabliA pas, korga
3anyckaeTcs Wn ocTaHaB/IMBAETCA aTtaka.

e Automatically run preliminary attack when importing hashes. ABTomatMueckuin 3anyck npeaBapuTe/ibHON aTaku
nocsie Kaaoro nMnopTa xawei. [aHHas aTaka MO3BOJISIET 3a CUMTAHHbIE CEKYyHAbl BbiSIBUTb 0CO60 Cabble
naposu.

o Automatically select first valid hash upon import. ABTomMamueckn BblGupatL MNePBbIA Ba/MAHbIA X3W A5
nocniefyLLero aHanmsa.

e Once attack is finished, select next valid hash and restart the recovery. Ecqin ycTaHOB/ieHa 3Ta onuus, To nocrie
TOro, KaK aTaka 3akOHYeHa, He BaXXHO, YCMEeLLHO WM HET, nporpamMmma BbloepeT CrieyoLyo Ba/MaHY0 3anucb
B CMMCKe 1 aBTOMaTU4YeCcKn 3anyCTvT HOBYIO ataky.
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e 'Set handshake state to valid when password is found'. HekoTopble nosb3oBaTesniM NpeAnoyYnTaldT UMETbL MOJHbIN
KOHTPO/Ib Haf, MpoLEeCcCOM BOCCTaHOBMeHusl. Ecim aTa onuus 3agadHa, TO nocsie Toro, kak Mnaposb Hallescs,
COOTBETCTBYIOLL U1 X3HALLEVK aBTOMATMYECKN NoMevaeTcs kak 'BanmaHbliii'.

e Check MAC passwords when loading handshakes. lMpoeepsiTe naposnu, Ha ocHoBe MAC agpeca, BO Bpems
3arpy3ku xaweii. JJocTynHo fBa asroputMa npoBepKn: BbICTPbINA 1 11y GOKWIA.

MynbTnpexumm
B My/rbTMpexuMe nporpaMma Mo3BO/IIET Noa6upats Mapo/ib K X3HALWekaM ¢ oguHakoBbiM  ESSID

OfJHOBPEMEHHO, TNpakTMyecku 6e3 notepu CcKopocTi. Jamnbl GecrnpoBOAHbIX CETell MOryT COAepXaTb
MOBPEXAEHHbIE X3HALWENKN N 4acTo HET HMKaKol BO3MOXHOCTM [OCTOBEPHO OMNPeAe/nTb Ba/AHbIA WM HET
onpeaenHHbii  XaHawWwelik. Boree Toro, HeKOTopble MoAenM Todek [ocTyna Mo-yMOMUYaHUIO UCMOSMb3YHT
OfiMHaKoBble MMeHa ceTv. [MporpaMMa MOXeT KOMGUHMPOBaTb X3HALIEHKM C O4MHAKOBbLIMW VMEHaMu CEeTM U
pacwudpoBbIBaTL NAPOM K HUM OfHOBPEMEHHO. /151 3TOr0 U CYLL,eCTBYET My IbTUPEXMUM.

e 'Multimode'. BbibepuTe, 4TO HEOOXOA4MMO NPEANPUHATL, eC/iM NporpaMma OBHapyXuna BO3MOXHOCTb paboTbl B
MyJIbTUPEXUME:

- Bcerpa BbIBOANTL 3aMpoc O NEPEXOLE B MYJ/TbTUPEXMM

- He cnpawwvBaTth, Bcerga 3anyckarb My/ibTMPEXuM (pEKOMeHAyeTCs)

- He cnpawwvBaTtb, HUKOrga He 3anyckatb My /b TUPEXMM
YuiTe, ec/m ycTaHOB/IEHA OMuMs aBTOMATVYECKOro Bbibopa criefylouiero xawa v onuusa 'Becerga BbIBOAUTb
3anpoc 0 nepexoje B My/fbTUpeXuM' , TO nporpamma 6yAeT BbiBOAWTL 3anpoc KaxAbli pa3 npu nepexoge Ha
HOBbIIi X3LW (MpW YC/I0BWK, YTO ByAEeT AOCTYNEH My TbTUPEXIM).

o Jlorvka paboTbl NporpaMMbl B My /IbTUPEXMME:

- MonHbin nouck. [porpamma 6yAeT cTapaTtbCA HalM CTOMbKO Maposieli, CKOMbKO BO3MOXHO.
My NbTMpEXnM MPOAOIKUT paboTy MOKa He 3aKOHYUTCS araka Wi He GyAyT HalieHbl NaposM Bcex 3anuceld ans
nepe6upaemoro SSID. Ec/m nepebupaemMble 3annucu COCTOSAT M3 HeCKosbkMX TMNoB (PMK x3Ll, X3HALWERAK num
PMKID), To MynbTMpexum 6yaeT rapaHTpoBaHHO 3anyLyeH 418 KakKA0oro U3 HuX.

- YMHbI nouck. Ecnn HaligeH naponb Ans onpegeneHHoro SSID n BSSID, nporpamma nepekitountcs Ha
apyroi BSSID n 1.4. Mpu HaxoxpgeHun napons ana PMKID, octanbHble PMKID-3anncu ¢ Takum e SSID u
X3HALWelk-3anmMcy ¢ TakuMm xe SSID n BSSID, 6yayT nponyLi, eHsbl.

- BbicTpbIli Nnonck. Mocne Toro, Kak GyAeT HadeH NepBblii Naposb, OCTa/lbHbIE 3anncK, Aaxe ecam BSSID
Apyroi, 6yayT nponyLyeHbl. Hanpymep, B cnivcke xaleli NpucyTCTBYHOT pasHble Tunbl 3anucu: PMK, xaHaLweikun
n PMKID. Mocne Toro, Kak nporpaMma HaigeT naposb, K npumepy, PMK-3anucu, To Bce oCTaslbHble TWMbI C TakUM
Xe SSID (He BaxHo, PMKID, xaHgweikn nim PMK) 6yayT NpoUrHOpMpoBaHbl U My/TbTUPEXMM MEPEKTIOYNTCS Ha
apyroi SSID.
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2.8.1.3

HacTtpowiku CPU

General options *
General options - CPU options
2 =
- Processor utilization: 8 = Detect
-
& Instruction set: AVRZ il Detect
Attack Opti
e Attack thread|z) priority: Nomal =
CPU settings - CPU information
= MName: Intel{R) Core{TM})i7-4770 CPU @& 3 40GHz
L Speed: 3358
Cores: g
GPU settings Type: family &, model 12, stepping 3
< Features flag: BFEBFBFF
MMX: Yes
SSEZ: Yes
Fassword filters AV Yes
GPU health ~
oK Cancel

MockombKy GOSbLUMHCTBO aTak MMEKT MOoAAepXKKY MHOronoTo4HOCTM, TO MOXHO 3aaBalb  KOMYECTBO
O[lHOBPEMEHHO BbINO/IHAEMbIX MOTOKOB nepe6opa. B 6GOMbLIMHCTBE C/lyyaeB, OHO [O/DKHO COBMagatb C
KofmyecTBOM agep npoueccopa. OfHako, ec/iv NPOUCXOAUT MOWUCK Mmaposieli ¢ NMomoLL bl BUAEOoKapTbl, TO 3T0
3HaUYeHMe [0/KHO 6biTb YMEHbLLIEHO.

B Wireless Password Recovery anroputvbl nepebopa ontMMU3vpoBaHbl Noj pasHble apxXuTeKTypbl npoLeccopa:
X86, MMX, SSE2 n AVX2. EcTecTBEHHO, Ha npoueccopax, noaaepXuBaroL X HOBYH apxuTekTypy, nepebop
OCYLLLecTB/IA€TCA ropasno beicTpee.

B 60/bLUMHCTBE C/lyYaeB NPUOPUTET aTaku He peKoMeHAyeTCs 3a[aBaTb Bblllle HOPMasbHOM, B MPOTMBHOM C/lyuae
MOXHO 6y eT Hab/oA4aTh 3HAUNUTENIbHOE CHIDKEHME NPOM3BOAUTENILHOCTU BCEW CUCTEMBI B LIE/IOM.
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2.8.1.4 Hactpoiiku GPU

General options *
General options - Devices
2. Nvidia CLIDA - GeForce RTX 2060
#
i nvcuda
ey 445 87
Attack Cptions
o - Device description
o
Device name GeForce RTX 2060 -
i Compute capability 75
C_PU “tt'”gs Peak performance (hillion ops/sec) 403
T Multiprocessaor count )]
Cores 240
Clock rate 1.68 Ghz
GPU settings Total memory 4096 Mb
< i Memory clock rate 7001 Mhz
Memory bus width 152-bit
L2 cache size 3145728 bytes
Password filters Threads per block 1024 -
f 4 3
Adjust GPU Timeout Detection and Recovery Save device info to file
QK Cancel

Mepeg 3anyckoM atakm Ha GPU, Heo6xoAumMo BbiGpats ee B 06LLMX HAcTpolikax mporpammel. [as 3Toro npocTto
MocTaBbTe Fa/IOUKY HaNpoOTVB MMEHW BMAEO KapTbl. BCe OCHOBHblE XapaKTepUCTVKM YCTPOCTBA OTOOpPaKeHb! B
HWXHe Tabnmue. Mporpamma noggepxusaeT paboTy Ao 255 yCTpoincTs.
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2.8.1.5 ®unbTpbl Naponei

General options *
“©

%

©

General options Filters are global across all attacks. Be careful, some filtters are mutually exclusive and can stall the program., some ones
affect performance drastically.

/ - Password filters

# Filter

Password filters

Attack Options
— Minimal password length: 8

1
f .‘,_ 2 Maximal password length: 64
3 Skip non-ASCI passwords
CPU settings

GPU settings

v

Password filters

= a > o> a >
ﬂ \t( Add \L? Edit \'Ci Remaove \xé Remove all
GPU health ~

QK Cancel

C nomowblo dmIbTPOB MOXHO OTOpachiBaTL/MponycKaTe Naposiv, CHUTAIOLUECS HEHY)XXHbIMW. Hanpumep, MOXHO
OrpaHNYUTL MUHUMATBHYH U MakCUMaslbHYH [AJIMHY, MPOBEPSiTb TOMbKO JlaTMHCKue naposm u T.4. D uabTpbl
rnobasibHbl 1 AENCTBYOT BO BpeMs paboTbl /AH0ObIX aTak, a Takke npu reHepauuy criosapeili (CMOTpUTE HaCTPOKM
aTak).

Mpy ycTaHoBKE CM/ILTPOB C/ieAyeT OblTb  OCTOPOXHbIM, T.K. OHW MOTYT 3HAUYUTE/IbHO MOB/MSATL HA
NPOV3BOANTENBLHOCTL aTak.

D nAbTPbI ANVHBI Napoe

MwuHuManbHasa o/imHa naposs OTK/IOHATbL NAapPO/IN Y KOTOPbIX A/IMHA MeHbLUe 3a4aHHOro
3HauyeHuns. Hanpumep, ecnm 3agatb '8', 10 6yayT
OTK/IOHEHbI CriegytoLL e naposu: ‘'madam’, ‘qwerty’,
'1234567'.

MakcumanebHasa AnnHa naposs OTK/IOHATL NapoK, AJIMHA KOTOPbIX 60sbLUE 3a4aHHOro
3HauyeHus. Hanpumep, ecnm 3agats 'S, 10 byayT
OTK/IOHEHbI CriegyloLL e naposn: '‘camaro’, ‘12345678,

'qwerty’.

dunabTpbl TUNA Naponen

OTkMoHATL He-ASCII naponn OTK/IOHATL Naposn, cofepxatlme xots 6bl O4WH He-
ASCII cumBon. Hanpumep: 'naposb'.

OT1knoHAT> ASCII naponm OTK/IOHATL Naposn, cogepxawy e xota 6el ognH ASCII

cumBo. Hanpumep: 'hello’, '123456', 'blg".
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OTK/MOHSTL LMCIPOBbLIE Mapoin

OTK/IOHATL Naposn, cogepxatlme Xots 6bl ogHY umdipy.
Hanpumep: '123', '12345q', 'zaglxsw2'.

OTKMOHATL Maposn Co cneL, CMMBO1IaMN

OTK/IOHATL Napov, CoaepXall e XoTa 6bl 04NH
cneunasibHbIi cuMmBon. Hanpuvep: '123!@#, 'give-me’,
'pa$$word'.

OTKMOHATL Naponn ¢ JIaTMHCKUMK CMMBO/1IaMu

OTK/IOHATL Napov, CoAepXaLl e XoTa 6bl 0ANH
JlamHckuii cumson. Hanpumep: 'Hello', 'g12345'".

®UNbLTPbI CUMBOJIOB Napoeit

OTKNOHATL NApPo/U, ec/im XoTs Bbl O4WUH CUMBO/I
nonagaet B 3afaHHbIli Habop

OTK/IOHATbL NapoK, KOTOpble COAEPXKAT XOTA 6bl 04 MH
CVYMBOJ 13 3afaHHOro Habopa. Hanpumep, ecnm 3agatb
Habop cMMBOJIOB ‘ads', TO By Ay T OTK/IOHEHbI CeayoL e
naponu: ‘'dad, 'baby’, 'sad’, 'octopus'.

OTK/IOHATb naposaun, y KOTOpbIX BCe CUMBO/Ibl U3
3a4,aHHOro Habopa

OTK/IOHATL NaposIM, BCe CMMBOJIbI KOTOPOro nonagatoT B
3a/jaHHbIN Habop. Hanpumep, ecrv 3agatb Habop
CUMBOSIOB ‘adms', TO 6y Ay T OTK/IOHEHbI CrieayoL e
naposnu: 'madam’, 'adamas’, 'sam’, 'mad'.

OTK/IOHATb naposn, ec/i B HAX HET XOTA Obl OAHOro 13
3aaHHbIX CMMBOJIOB

OTK/IOHATL Naposn, eC/v HET XOTHA Bbl OAHOrO CYMBO/A
u3 3a4aHHoro Habopa. Hanpumep, ecnm 3agats Habop
CUMBOJIOB 123", TO ByYT OTK/IOHEHbI CrieayoLL e
naposu: 'tank4567', ‘doitrigthnow’, ‘takethat'. A
criefytoLL e naposm 6yayT gonyueHbl: ‘coolcatl23,
‘winter1998', 'myfriend3'.

OTK/IOHSITb MAPOsIM, €C/IM BCE CMMBO/IbI KOTOPOTO He
COOTBETCTBYIOT 3af,aHHOMY HaGopy

OTK/IOHATL Naposn, ecsim BCE CUMBO/IbI KOTOPOro He
COOTBETCTBYIOT 3ajaHHOMY Habopy. Hanpumep, ecim
3agaTtb Habop cMmBosioB 123", TO By Ay T OTK/IOHEHbI
criegytowme naponu: ‘tank124', 'doitnow3', ‘takethat'. A
criefytoLL e naponm 6yayT gonyuw,eHsl: 123321
'112233, '123123123.

OTK/IOHSITb MapOsIn, eC/M NEPBbIi CUMBOJT He
COOTBETCTBYET 3a[aHHOMY Habopy

JlonyckaTtb ToIbKO Naponu ¢ onpefesieHHbIM nepsbIm
cuMBOIOM. Hanpumep, ecnv 3agats '$#@V, cneaytoune
naposu 6yayT nponyleHsl: test!@ #$', '123abc’. A
Takue naposm - gonyuweHsbl: ‘lqwerty’, '#EDCVFRS$'
'‘Station".

OTK/OHSTL Maposin, ecam NOCeAHU CUMBON He
COOTBETCTBYET 3a[aHHOMY Habopy

JlonyckaTtb ToMIbKO Naponuv ¢ onpesesieHHbIM NocnesHUM
cMMBOJIOM. Hanpumep, ecim 3agats '123', cnegytoune
naponu 6yayT OTK/IOHEHbI: ‘camaro’, '12345678', 'lqwerty".
A Takue naposv - gonyueHbl;: 'myfriend654321',
'goodgirl2', 'testtest3'.

OTK/IOHSTL Mapo/In, He cofepxallue onpeeneHHsbIi
CVMMBO/ B 33 aHHOI NO3MLMM

JlonyckaTtb Naposiv To/IbKO C ONpeAenieHHbIM CYMMBOJIOM
B 3aaHHoi no3mummn (HaunHaa ¢ 1). Hanpumep, ecnn
3agatb Habop 'abc' v nosuuyuio 3, cregytoL e naposm
6y ayT OTKNOHeHbI: 'break’, '87654321', '1byl'. A Takne
naponu - gonyuiexsl: 1abc123', 'crackme’.

OTK/OHATL NApPON Y KOTOPbIX NEPBbIi CUMBOJT OAUH U3

OTKMOHATL NApPosN, eC/v NePBbIA CUMBO/T COOTBETCTBYET
3agaHHOMY Habopy. Hanpuwvep, ecnmn 3agats 0..9,
criefytoLL e naponn 6yayT OTK/IOHEHbI: '123summer’,
'‘Ogravity’, 'longday'.

OTK/IOHATb NaPO/IM Y KOTOPbIX NOC/EAHWIA CUMBO/T OfWH
n3

OTK/OHATL NApPo/N, eC/IM NOCEAHWIA CUMBO/
COOTBETCTBYET 3a/,@aHHOMY Habopy. Hanpumep, ecnn
3a4aTth a..z, cneayrouL e naposam 6yayT OTK/IOHEHbI:
'motherlove’, ‘gravity’, test’. A Takve naponu - 4onyLL eHbl:
'day3, 'loveyou8', TEST.

Wireless Password Recovery
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OTK/IOHATL NapPosIM C OnpeeneHHsbIM CMMBOJIOM B OTK/IOHATL Naposib, €C/IM CUMBOJT B ONPe,EeNeHHoNM
3aaHHOW NO3ULMK no3uumMmM COOTBETCTBYET 3aZ,aHHOMY Habopy. Hanpumep,
ec/ 3agats A..Z B no3vumu 1, cnepytolve naponm
6yayT OTKNOHeHbI: 'Dayout3’, 'LoveYouDan', TEST. A
Takme naponm - gonyuyeHsl: ‘homeuser, ‘password’,

‘cruel'.
OrpaHu4nTL MMH KO/1-BO CUMBOJIOB U3 3ajaHHOr0 OTK/IOHATL NAPO/Ib EC/M KOJ-BO CMMBOJIOB M3 3a[aHHOro
yapceTta yapceTa MeHbLLEe YCTaHOB/IEHHOrO 3HauyeHusl. Hanpumep,

ecnm 3agats 2'n 0..9, To cnegytouwme naponu yayT
OTK/IOHEeHbI: ‘qwerty’, '‘bemybabyl’, '1ocal'. A Takue
naponu - gonyLeHsl: 12345678, 'password123', 'cO0l’,

'm3gad3arh'.
OrpaHW4MTL MakC KOJ-BO CUMBOJIOB M3 3aaHHOMO OTK/IOHATL Naposib EC/IM KO-BO CUMBOJIOB M3 3aaHHOM0
yapceTa yapceTa 60/bLUe YCTaHOB/IEHHOTO 3HaYeHnsl. Hanpumep,

ecnm 3agats 2'n 0..9, To cnegytouwme naponu yayT
OTK/IOHEHbI: '12345678", takein123', '1class2020". A
Takme naponm - gonyuleHbl: ‘passl?’, justbeme’,
'm3gad3ath'.

Pa3Hble dunabTpbl
OTK/IOHATL NAPO/IM B KOTOPbIX HET 3a4aHHOW CTPOKU OTK/IOHATL NApPosN, KOTOPbIE HE COAepXaT 3afaHHol
CTpOkW. Hanpumep, ecnm 3agatb ‘adam’, To/IbKO Takue
naposun 6yayT gonyuleHsl: ‘'madam’, 'adamas',
‘adam123', 'ladam!.

OTK/IOHATL NApPo/N, B KOTOPbIX €CTb OnpeaesieHHas OTK/IOHSATL NApPO/N, KOTOPblE CoAepXaT 3aJaHHyo

CTpoOkKa CTpoKy. Hanpumep, ecnm 3agats 'tak', cregyioune
naponv 6yayT oTK/I0HEHbI; 'stack’, 'takethat', 'takataka'.

OrpaHnyYnTb Makc Kos-Bo ogHoro (No6oro) cumeona OTK/IOHATL Naposib, €C/IM KONMYECTBO SIH060ro cumMBoSa B

HeM MpeBbIlWaeT 3a4aHHbIn IMMuT. Hanpuwvep, ecim
yCTaHOBUTL '2', TO cnegytoL e naponv yayT
OTK/IOHEHbI: 'grooovie’, '123121', 'paranormal’.
OrpaHuynTL Makc Kos-BO nocriefoBareslbHbIX OTKMOHATL Naposib, eC/IM KONMYECTBO

BXOX/EHWn M1060ro cruMmBoa nocneposatesibHbIX (T.€. Crefyowux Apyr 3a apyrom)
BXOX/EHWA 0600 CUMBO/IA B HEM NPEBbLILLAET
3ajaHHbIN MMUT. Hanpumep, ec/im ycTaHOBUTL '2', TO
cnepytolL e naponn 6yayT OTK/IOHEHbI: 'grooovie’,
‘01112013, 'Garrrage', '88889999'.

OrpaHnynTL MVH KOJ1-BO OAHOrO (lo60ro) cumsona OTK/MOHATL Naposib, eC/IM KONMYEeCTBO /II060ro CMMBO/IA B
HeM MeHblLle 3afaHHoro numuTa. Hanpumep, ecnm
yCTaHOBUTL 2, TO cneaytoLL e napom 6yayT
OTK/IOHEeHb!: ‘qwer’, 'fghjks', 'mother'. A Takue naponu -
nonyueHbl: takethat', 'asdsa’, ‘qwerw', 'baby’,

'‘gazqggasd.
OrpaHu4nTb MUH KOJ1-BO MOC/IeA0BaTe/IbHbIX BXOXAEHWI [OTKMOHATL Naposib, eCciiv KOIMYECTBO
[nto6oro cuveona nocnepoBatesibHbIX (T.€. Creayowux apyr 3a apyrom)

BXOX[,eHW Nioboro CUMBOMA B HEM MeHbLLEe 3aaHHOro
nMMmuTa. Hanpumep, ecnv yctaHoBuTs 2, TO crefyoume
naponu yayT OTK/IOHEHbI: ‘awert', ‘asda’, 'adad’. A Takue
naponu - gonyuleHsl: 'password’, 'asdd’, 'hello'.
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2.8.1.6 MoHuTOp aktmeHoct GPU

General options >
e 7/ 7 B .
'-'3(3'} Ay Limit GPU activity
| 5

General options GPLU device

GeForce GTX 1060 3GB
T2 5P, 1.71 GHz, 3072 MB

Radeoni{TM) RX 460 Graphics
14 5P, 1212 MHz, 2048 ME

RADEOMN

L=

AN

CPU settings
GPU limits
Set retain temperature in ) [¥:Set abort temperature Gn T}
GPU settings a0 I 90 -
G‘y Temperature mairtaining method
Increase fan speed [
GPU health
maonitor Custom fan speed (%) 3l . Start test
— Custom power (%) 00 - Beset to defaults
4% O ——

[ Ok || Cancel |

MOHWTOP aKTVBHOCTM MOXET 6biTb MCMOMb30BaH B MporpamMMe [A71s yAepXaHus Temnepatypbl BUAEOKapT B
onpeaerneHHbIX Npegenax Bo Bpemsi nepe6opa naposieid, a Takke A1 KOHTPOsIs neperpesa U OTK/IHOUYEHUs KapT B
C/lyyae AOCTWKEHUSI KPUTUYECKUX TeMnepatyp.

UTobbl 3adatb Xenaemyt Temnepatypy GPU, ycTaHOBMTE COOTBETCTBYIOLLYHO OMUMIO U 3agalite 3HavyeHvne B

rpagycax. 3arem BblbepuTe OAUH U3 METOL0B NoAAepXaHua TeMnepaTypbl:

e OgHOBpPEMEHHOE YBEJ/IMYEHME CKOPOCTU BEHTUIATOPA W YMEHbLUEHWA YacTOTbl rpaduyeckoro
npoueccopa. 3T0T MeTo[ MOXHO MCMOoMb30BaTh TOrga, Korfa XenateslbHO YMeHbLIUTb LYM OT paboTbl
BEHTW/IATOPE, HO MOXHO MOXEPTBOBaTb HE3HAYUTESIbHbIM CHUXEHWEM MPOW3BOAMUTENBHOCTU TPpadmyeckoro
npotieccopa.

e YBenuuyeHne ckopoctn BeHTuniATopa. lNpu HarpesaHyn GPU Bbiwe Temnepatypbl yAepXaHus, CKOpOCTb
BEeHTUIATOpa OyJeT noBbilaTbCH, NP OCTbIBAHUM - MOHWXKATLCHA. Bbibupaiite aTOT MeToh, ecqm Tpebyetcs
MakcuMasibHass NpPou3BOAUTENbHOCTL NporpamMmebl. Npu Bbibope 3TOro MeTofa, PeKkoMeHAyeTcs Takxe 3ajaTtb
Temnepatypy OTK/IIOUEHUs, YTOObl n3bexarb neperpes KapTbl.

e YMeHbLWATb 4acToTy rpaduyeckoro npoueccopa. OJupeKTVBHbIA MeTo[ CHWXeHuss Temnepatypbl. K
HefocTatkaM MOXHO OTHECTU 3HauYuTesSlbHOE MajeHve NPOM3BOAUTENIbHOCTU B HEKOTOPbLIX Cly4yasx. YacTota
npoLeccopa aBToMatMyeckn nogcTpavBaeTcs nof Temnepatypy yaepxaHus. CKOpoCTb paboTbl BEHTUIATOPA
npu aToM By eT onpefenatbCs CUCTEMHbIMW HACTPOMKamu.

¢ [loNib30BaTE/IbCKME HACTPOMKM CKOPOCTV BEHTUIATOPA M YacToTbl paboTsl rpadmyeckoro npoleccopa.
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Ecmm ycTaHOBMTE OMUMIO OTK/IIOYEHUS, TO, NPU OOCTUXKEHWUM BbIOPAHHON KapT YCTAaHOB/IEHHON Temnepatypbl,
nepe6op naposnen byaeT Nnpekpaty eH.

BHuMaHme! BonbliMHCTBO ApaiiBepoB AMD He NO3BO/IAOT U3MEHSITb HEKOTOPbIE 3HAYEHMS B PYYHOM pexume,

VMEIT MHOTOYMC/IEHHbIE 6arv U MOryT MPUBECTU K HECTabu/bHOCTM cucTeMbl Wi aaxe BSOD. Vcnonbayiite
BCTPOEHHYI0 yTunTy Radeon, 4To6bl M3MEeHUTb NPOGW/Ib NPOM3BOAUTENILHOCTU, €C/IN 3TO HEOGXOAUMO.

2.8.1.7 YckopeHwne GPU

General options >
27 [ AN Adgust GPU pert
f u ormance
b /" m ) Ad pe
24
Attack Options GPU device
GeForce GTX 1060 3GB
72 5P, 1.71 GHz, 3072 MB
CPU settings
5 Radeon(TM) RX 460 Graphics
IPP 14 5P, 1212 MHz, 2048 MEBE
GPU settings .- | Intel{R) HD Graphics 4600
ﬁ Inte 20 5P, 1200 MHz, 1488 MBE
GPU health
monitar GPU boost
_ () Detect best performancedag value automatically
P—
[1/;'!- \ i‘ (#)iManually adjust GP LU performance!
(]
Gm (R R R R N R R N R R AR RN ]
performance Less screen lags Max performance

R\ ||

| 0K | Cancel |

B HOBOIi Bepcuy NporpaMMbl NOSIBAMACH ONUMST 4711 M3MEHEHUS! 3arpy3ku BUAeokapT. Mo ymonuaHuio, 3arpyska
onpeaesnsieTcsl aBToMaTMyeckn NporpaMmoit. Ec/iv NepektounTLCs Ha PYUYHON PexumM, TO ee MOXHO BapbUpoBaTh
B OMnpefesieHHbIX npegenax. Hanpumep, ecim Bbl XOTUTE nepeéupats Naposn 1 OgHOBPEMEHHO CMOTPETL BUAEO,
YMEeHbLUWTE 3TO 3HAYEHNE 4,0 MUHUMAIbHO BO3MOXHbIX.
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2.8.1.8 OnoseweHns

General options >
CPU settlngl‘l
Ep Event notifications
Be careful, even though the notfications have a minor impact on the program’s performance, some impropery set events or
GPU settings events executed with emors may cause the program to wark incomecthy.
€ ] Event notfications
3 Triggering event Maotification type
Password filters A password was found Play sound
A password was found Send e-mail message
‘A‘ A password was found Post HTTP notfication
Attack was started Save to textual file
GPU health Task iz complete Exit the program
monitor
=Yy
GPU
performance
ul:t % Add  » Eit Remove g Remove all | | % Load | —E Save |
notifications
| OK || Cancel |

[ns aBTOMaM3aumn npouecca BOCCTAHOB/IEHUS Maposiel MOXHO WCNOAb30BaTb YBEAOMJIEHWS O COObITUAX.
IMeeTcss HECKO/IbKO TUMOB COBbITUIA:

e 3anyck nporpammbl. MporpamMmma TosbKO YTO Oblnia 3anylieHa 1 rotoa K pabote.

e 3aKpblTVe NporpamMmMbl. 3TO COObITUE BO3HUKAET Nepes CambiM BbIXOLOM 13 NPOrpaMMbl.

e 3arpy3ka wam cosgaHuve HOBOro npoekrta. Co3faHuve MycToro npoekta Takke nonagaeT nog 3To
cobbITne.

e CoxpaHeHue npoekTa. TekyLuii NPOeKT COXpPaHeH Ha AMCK. ITO COObITUE MOXET BO3HUKATb HECKOSIbKO
pa3 BO Bpems ataku, B 3aBUCUMOCTW OT HACTPOEK NporpamMmb.

e 3aKpblTie npoekTa. Nonb3oBaTe b 3aKpbia TEKYLL, WA NPOEKT.

e 3anyck 3aga4yn. bbina 3anyuweHa HoBas 3afadva. 3ajaqa BK/OYaeT B cebs 0AHY WM HECKOMbKO aTak 1
no KpaviHeil mepe O4VH 3/IEMEHT Naposs.

e 3ajauva 3aBeplUeHa. 310 cobbiTe BO3HMKAET KOrga Mosib3oBaTtesib NMPUOCTAHOBUA 3afady, BCe aTaku
MOSIHOCTLIO 3aBepLUEHbl NI BO3HUK/IN KPUTUYECKUE OLLIMOKM MPY BbINOIHEHUW 3aauu.

e [loGbaB/ieHbl HOBble MaposibHble 3neMeHTbl. [Monb3oBatens 3arpy3vwn wav [06aBun O4WMH UK
HECKO/IbKO NaposibHbIX 3/IEMEHTOB B TEKYLL UE MPOEKT.

e 3anyck ataku. bbina 3anylyeHa HoBas ataka. IT0 COObITUE MOXET BO3HUKHYTb HECKOJIbKO pa3 B pamkax
ofHoN 3afaun. Hanpumep, npu 3anycke nakeTHON ataku.

e ATaka 3aBeplUeHa. 310 cobObITe BO3HUKAET NPV YCMNELWHOM WM Hey[aqyHOM 3aBepLUeHVU Kakoin-nmbo
aTaku.

e HaligeH naponb. MNporpaMmma Halia naposs.
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2.8.2
28.2.1

BbiGpaB 0A4HO M3 COGLITWIA, MOXHO HacTPOUTL OMOBELLEHVe, KOTopoe OyAeT BbIMO/HSATLCS Mpu cpabaTbiBaHum
3TOro co6bimsl. TWMbl OMOBELL, EHWA:

MpourpaTb 3BYKOBOIA dpaiis

BbiBecTn Ha nevatb

OTnpaBka 3/1EKTPOHHOI0 CO06LL EHNA
YBepomneHuve no HTTP

3anyck nporpamMmbi

CoxpaHeHre B TEKCTOBBIN chaiin
CoxpaHeHue B *.INI dpaiin
CoxpaHeHve B 6a3y gaHHbIx SQLITE
CoxpaHeHue B *.HTML dpaiin

Bbixog, 13 nporpammbl

Bbixog, 13 cucTeMbl

Mepesarpy3ka cuctembl

MepeBog, cucTEMbI B CRSALL U PEXUM

Hactpoiikun Atak

MNpeaBapuTenbHas ATaka

MpeaBapuTenbHas ataka (paspabotaHa B Passcape Software) 40Bo/bHO 3¢theKTMBHA NPOTUB KOPOTKMX, NMPOCTLIX,
C/IOBapHbIX, MOBTOPSIIOLLUXCS, KMAaBMATYPHbIX M T.N. Napofiei, Korga HeT HeoGXOAMMOCTU 3arycKaTb MOJSHYH
ataky. [MpeaBapuTenbHas artaka COCTOMT W3 HECKOSIbKMX MWHM aTaK, Kakayl W3  KOTOPbIX MOXHO
BK/II0UATL\BbIK/0YATL OTAE/bHO.

Kak npasuo, npefBaputeNibHas ataka BbINOSHAETCA 0KO/10 5-10 MUHYT UK Aaxe GbIcTpee.
Preliminary attack cpticns >

Preliminary attack is quite effective against simple and well-known passwords

]

Preliminary attack is a timedimited simple set of several mini sub-attacks. &t is often run when there'’s no
need ta launch a full attack. Preliminany attack is used also when imparting hashes inta the program. You
can activate/deactivate it in General Options” dialog.

Preliminary sub-attacks usage

| Attack passwords based on ESSID name

| Attack against date passwords, eg. "17.04.1584"

v| Dictionary attack against welknown passwords

| Attack repeatable sequence of a characters, eg. 11117,
v | Attack simple pattems, eg. "123456", ‘qwerty’

v | Keyboard combinations attack. Based on all possible keyboard combinations like ‘gwerty’, ‘gazwsax’....
v | Complex keyboard attack

v | Smart check complex keyboard combinations

v | Passcape Password Prediction attack. Effective against hashes imported from local computer.

+ | Mumbers as words

| Attack on MAC address

aaaaaa’

QK Cancel
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2.8.2.2

MuWHW-MOAY /M NpeABapuTe/TbHON aTaku:

e ATaka Ha ums cemu. NpoBepka naposieli, 0CHOBaHHbLIX Ha MMEHN 6ECNPOBOLHON CETW.

e ATaka Ha naposu, KoTopble 6blM Co34aHbl Ha ocHoBe Aart. Hanpuwvep, 12031992.

o [pocTan ataka no crfosapro. bbicTpas nposepka Naposiss No BCEM C/IoBaM BHYTPEHHEro C/10Baps NporpamMmbl.

e ATaka Ha noBTOpsKOLWMECs nocnefoBaresibHOCTU. [lpoBepka naposieil, COCTOSAWMUX W3 MOBTOPSIOLL,UXCA

cumMBOsIOB. Hanpumep, '1111111" uam "XXXXXXXXXX'.

ATaka Ha npocTble 06pa3supbl, Hanpumep, '1234567890" nnn 'MiuykeH'.

e KnaBvaTypHas aTaka NpoBepsieT BCEBO3MOXHble Maposn, MNpUBA3aHHblE K packfiafke knasuatypbl: ‘gwerty’,
'‘gazwsx', ‘asdzxc' n T.4,.

o C/ioXHas kaBuaTypHas ataka aHaslorMyHa npegbiayLivMm ABYyM, HO 4711 60Miee CMOXHbIX, COCTaBHbIX Maposiei
Knasuatypbl.

e YnydlleHHas ataka Ha C/I0XHble KnasumaTypHble Naposnu.

¢ [penyragbiBaHue naposieii - Hambosiee OENCTBEHHbI MEXaHU3M C 3/IEMEHTAMW MCKYCCTBEHHOrO WHTEs/iekTa
4N yragbiBaHvs naposneii. Mi3aBecTHbIl Takxke kak Passcape Password Prediction.

e ATaka Ha UumMdypoBble Naposn B BUAE C/I0B

e YragblBaHue naposieil, ocHoBaHHbIX Ha MAC afapece

NHTennektyanbHaa Ataka

WHTennektyansHas ataka (Al attack nnm Artificial Intelligence attack) aTo HOBbIV TN ataku, pa3paboTaHHbIA Halu el
KOMMNaHveld, OCHOBaHHbIi HA METoAEe COUMaIbHON UHXEHEPUM N HE NMPUMEHSIBLUMIACA paHee B nporpaMmax Aas
BOCCTaHOB/IEHUS Naposeil.

WHTeNNekTyasnbHas ataka B OCHOBHOM WCMO/b3YETCS MpU MMMOPTE X3Llel C IoKa/lbHOTO KOMMbloTepa. ATaka
CKaHMpYeT /TIOKaJIbHbIA KOMMNbITEP, NHAEKCUMPYET U CO34AET CNMUCOK HalAEHHbIX C/IOB 1 Naposiei, aHam3npyeT ux,
Ha OCHOBE aHa/13a co34aeT NPeAnoyTEHNs NOMb30BaTeNsl, NPON3BOAUT MyTaLMIO HalieHHbIX C/IOB U Mocse 3Toro
BbINOSIHAET Nog6op naponeii.

C NoMOLL b0 AaHHON aTaky MOXHO, He npuéeras K AOMTMM W 3aTpaTHbIM BbIYWC/IEHUSIM, MPAKTUYECKN MTHOBEHHO
BOCCTaHaB/MBAaTb HEKOTOPblE NaposM, 3alndpoBaHHblE MNPU MOMOWM X3W  diHKUMA.  OCHOBHas uges
WHTE/INIeKTya/IbHOl aTakyM COCTOWT B TOM, YTO O6bIYHbI/ NO/Mb30BaTe/lb B Ka4ecTBE CBOMX Naposieli o4eHb 4acTo
BbIGMPAET MOXOXME C/IoBa WM C/IOBOCOYETAHUS WM PYKOBOACTBYKTCA OA4HMM U TEM e NpaBWUIOM CO34aHust
naposieil. 3Has 310, MOXHO NOMbITATLCS BbIYMC/IMTL 3TO NPABWIO U NOA06paTL HaYasbHbIA Naposib.
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Artificial Intelligence attack options Iﬁ

b} Use the power of Artificial Intelligence to guess passwords quickly |

The Arfficial Inteligence attack has proven itself to be most effective when searching for Windows
passwords; provided that the seanch is pefformed on the orginal system. The best (by the speed-quality
ratio) attack settings are: Password mutation - normal, Indexation level - normal. | is highly recommended to
close all other applications before launching the attack:.

Read more about Ardificial Inteligence attack

Options

Password mutation level: Mone (super fast) =
Word indexation level: Light (fast) -
Statistics

Password modules: 33

Fassword indexers: 14

QK Cancel

3ByunT [A0BOMbHO abCTPaKTHO, HO Ha MpakTMke araka 4eTko pasbuBaeT CBOW pa6oTy Ha ueTbipe
nocnienoBate/ibHbIX Lara:

LWar 1 Hayano c6opa npuBaTHOin MHbopMauyu. B gelicTBue BCTynmaeT moAdy/b cb6opa U uHAeKcauum napone,
KOTOpGbI WL EeT BCE AOCTYMHbIE U CNPSTaHHbIE B CUCTEME Maposiv, BBEAEHHbIE KOrAa-imbo nosb30BaTesiem.
Croga BxogaT napom cem, ICQ, 31ekTpoHHol noutskl, FTP, naposm y4yetHbix 3anuceir Windows, naposu
cepsepa, LSA Secret n T.4.

Lar 2 3anyckaeT mogy/sb cbopa W MHAEeKcauuu AaHHbiX. Bo Bpemsi 3TOro wara aHa/msupyeTcsl akTMBHOCTb
nonb3oBatesnis (MM BCeX NoMb30BaTesieil, ecnv BbIbpaH pPexnm UHAekcaumm, oT/inyHbIi oT Light) B cucteme.
Mocne yero, Ha ee OCHOBE MPOUCXOAWT CO34aHne CMMCKa C/OB - NOTEHUMAasbHBIX Naposiei, BbIGPaHHbIX 13
TEKCTOBbIX (JA/IOB, apXMBOB, NCTOPUKN 0603peBaTesieil MHTEPHET, NOYTOBON NEPENUCKM 1 Ap.

Llar 3 Bk/tOYaeT B ce6S MOAY/Ib CEMAHTUYECKOrO pasdopa 6asbl HageHHbIX Naposeil U cnucka noTeHUUasTbHbIX
napornei.

Llar 4 Ha 3aknountelb.HOM 3Tane MoAy /b aHaum3a AaHHbIX MPOM3BOAUT MyTaLumio C/I0B U nogbopa naposnei.

B Hauane paboTbl ataku nporpaMma Mpou3BOAUT MOMCK BCEX W3BECTHLIX €/ naponeii B cucteme. [ns 3Toro
CylW,ecTByOT 33 MUHU-MOAYNA ANA paclundpOBKM Maposieil cucTeMbl, MoYTbl, Gpay3epoB, MeCCEHKEpPOB,
apxMBOoB M T.4. 3ateM uAaeT WHAeKkcaumsi (paiiyloB M JaHHbIX B XOA4Ee KOTOpOW NpOM3BOAMTCS CO3daHue
NOTEHUMa/IbHOrO C/I0Bapst ataku. TpeTuii Mogy/b pasdupaeT HaigeHHble napo/mM W cfioBa MO KUMpNuMuuKam 3
KOTOpbIX B MocsiefHeM Moayse GyayT CKNaAbliBaTbCsA HOBble COYETaHUst A1 nofbopa M yrafblBaHWsi UCXOL4HOro
napossi.

ECTecTBEHHO, YEM CJIOXHEE YPOBEHb MyTauuu W UHAekcauuu, Tem 3dxpekTMBHee nouck. OfHAKO HauBbICLLWI
YPOBEHb MHAEKCAUMU W aHa/IM3a MOXET 3aHATb 4Yacbl M fJake [AHU B 3aBUCUMOCTM OT CKOPOCTU asroputma
MPOBEPKM Naposist U KoNM4ecTsa Nnosb3oBartesieil B CUCTEME.

Haunbornee ahpekTMBHO WHTE/NEKTya/lbHas ataka 3apekomeHoBasia cebsi npu ycsioBUM, YTO MOUCK BefeTcs Ha
NCXodHON cucTeme. [oCTynHbl BCEro ABe onuuu: raybuHa MyTauum naponeil U ypoBeHb WHAEKCauuu CJioB.
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2.8.2.3

Hanbonee npegnovytMTesibHble BapnaHTbl 4151 NPOBEAEHNS CKOPOCTHOW aTakm - Light:Light. A 6onee ray6okoro,
HO 1 6osiee MeAJIeHHOro MOWCKa, CreayeT BbICTaBUTb AaHHble onuun B Normal uin gaxe Deep.

Mepen 3anycKoM WHTE/IEKTyaslbHO aTaku peKkoMeHAyeTcsl 3aKpbiTb BCe Mporpammbl. EC/v vHTENnekTyaibHast
aTaka npoTeKkaeT o4eHb MefJ/IEHHO, MOXHO NonpPo6oBaTh TakKe yAaUTh KILIMPOBAHHbIE Napoan NPorpaMMbl.

NoeHTndurkaLmoHHaa Ataka

MpaeHmdwmkaunoHHaa ataka (fingerprint attack) - cpaBHUTENbHO CBEXWA WMHCTPYMEHT A1 BOCCTaHOBJIEHUS
CNIOXHbIX Maposieil, He NoAAarLLLMXCA paclundipoBKe B Apyrux atakax. CyTb ee COCTOUT B TOM, YTOObI A/1s1 NoMcKa
naposei 6patb He OTAE/bHbIE C/I0BA UCXOAHOMO CI0Baps, Kak B atake Mo C/i0Bapto, U AaXxe He KOMOuHauuM CrioB,
KaKk B KOMOVMHMPOBaAHHOI aTake, a Tak HasbiBaemble "otnevatku”. MNpu 3TOM Kak[oe UCXOAHOEe C/I0BO CrioBaps
ncnonb3yetcs ANs Co3[aHNs HECKO/bKMX OTNeYaTKoB.

Mepepn 3anyckom atakum Heo6Xxo4MMO 3a4aTb UCXOAHbIA CoBapb, KOTOPbIA ByAeT MCNob30BaTbCa A8 CO34aHWs
6aHka otmeuyatkoB. C nporpaMMoi noctasfseTcs c/ioBapb common.pcd, ONTUMU3UPOBaHHbI ANA AaHHOW aTtaku,
HO MOXHO MCMOMb30BaTb CBOW UM ckadatb M3 MHTepHeTa (Bknagka Online dictionaries). Ocobbix TpeboBaHWin K
C/I0Bapi0 HET, KPOME OHOr0: MCXOAHbI C/I0Bapb He AO/DKEH OblTb C/MILKOM GOMbLIVMM, MHA4Ye aTaka 3aimeT
3HauuTeNbHOE Bpemsi.B kauecTBe c/ioBaps MOXHO (M Aaxe XenatesibHO!) MCnosb30BaTh YXEe roTOBble CMUCKK
naposnei.
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Fingerprint attack options Iﬁ

General options [, Dictionanygenerator, |, Online dictionaries, | b

Fingerprint general options |

Fingemrint attack uses input dictionany to generate all possible varations for complicated passwords. Once a
password is found, it then uses in further identification of more complicated passwords. The attack is very
effective if all additional mutation options are set on.

Read more about Fingerprint attack

Initial dictionary

C:\Program Files\Passcape WIFIPR \dicwifipr.pcd Lj 3

Additional mutation options

i ls= "Passcape Password Prediction” engine to generate additional source passwords;
v | Use keyboard and frequently used sequences
v | ze dates
| se numbers and common sequences

admize efficiency when generating fingerprints
Loop until no more passwords are found

QK Cancel

L

OTneuatky TeHepupyloTcsl Tak: KaX[oe C/I0BO MCXOAHOro C/ioBaps CHadana pa3buBaeTcss Ha OAHO6YKBEHHble
naposu, 3aTeM Ha 2-X OYKBEHHble W T.[. Hanpumep, MCXO[HOEe C/IOBO Crazy pa3tuBaem Ha OAHOCUMBOJIbHbIE
oTmevatku. MNosyyaem:

c
r

a
z
y
3

cr
ra
az

zy

aTtemM Ha AByX CUMBOJIbHbIE!

[loTom Tpex:

cra
raz
azy

W, HaKoHeL, YeTbIpEX CUMBOJIbHbIE:
craz
razy
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Monyunnocb 5+4+3+2=14 0TneyatkoB, He cUuTasd UCXOLHOro C/loBa.
M Tak ana Kaxporo crioBa UCXOAHOro crosaps. locne 3Toro, BCce OTnevyatky c/vBalTcA B 06y 6asy,
ecTecTBeHHO, oOTopacbiBad Aybnukatel. [Mosnyvyaem 6a3y OTnevaTkoB, KoTopble OyAyT WCMNONb30BaTbCA [ANA
MPOBEPKM Naposieit NyTem CK/Iekn BCex OTnevaTkoB Apyr C APYrOM.

Ha camom fgene, anroputv reHepaumy oTneyaTkoB HEMHOTO C/ioxHee. Bonee Toro, B HacTpoiikax atakM nMeeTcs
pononHuTtenbHaa onups Maximize effeciency when generating fingerprints, npegHasHadyeHHas Ans
3a/1eliCTBOBaHMS 60siee CMIOKHOTO aropuTMa, KOTOPbIi MO3BO/IIET MakCUMM3MpoBaTh 3GIEKTMBHOCTL (B yL,ep6
CKOpPOCTN) MyTeM CO3[aHUs 40NOSHUTEbHBIX OTNeYaTKoB.

Paszbepem ocTaBLLvecs onuuu.

e Use PPP engine to generate additional passwords - 3ageiicTBoBaTe Npu CO34aHUM OTNEeYaTKOB Naposv,
KoTopble Bbln HalgeHbl B Apyrvx atakax

e Use keyboard and frequently use sequences - 406aBuTb B 6aHK OTNeYaTKOB K/aBuaTypHble KOMOUHaUMK n
4yacTo NOBTOPSAOLL Mecs nocsefoBaTe/lbHOCTU

e Use dates - ncnosnb3oBars gatbl

e Use numbers and common sequences - UCMNOo/b30BaTh UMbl Y NPOCTbIE KOMOMHALMKN BYKB.

BTopasi Bkfagka C HacTpoikamy MO3BOMSET co3fatb M 3anucalb CBOW COGCTBEHHbI C/IOBapb Ha OCHOBE
BbICTAB/IEHHbIX ONUMIA ViaeHTMdmMKaLMOHHOWM ataku. ByabTe akkypaTtHbl, 3TOT C/I0Bapb MOXET 3aHSTb MHOTO MecTa
Ha )XeCTKOM AKCKe Ballero Komnbotepa.
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Fingerprint attack options Iﬂ
4_jwmGeneialoptions" Dictionary generator [ Online dictionaries| b

[
:-.._'u E |} Dictionary generator - create fingerprint wordlist |

Generated by this attack passwords can easily be saved to file. So you can create your own dictionary and
use it in another program. Be careful, dictionany creation may take gquite some time depending on the source
wordlists given and creation rules set.

Read more about Fingerprint attack

Dictionary generator

Dictionary size unknown Generate

] Cancel

B TpeTbeit BKNake MOXHO ckadaTb M3 VIHTEpHET UcXoHble cfioBapu 4715 VaeHTMMKaLMOoHHON aTtaku.
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'l N
Fingerprint attack options Iﬁ
4 Cnline dictionaries [
Passcape online dictionaries |

First the program should attempt to establish a connection with the Passcape server and retrieve the list of

dictionaries available for downloading. Select the dictionary you need and click 'Download” button to retrieve

it.

Read about Passcape onling dictionaries

Dictionary name D/ size Real size Strings Ratio Group |~
African.pcd 268 Kb 1Mb 137821 16%G 01- Languagesl—l
American. pcd 82kb 399 kb 45392 20% 01 - Languages
Australian.pcd 53 Kb 926 kb 79409 590 01 - Languages
Brizilian.pcd 39kb 1Mb 1729338 6% 01 - Languages
Chinese. pcd 1kb 5 Kb a02 32%: 01 - Languages
Croatian.pcd 20 Kb 607 Kb 56553 13%: 01 - Languages
Czech.pcd 377 Kb IMb 309365 11%: 01 - Languages
Danish.pcd 614 Kb 7Mb 564295 2% 01 - Languages
Dutch.pecd 393 kb 2Mb 245658 12%% 01 - Languages
English.pcd 6 Mh 35 Mb 3540673 17% 01 - Languages
r: P E—| L e L o~ nal ACT FTY 4 AN M | v
4 | 1] [ 3

Please select a dictionary to download Total files: 255, total size: 1 854 Mb

|pdate list [ownload [Jze ozl version
QK Cancel
L

2.8.2.4 Artaka B J1o6 (Mo/HbIM Nepe6opom)

MonHbIl nepebop (M meTog 'Tpyboli cunbl' 0T aHrA. brute force) - MeTopf pelleHns 3agadun nyTem nepedopa
BCEX BO3MOXHbIX BapnaHTOB. CNOXHOCTb MOSIHOro nepebopa 3aBUCUT OT pa3MepHOCTU MpocTpaHCTBa BCeEX
BO3MOXHbIX pelleHuii 3agaun. B kpunTorpacum Ha CAOXHOCTMW MOSHOrO nepebopa OCHOBbIBAETCS OLIEHKa
KPUNTOCTONKOCTU WKApPoB. B yacTHOCTH, WMAIP CUNTaeTCs KPUNTOCTOWKAM, €C/iM He CylecTByeT
MeTo[a B3/10Ma, CyLLLECTBEHHO 60/1ee BbICTPOro, Yem MNosHbI Nepebop BCeX KYei.

370 onpefeneHne ataku rpy6oli cubl B3STO C caiita Bukuneauu.

Bblpaxascb 6onee npocTbiM S3bIKOM, aTaka nepebopom - 3TO yrajblBaHue napons nyteM nepebopa Bcex
BO3MOXHbIX BapvaHTOB Ha OCHOBE AJ/IMHbl Maposns U 3afaHHOro Habopa cvMBOSOB. ATaka nepe6opom - camas
MeAfieHHasn. K npumepy, ecnn Bbl 3agasiv Habop 13 ManbiX JlatmHcknx cumBonoB (abcdefghijklmnopgrstuwxyz)
AN Balwel atakun, To noTpebyeTtcs nepebpats 208 827 064 576 BapuaHTOB A1 O4HOr0 8-CMMBOJILHOMO Naposis.
OTa ataka 06bI4HO UCMNOMb3YETCH TOMbKO TOrAa, Korfa Bce OCTa/lbHble He YBEHUYAIMCh YCNEXOM.
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2.8.2.5

P -
Brute-force attack cptions @
4/ Bruteforce character set | Password length and position,,| b

| B |
Jr_y,—-|-—.:: | Brute-force character set |

Brteforce attack assumes trying all possible varations from the specified character mnge (set). You
can select predefined character sets (e.g., Latin characters, numbers or special characters) or define
your own ones. Custom character sets can be saved to disk.

Bead more about Bruteforce attack

Predefined charsets

[= v v

Custom character set

[ | Use custom charset {oEd

L

L¥1]
1

Charset (ASCIl format)
Charset (HEX format)

Statistics
Total passwords 208 827 064 576
Charset string abcdefghijklmnopgrstuvawcyz

QK Cancel

HacTpoiikun atakm nepe6bopomM COCTOAT U3 ABYX YacTeil.

MepBas BkNagka npegHasHaudeHa [/ 3aaHus AuanasoHa nepebupaembiXx CUMBOSIOB. MOXHO BbIGpath YyXe
roTOBblE 3aroTOBKM WK 3a[aTb CBOM COGCTBEHHbIE. UTOGbI 334aTh CBOIi Auanas3oH CYMBOJIOB, C/ieflyeT BbiCTaBUTb
onuuio 'Tonb3oBaTteNbCkuii HaGop'. Mocse aToro, A1 QOPMUPOBAHUA CBOEro Habopa, CTaHyT AOCTYMHbI ABa Noss
BBOAA: nepeoe - 4515 BBoga ASCII, BTopoe - A/ BBOAA HenevaTHbIX CUMBO/I0B. CBOIi HAGoP MOXHO COXPaHWUTL Ha
Aucke.

Bo BTOpOI1 BKNaake HEO6X0AMMO 3afaTb MUHUMAIbHYI0 U MakCUMasibHY0 AIMHY nepebupaemMbix naposein. BaxHo
NMOMHWTL NPO 8 CMMBOJILHOE OrpaHnyeHne B cTaHgapte WPA-PSK. MOXHO Takke 3agaTtb U CTapTOBblii Naposb, C
KOTOpOro HauHeTcs nepebop.

Ataka no Cnosapto

B oTnMuve oT ataku NosHbIM nepe6op0M, NPoOBEPAKTCA HE BCE BO3MOXHbIE BapuaHThbl, a J/INb YXe 0T06paHHbIe
[0 3TOro N 3arpyxaemble U3 Cnucka crioB, UM cnoBaps. STOT MeTof OKasblBaeTcAa [0CTaTOYHO 3(1IIEKTI/IBHI:>IM
NnoTOMYy, 4YTO MHOrmne nan BbI6VIpaPOT B KayecTBe Nnaposid oANHOYHbIE C/i0Ba WX UX NMPOCTbIE Bapualnn.
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Dictionary attack options Iﬁ
4 Dictionaries | Filters | Mutations | Dictionary generator | Online dictionaries | b

Dictionaries list |

First wvou need to set up at least one good dictionany for successful recoveny. In contrast with a bruteforce
attack, where all possibilties are searched through exhaustively, a dictionary attack only tries possibilities
which are most likely to succeed, typically derved from a wordlist or a dictionany. The program comes with a
short English wordlist. For complete list of dictionares, check out our Wordlist Collection’ please.

Bead about Passcape Wordlist Collection

Dictionary name Dictionary size Strings Full path
WIFIPR. pcd 591871 232 547 E:\Program Files\Passcape\WIFIFR,...

Add Hemove [Miave up [Wave down

] Cancel

Bo Bknagke CnoBapu 3afaeTcs CNMCOK crioBapei Ans ataku. MognepxunsaloTcs TeKCTOBble CrioBapu B dopmare
ASCIl, UNICODE, UTF8, RAR, ZIP, a Takxe 3awundypoBaHHble\ynakoBaHHble crioBapy B pogHoM dopmare PCD,
pa3paboTtaHHbIM B Passcape Software. [1na geakmBaummn cnosapsi A0CTATOYHO COPOCUTL rasiouky HamnpoTMB ero
uMeHn. B aTom cnydae, OH XOTb U ByJeT NpUCYTCTBOBATL B CMWCKE, HO NPONYyCTUTCA BO Bpems aTaku. BmecTe ¢
nporpamMMoii NocTaBNAeTCA BHYTPEHHUI CIoBapb Ha HECKOSIbKO AEeCATKOB ThiCAY C/10B. MOMHbIA CNUCOK crioBapei
MOXHO 3aKa3aTtb A4 A0CTaBku Ha CD, nbo, Kak anbTepHaTUBHbIM BapmaHT, UCnob3oBaTb online cnosapu.

Bknagka ®UnbTpbl qUILTPYET, T.€. OTCEKAET HeXenaTe/bHble Naposn U3 CIoBapsi, Mo MPUHLMMY BK/OUYEHUS WK
UcknodeHus. Ecim 6yaeT 3agaH nepBblil, BKAOYaOLW M qmbTp, TO aTtaka GyAeT NpuHUMaTL TO/bKO Te CJIoBa,
KoTopble cofepxaT Mo KpaiHeii Mepe oAWH M3 CMMBOJIOB 3afaHHOro dwmibipa. Ecnm 6yaeTt 3agaH BTOPOVA,
UCKHoUaLW Wi qwmnbTp, To NporpaMmMa 6yAeT nponyckaTb Te C/I0Ba, KOTOpble COAEPXAT No KpaliHelil Mepe oAuH 13
BBEleHHbIX CYMBOJIOB.

Bknagka MyTauusi npegHasHadeHa a5 3a4aH1si BO3MOXHbIX KOM6MHALUWiA nepebupaeMbix C/10B. Hanpumep, ecnn
3agaHa cufbHas MyTauusi, To [/ Kax[oro cfioBa U3 crioBapsi 6yAeT C03[4aHO HECKO/IbKO COTEH aHasloros.
Hanpumep, secret - Secret - s3cr3t - secret123 u T.4. Bcero MoxHo 3agaeatb Tpy npasuia aas Mytauuu: ‘cnaéo’ -
MeHbLle MyTaLuii U, COOTBETCTBEHHO, BbilLie CKOPOCTb Nepetopa; 'CUMbHO' - AN GO/bLLOr0 KoNMUYecTsa MyTauumii B
yliep6 CKOPOCT 1 NPOMEXYTOUHBI BapuaHT, UCMOsb3yEMbIid MO YMOMUaHIO.
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B NeHepaTope cfoBapei MOXHO CO34aBaTb CBOM COGCTBEHHblE BapuaHTbl C/IOBapeit Ha 6ase onuwii NepBbiX

TPex BK/IagoK.

OHnaiiH cnoBapw. B nporpamme MMeeTcsi 3amMevatesibHasi BO3MOXHOCTb CKayatb M UCMO/b30BaTh YK€ roToBble
MMetoLL Mecs cfioBapu ¢ caitta Passcape. Mbl co6pasim focTaTouHO 6osbLUyo KOeKumo crioBapeli - 6onee 250.
370 A0/KHO M3GaBUTL Bac OT A0MOMHUTE/bHBIX XJIOMNOT MO NOBOAY MOMCKa COOTBETCTBYIOLLEr0 KOHTEHTAa B CETU.

Pyynas HaCTpOVIKa MyTauunnm

B nporpaMme cyliecTByeT BO3MOXHOCTb Gosiee TOHKO 3afaBaTb HAcTpoliKy MyTaumii B atake no crioBapto. Bce
npaeuna Mytauun o6begeHeHbl B 16 0CHOBHbIX Tpynn. Bbl MOXeTe 3aaBath OAWH M3 TPEX YPOBHEW MyTauum wuam

OTK/II0YaTb ee OTAe/bHO /1S KK A0i rpynnbl.
>

.
Dictionary attack options ﬁ
4 Dictionaries | Filters  Mutstions | Dictionary generator | Online dictionaries | b
Smart mutation |
o
‘Weal: - less number of smart mutations and greater verfication speed; Strong - for greater number of
mutations, to the prejudice of the speed, and the happy medium, Default option. The smart mutation is based
upon 150 social rules and combinations. Be careful, mutating even a single word may take quite significant
time !
Read more about Dictionary attack
Mutation level
Disabled o Weak fasth
Momal Strong (slow
Cugtom
Character case Weak (fast) - Character swap Weak (fast) -
Digits append/prepend | Weak (fast) * | Character duplicate Weak (fast) -
Head and tail Weak (fast) - Inzert delimiters Wealk (fast) -
L3 Weak (fast) = | Add dates Weak (fast) -
Abbreviations Weak (fast) - Dem convertion Disabled -
Dups and revers Weak (fast) - Word shift Weak (fast) -
Vowels and consonants | Weak (fast) > Character substitution Weak (fast) -
Character skip Weak (fast) - Length truncate Weak (fast) -
0K Cancel
L
Huxe gaHo KpaTkoe onucaHue rpynn MyTaLwii:
WmMsa rpynnbl OnucaHve Mpumepsbl (ona cnosa  KoMmeHTapuu
‘password")
Character case [lpoBepsieT pernctp 6yks B ucxogHom Password, PassworD, MakcuManbHbIii (Strong)
c/oBe. PaSsWoRd ypoBeHb MyTaumini HE co3gaet

Wireless Password Recovery

BCEX BO3MOXHbIX BapaHTOB
perucTpa 6yks. [1s aToi Lenn
MOXXHO MCNO/Ib30BaTh
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Mvsa rpynnbl

Digits
append/prepend

Head and tail

133t

Abbreviation

Dups and revers

Vowels and
consonants
Character skip
Character swap
Character
duplicate
Delimiters

Dates

Oem convertion

Wireless Password Recovery

OnucaHvne

JobasnseT undpbl B KOHeL, 1 Havasiopassword99,

c/ioBa.

Moyt ToxXe camoe, YTo 1
npegblayLas rpynna, 3a
UCK/TOYEHMEM TOrO, YTO [,06aBNATCS
He umdipbl, a cnoBa, abpesuaTypbl,
CVYMBO/TbI, K/laBUaTypHble KOMOUHaLUWK
nT.A.

CoszfaHve pas/mMyHbIX BapnaHToB
C/lI0Ba Ha OCHOBE CUHTakcuca leet
A3blKa.

KoHBepTMpyeT HeKOTOpble aHrMIACKMe
coyeTaHus (ec/mM UCXOAHOEe C/I0BO
CO/ePXMT TaKkoBble) B abpeBuatpypbl.
MepeBopayvBaEeT CMOBO, Ayb6mpyeT n

T.A.

MyTaums 3ar/fiaBHbIX U CTPOUHBIX BYKB
(ToNbKO AHI/MIACKWIA).
Mponyck ofHo 13 BykB Naposs.

O6MeH ABYX psAO0OM CTOSILL,MX BYKB.
Ay6numpoBaHne 6ykB.

OTgeneHvie 6yKB pasgennTensivm.

[o6aBneHne fatbl B KOHEL, C/I0Ba.

KoHBepTVipoBaH1e AHMIMICKOro crioBa
Ha [ pyroi s3blK UM Hao6opOoT,
UCNOMb3ys a/lbTEPHATVBHYO
packnaaKy Knaeuatypsbl (T.e. ec/v B
cvcTemMe yCTaHOB/IEH BTOPOIA S3bIK).

Mpumeps! (4ns cnosa
‘password")

KommeHTapun

[M6praHYI0 aTtaky No caoBa
(cm. npasuo aN).
MakcrMasibHbIA YPOBEHb
2Password, [06aBnseT Ase umdpsbl.
PASSWORD3

#Password#,

password12345,

4everPASSWORD,

Passwordgwerty

p@ssword, P@$$wO0rd,
P@$$WORD

ihateyou -> ih8you, Ih8u

drowssap,
passwordpassword,
PasswordDrowssap
Psswrd, PaSSWoRD,
pAsswOrd

assword, Passwrd,
Pasword

apssword, Passowrd
ppasword,
ppaasswwoorrdd,
Passworddddd
p.a.s.s.w.o.r.d, P-a-s-s- MakcyMasibHbI yPOBEHb

w-0-r-d ucnosnb3yet 10 pasgenureneil.
Password2010, HecmoTpsa Ha TO, YTO ABWXOK
password1980 MyTauuii MOXET co3aaBaTb

601ee CNoXHbIe BapyaHTbl fat
(Hanpumep,
password03171998 nnmn
Password19710830), ata
BO3MOXHOCTb OTK/IOYEHA
Aaxe O/ MaKC. YPOBHS B
C/I0BapHOi aTake.
MporpamMma KOppeKTHO
paboTaeT c ABYMS U faxe
60nee a3blkamu. Tak, ec/m B
cucTeme yCTaHOBJ/IEHO 5
A3bIKOB, O4MH U3 KOTOPbIX

Ecnn B cucteme
yCTaHOB/IEHbI ABa
A3blka (Hanpumep,
AHIAACKIWIA 1
Pycckuit), nporpamma

CKOHBepTVpyeT AHIMIACKWIA, TO Mporpamma
Haya/lbHOe CJI0BO €034acT 4 pasHbIX BapuaHta
password B c/ioBa A/151 3TUX A3bIKOB.

30bIbILLLKB, a 13
Pycckoro cnosa
naposb nosyyunTcs
gfhjkm.
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Mvsa rpynnbl OnucaHne Mpumeps! (ans cinoBa  KommeHTapum
‘password")
Word shift Tyno casuraet Bce ByKBbI C/l0Ba asswordp, dpasswor
BMpaBo Wn BJIEBO.
Character 3ameHa OyKB B MCXO/HOM CJIOBE. oassword, passqord 3T0 [,0BOMBHO MoNe3Hoe
substitution npaBuso, yuntsiBasi TOT (PaKT,

YTO CMMBOJIbI 3aMeHbI BepyTcA
He abbl KaK, a U3 crneumaibHo
Tabnuubl. Hanprmep, cumBeon
'S' MOXET 6bITb 3aMEHET
crnegywowmmu: ‘a’, 'w', ‘e, 'd',
X', 'z'. 3ameTbTe, YTO BCE 3TN
CUMBO/IbI pacnosaratTcs
pagom c 's' Ha qwerty

Knasuartype.
Length truncate O6pe3aHne 4MHbI cioBa AN passwor, passwo,

MPOBEPKM BCEX BO3MOXHbIX passw

BapuaHTOB.

2.8.2.6 Artaka no Macke

ATaka no Macke - He3aMeHUMbI/i MHCTPYMEHT B TOM C/lyyae, ec/iM U3BecTHa 4acTb Maposs WM UMeKTCs Kakve-
6o ceBefeHvsa 0 HeM. Hanpvmep, ecnv Bbl 3HaeTe, YTO Maposib COCTOMT U3 12 CMMBOJIOB M 3akaHUMBAETCH Ha
gwerty, TO OYeEBWAHO, 4YTO nepebupatse Becb 12 CUMBO/bHBLIA AMana3oH naposeii HepasymHo. Bce, uTto
notpebyeTcs, 370 yragats nepsbie 6 CUMBOJIOB MCKOMOTO naposs. [ 3Toro 1 CyLecTByeT ataka rno Macke.
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Mask attack options Iﬁ
4 Maskoptions [ Dictionanygenerator, [ Mask tips| b

Brute-force attack by a given mask |

Cften the mask attack used if there's some information about the password to recover. For example, you know
that the password begins with loveme' and followed by a word or a name. You can then set the following
mask loveme¥cic¥eic¥oic' to check all possible varants from lovemeaaaaaa’ to lovemezzzzzz’.

Bead more about Mask syritax

Password mask
%o 1(1-3) Administrator %d Yed Sed

Load Save Clear

Custom character sets

1 l@#$% " as])_+~LI Mave up

Add
Remove
Statistics
Password range 1Administrator000 ... m:Administrator999
Total passwords 12 719 000
] Cancel

B Hawem criyyae MOXHO 3agaTtb Credyloullylo Macky %c%c%c%c%c%cqwerty. 3T0 o3HayaeT, 4to 6yayT
nocnenoBaTe/ibHO nepedrpatLCs BCe KOMOMHAUUM OT aaaaaagqwerty [0 zzzzzzgwerty. Ecnm nepBoHavasibHbINA
naposb 6bl1 secretqwerty, TO OH yCMNeELIHO nonagaeT B Hal AuanasoH.

Mone BBOAA CYXWUT A1 3afaHKs NpaBuia (Macku), no KoTopomy 6yayT nepedupaTbes napoan. Ecam oHo 3agaHo
NpaBwWIbLHO, TO B rpynne "cTatMcTuka' Bbl YBUAUTE AMana3oH nepe6upaeMbiXx CMMBOJIOB U KOJIMYECTBO Naporie,
reHepupyemMbIX Mpy NOMOLLL M 3Toro npasuia. CBoW NpaBuia MOXHO COXpaHsTh Ha Aucke. MporpaMmMa no3sosisieT
TaKXe reHepupoBaTb C/I0Bapb Mo 3a4aHHOM Macke, 0fHaKo 3Ta Onuysl AOCTYNHA He BO BCEX pedakLysiX.

CUWHTaKCUC Mackun AO0BOJIbHO TPMBWAJIEH U COCTOWUT U3 CTATMHYECKMX (HEMEHSIEMbIX) U AVHAMUYECKUX (MEHSEMbIX)
CVYMBOJIOB W/IM HAbopPOB. [MHammuyeckme CUMMBOSbI\HAGOPLI BCerga HauuHawTcs ¢ % Hanpumep, ecim 3agatb
Macky secret%d(1-100), To nporpamma creHepupyet 100 naponeii (secretl, secret2 .. secretl00). Wireless
Password Recowvery nogaepxvsaeT ciegytoL e mnbl AUHaMUYEeCKUX HabopOB:

%C Habop CTPOYHbIX JTATMHCKMX CUMBOJIOB (a .. z). Bcero 26 wiyk.

%C Habop 3arnaBHbIX JTaTMHCKMX cMMBOIOB (A .. Z). Bcero 26 wTtyk.

%# NOMHbIN HAabop cneuyanbHbIX cumBosos (! .. ~). 33 cumBona.

%@ Manblii Habop cneumanbHbiX cumMBosoB (!@#$%"&*()-_+= space). Bcero 15 c1MBO/IOB.
%? Habop Bcex neyartHbIx cumBosioB ¢ ASCII kogamu oT 32 go 127.

%d opaHa umdpa (0..9).
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2.8.2.7

e %d(x-y) nocnepnoBaTeflbHOCTb YMCEN OT X [0 Y BK/IHOYUTESBHO.

e %r(x-y) cBOIi Habop CMMBOJIOB C nocriegoBatesibHbiMM ASCIl kogamu oT X Ao 'y

e %r(x1-yl,x2-y2...xn-yn) Habop U3 HECKOSbKMX HenepecekawLluxcs nocnegosatensHocteit ASCIl cMmBOo/IOB.
Mpun 3apgaHun %r cnepyeT yyuutbiBatb, YTO Habop 3agaHHbix OEM cumBonoB (kog cumBoOnia 60sblie 127)
doopmupyeTcs Ha ocHoBe DOS kogupoBKU.

o %1[2..9] cumBOA 13 NONb30BATELCKOro Habopa 1..9

e %1[2..9](min-max) nonb3oBaTesIbCKnii Habop CUMBOJIOB MEPEMEHHON A/MHbI (0T min 4o max) Assa nepebopa.
Bcero MoXHoO 3aaTb CBOMX COBCTBEHHbIX 9 HA6OPOB.

e 9w (wordlist) cnoBo us 3agaHHoro crioBaps wordlist (MOXHO yKa3biBaTb NOJHbIA MyTh)

C nomoublo %r MOXHO 3agaBatb Habopbl 4S9 CBOMX HaUMOHasIbHLIX KOAMPOBOK. Hanpumep, macka %r(160-
175,241-241,224-239)%I(1)%I(1) co3pgacT naposbHbIi psig w3 PycckMx CMMBO/IOB aaa .. Asisl, BCero
33*33*33=35937 naposeil.

Mpumeps!:

test%d - TeHepupyeT NaposbHbI psg testO .. test9, Bcero 10 komouHauuii

test%d (1980-2007) - test1980 .. test2007, 28 naporeii

test%r(48-57,97-122) - test0 .. testz, 36 naponeit

admin%l(1-5) - admina .. adminzzzzz, rae %1 - 370 No/Ib30BaTENLCKWIN HAGOP CLMBO/IOB 1 (a..Z)
%1%1%1pin%2%2%2 - aaapin000 .. zzzpin999, %1 nonb3oBaTe/IbCKMii HAbop CUMBOJIOB a..z, a %2 - BTOpoO

Habop, coaepxalmin cumeosbl 0..9
%w (c:\dic\names.dic)%d - crioBo 13 cnoBapsi names.dic ¢ undypoii B KOHLE

Mepelias Bo BTOPYIO BKAAKy HAacTPOEK, Bbl MOXETe COo3[aTb CBOW COGCTBEHHbI C/ioBapb NO 3afaHHO Macke U
COXPaHUTb ero Ha AuCK.

OnucaHve CYHTaKcKca v NpMMepbl MOXHO NMOCMOTPETb B TPETLEl BKIaAKe oMWA.

ATtaka no Knrouyesomy Cnosy

ATaka no K/o4eBOMy C/ioBY (pa3paboTaHa B Passcape Software) BO MHOrom cxoxa C atakoi no macke. OgHako
TyT He Haf0 3a4aBaTb CMHTAKCUC, A0CTATOHMHO BBECTU K/IOUEBOE C/IOBO Ha OCHOBE KOTOPOro, Kak npeanosaraeTcs,
6b11 cO34aH Naposib. ATaka Mo K/l0YEBOMY CJ/IOBY - HE3aMEHUMbIA MHCTPYMEHT, eC/IM BaM U3BeCcTHa YacTb Naposns
um ero 6a3oBas coctasssowLas. O6bIMHO B Takux Cyyasix NPUMEHSIETCS ataka no Macke, HO OHa He Bcerga
Mo3BOJIAET CNpaBMTLCA C MOCTaB/IEHHON 3agadeid. Jonyctvm, Baw naposnb 6bi1 'S10wDrlv3r. [Monbitatbes
BOCCTAHOBWTb TaKOM C/I0XHbI Naposib atakoii nepebopom 1am No CroBapio - 3aHsATME HebnarogapHoe, Aaxke ecsu
Bbl JOCTATOYHO XOPOLLO NMOMHUWTE, YTO B €r0 OCHOBE NIEXUT CM0BO 'slowdriver’. B Takmx c/iyyasix Ha MOMOLLLb MOXET
NpuiATM aTaka no K/t4EBOMY C/IOBY.

Mpy MoMOWLM 3TOr0 WHCTPYMEHTa, MporpaMMa nonbitTaeTcs BOCCO34aTb WCXOAHbIM naposb, npobys Bce
BO3MOXHble KOMOMHaLUUM Ha ocHoBe 15 rpynnoBbix HabopoB npasun MyTauun (Bcero 6onee 150 npaswun) . Ecin
BBecTM 'slowdriver' B mone BBoAa, TO Bbl yBUAUTE, YTO 3TO C/IOBO MOABEPrHETCS r/ly6OKOA MyTauum M Ha ero
OCHOBe Oy,eT NPOU3BEAEHO HECKO/BKO ThICAY Pas3/iMyHbIX KOMOUHAUMIA, cpean KOTOpPbIX MOXET Oka3aTbCs M Haw
NCKOMBbI Naposib.
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2.8.2.8

Base-word attack options ﬁ

Eacre I | Base-word attack is effective if you know a part of the original password |

Type a word or a phrase the password may consist of. For example, you know that your password was formed on the phrase
‘slowdriver’. Type this phrase and start the attack. The program will try all possible combinations to scan for the real password
base upon this word. In our example the program will generate thousands mutated words and will be able to find Treaked”
passwords like SlowDriver, Slowdriver123, SLoWDRiVer, S10wDr1vw3r, etc.

Read maore about Base-Word attack

Known part (base-word) of the password
Base-word of the password password

v| Use 5510 name as an input word

- Mutations
Mutation level Marmal i

Mutate character case only

Dictionary generator
Dictionary size Generate

QK Cancel

Bbl MOXeTe BbICTaBWTb OMUMIO MyTaumm TOMbKO pernctpa OykB, Torga 6GyayT NpoBepeHbl BCe BO3MOXHbIE
BapvaHTbl peructpa B 3T0M C/l0Be, BCEro 2N naposei, rae n - AnvHa napons. Hanpumep, gnas napons 'slowdriver'
nporpamMa BbigacT 2/10=1024 pa3/MyHbIX KOMOMHaLWA 4719 KaXKA0ro YCTAHOBJ/IEHHOIO S3blka B cucteMe. MoXHO
TakKe CreHepvpoBaTb C/l0Bapb Ha OCHOBE 3TMX MyTauuii M 3anucalb ero Ha Auck (OOCTYMHO He BO BCex
pefakumsx).

YcTaHosuTe onuuto 'Use document name as an input word' o1 Toro, 4to6bl NporpaMmMa 1cnosb3oBana UCXOLHYH0
dypasy, OCHOBaHHy OT umeHn SSID.

Yuytute, ec/m pAsvHa pasbl npeBbillaeT 15-16 CUMBOMIOB, TO AN €e MyTauuMuM MOXeT noTpe6oBatbCs
3HaUNTE/IbHOE BpeMms.

KombuHnposaHHasa Ataka no Cnosapsm

KombuHupoBaHHast aTaka no croBapsiM (paspabotaHa B Passcape Software) - npegHasHaueHa A1s moucka
naposie, CocToA X 13 2,3 um gaxe 4 cfoB. ITOT BUA aTaky Ha C/I0KHbIE Y COCTaBHbIE MAap0/IN O4YEHb MOXOX Ha
MPOCTYH0 ataky no C/ioBapto, 3a TeM JIMLLb UCK/IOUYEHMEM, YTO NPV NPOBEPKE Mapons UCMOo/b3YeTCs He OfMHOYHOe
C/I0BO, @ COYeTaHMe C/I0B WK dopasa, KoTopas co3faercs nyTeM KOMOVMHMPOBaHMS C/I0B U3 3afaHHbIX CrIoBapei.
[nsa ee ycnewHoi pabotsl HEO6X0AMMO 334aTb Kak MUHUMYM [iBa C/I0Baps U Npasuia co3gaHns naponeir. MoxHo
3aaBartb 00blYHbIE C/IOBapW, MCMOMb3YHOLWMECs B NPOCTOM C/IOBApHON aTtake, HO peKoMeHAyeTcs ykasbiBaTb
Hebo/blIMe cnoBapu C Haubosiee 4acTo ynoTpeb/sembiMu crioBamu. [ KOMOGWHMPOBaHHOW artaku XOpOoLUOo
NnoAXoAAT cfioBapu € pas/MyHbIMKU chopmamu coB. Hanpumep: jump, jumper, jumped, jumping.
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KoMGUHMpOBaHHas ataka Hak/afblBaeT onpeaesieHHbI IMMUT Ha KO/IMYECTBO UCMOJb3YEMbIX C/IOBapeii: X MOXET
6bITb He 6onee 4-x. TakuM 06pa3oM, oblyee OrpaHMYeHne f[aHHOW aTtakm COCTOMT B TOM, UTO MOXHO
BOCCTaHaB/IMBaTb NaposibHble ¢pasbl, COCTOSILL ME 13 He Gosiee ueM 4-X CioB.

Lpyroii U3 cyl ecTBEeHHbIX HEA,0CTATKOB - 3TO GO/bLIONI AManasoH reHepupyembix dpas. W, kak cregcteue aToro,
MPONOPLMOHa/bHBIA POCT BPEMEHH, 3aTpaumMBaeMoro Ha NpPoBepKy naposis. MoaToMy criefyeT yuuTbiBaTh, YTO Npu
CO34aHWK Naposeid, COCTOALWUX U3 3 UK 4 C/I0B, NPOLECC TeHepaumy MOXET 3aHsITb A/MTe/TlbHOe BpeMsl.

He 6epa, ec/iv BaM 3aTpyAHUTENBHO HaliTM MoAxoAasuiuiA cnoBapb. C nporpamMmoli nocTaB/sieTcsl cneupasibHbIi
C/oBapb /11 KOMOGMHMPOBAHHOW ataku. MOXHO Takke BOCMO/b30BaTLCS BkIaAkoli OHMaliH crioBapy wm
COOTBETCTBYOLL,E/1 KHOMKOM, A1 CKauMBaHWsi TaknMx crioBapeii ¢ caiita Passcape.

Cnosapu
Combined dictionary attack options Iﬁ

4 Dictionaries | Creationrules | Dictionary generator | Online dictionaries | b

Dictionaries list to combine the words from |

This type of attack is veny similar to the simple dictionary attack, except that instead of using a single word for
password verfication here we use a combination of words or a phrase created by combining words from
specified dictionares. You should specify at least 2 dictionaries to start.

Read more about combined dictionary attack

Dictionaries
Primary 1 C:\Program Files\Passcape WIFIPR \dichcombdic. ped ‘;}
| Secondary? C:'\Program Files\Passcape WIFIPR \diccombdic. pod ]
Secondary3
Secondaryd

Dictionary processing
Read dictionaries completely into memany fast but suits for small dictionaries only)

Dont cache dictionaries in memony (slow but worls for all wordlists)
# | et the program choose the best way

Statistics

Output passwords 1 200 486 150
Rules/combinations [

Size (strings) Prim1=14145, sec2=14145

] Cancel

L

AnropyTV pa6oTbl KOMGUHMPOBAHHOW aTaku [0BOSbHO MPOCT. Hampumep, ecnM Bbl 3afaM [ABa crioBaps, TO
naposm 6yayT co3faBatbCs CreAyHoLl M 06pa3oM: 6epeTcs NepBoe C/I0BO M3 MEPBOr0 C/I0Baps U COEAMHAETCS C
NepBbIM C/IOBOM M3 BTOPOrO, 3aTeM CO BTOPbIM C/IOBOM U T.A. [0 KOHUA. [oc/ie 3Toro npoBepsieTcsi BTOPOe C/I0BO
13 NepBoro csioBaps, U T.4.

UTo6bl NOHSATL, Kak paboTaeT KOM6MHMPOBaHHAs aTtaka, AaBaiite paccMOTpKM napy NpUMepoB reHepauun dpas c
1CNosb30BaHNEM B NEPBOM CJlyuae, OAHOro 1 TOro Xe C/IoBapsi, a BO BTOPOM C/lyyae - [ByX PasHbIX.
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1. Mpepnonoxum, y Hac ecTb OAWH C/oBapb C Tpems crioBamu: action, bad n computer. 3agaem 3T0T
CfoBapb B KadecTBe [ABYX WUCXOOHbIX MCTOYHMKOB: primary dictionary u additional dictionaryl. Mocne
06paboTKM 3TMX C/ioBapeli, Ha Bbixog4e noslyvyaeM cregywouwme dpasbl (OHM ByAyT MCNOIb30BaTLCA MNpU
NpoBEpKe UCKOMOTO Naposs):

"actionaction", "actionbad", "actioncomputer"

"badaction", "badbad", "badcomputer”

"computeraction”, "computerbad”, "computercomputer"”.

Bcero 9 dpas.

2. BO BTOpPOM BapuaHTe y Hac B HaJmume MMEKTCS [Ba pas3HbiX coBaps. Hanmpumep, nepsblii croBapb
COCTOMT U3 Tpex cJioB: action, bad u computer. Bo BTopom - Toxe Tpu cnosa: date, eagle, fail. B gaHHoOMm
c/lyyae, nosiyyaem BOT Takoi CNncok dopas:

"actiondate", "actioneagle", "actionfail"

"baddate", "badeagle", "badfail"

"computerdate”, "computereagle”, "computerfail”.

BaXHO MOMHUTb, 4YTO B KauyecTBE HECKOSIbKUX WCTOYHMKOB MOXHO C YCMEXOM WCMO/b30BaTb KakK OfWH
€[MHCTBEHHbI CMI0Bapb, Tak U HECKO/bKO. Bce 3aBUCUT OT Ballei daHTasun. B nocnegHem nprmepe nokasaHo,
yTo ocoboe 3HaueHue crieayeT yAenmTb NopsiaKy C/IoBapeil, ec/iM oHU pasHble. MopsSAOK C/IOB B CO3[aBaeMblX
(hpasax HanmpsMylo 3aBUCWT OT MOpPsiAKA MCXOAHbIX C/ioBapeil. B Hawem BTOPOM MpUMEpE, €c/iM MOMEeHSTb
MeCcTaMy OCHOBHOW 1 [ONO/HUTESbHBIV CI0Bapb, TO HAa BbIXOAE MOJyYUTCSl COBCEM ApYyroi Habop ¢pas.

[paBuna reHepauuu naponeﬁ
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Combined dictionary attack options Iﬁ

4 Didionaries  Creationrules | Dictionary generator | Online dictionaries | b

Pass-phrase creation rules |

Here you can create all possible combinations of phrases generated. By default the program will create
passwords by simply concatenating words from the source dictionaries, WITHOUT separating them with
spaces. However, you can set your rules as well. For example, have it create phrases with spaces, begin
words with caps, append numbers, etc.

Read more about combined dictionary attack

v| Ige these niles to generate different combinations of the phrase
string 1=firstupper |stringM=lower Add
string 1=firstupper |stringM =firstupper
string1=lower |stringM =lower |delimiter =t20 Modify

string1=firstupper |stringM =lower |delimiter =t20 _
string 1=firstupper |stringM =firstupper |delimiter =t20
Remave: all

Insert words from second dictionary into every position of the eveny word from dictionary 1

For example: 12345Admin, A12345dmin, Ad12345min, etc.
Mote! This nule is active if onby 2 dictionaries were set, it doesn't wark for 3 or 4 dictionaries.

Statistics

Cutput passwords 1 200 486 150
Rules/combinations [

Size (strings) Prim1=14145, sec2=14145

] Cancel

L

Co3faBaemMble KOM6VHMPOBAHHOM aTakoi Maposiu reHepupyroTcst No 0COObIM MpaBWIaM, KOTopble 3a4aloTcs BO
BTOpOIi BKnaake. Mo ymMonyaHuio, ecsiv OTK/HoUeHa onuysl UCMoMb30BaHKs NpaBWi CO3[aHns Naposiei, naposnu
reHepupytoTcs NMPOCTOM CKMEKoi C/oB 13 crioBapeit 6e3 pasgeneHnst nx npobenamu. Hampumep, W3 ABYX C/OB
my 1 computer noslyymTcss mycomputer.

Ecnn 3apgaHa onumsa BCTaBKM CJ/I0B, TO MporpamMmma AOMOSHUTENIbHO CO34aeT Maposiv NyTeM BCTaBKM CJIOB U3
BTOPOro C/I0BapsA B KaxAyl MO3MUMIO CfoBa U3 MepBoro csosapsA. Hanpumep, ecnn CNoBO NepBoOro crioBaps
Admin, a BToporo - 12345, To nporpaMmMma CreHepupyeT criefytoL e naposnu:

12345Admin

A12345dmin

Ad12345min

Adm12345in

Admil2345n

W Tak 4N Bcex coB. 3Ta ONuus aKTMBHA TOMIbKO ec/v 3a4aHbl ABa C/ioBaps.

OfHako MOXHO 3afaBaTb M CBOM BapuaHTbl MyTauuu. Hanpumep, cosfasate ¢ypasbl ¢ npobenamu, crosa
HauMHaTb C 3arfaBHbIX OYyKB, 334aBaTb B KOHUe uudipbl Ap. [lpaBuna reHepauuu chenaHbl A TOro, 4To6bl
MaKCUMasIbHO pacluMpUTL MOUCK BO3MOXHbIX BapuaHToB napons. Hanpumep: Mycomputer, MyComputer, MY
COMPUTER, my-computer u T.1.
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[na atoro cyu,ecTtsyeTt crneuvasibHble npaBu/ia, CUHTAKCUC KOTOPbIX 3HATb Heob6s13aTe IbHO, noTOMYy 4TO Auasior
co3gaHuAa npasu/i MmyTaunn nNpocT N UHTYUTUBHO MOHATEH.

'l -
Add/modify pass-phrase generation rule ﬁ
s
r*:-_- Setf/change pass-phrase generation rule here |
- Phrase properties
Prefic naone hd
First word first character is upper, the rest are lower -
Word delimiter a character from given charset -
The rest words as is bl
|
Postfic none =
i Rule: gtring 1=firstupperidelimiter=rZ2D005F Mistring N=asis
| Example: I-love-my-computer, total variants=2
I 0K Cancel

Kaxkgoe npasnno Mytaumm cOCTOUT U3 MATA 3/IEMEHTOB:

1.

MpedwmKc - TEKCT, KOTOpbli ByAeT cToATb nepen Kaxaol dpasoii. ITOT 3/IEMEHT MOXET O6blTb CMMBOJIOM,
NpOCTOIN TEKCTOBOI CTPOKON, umdpoii oT 0 fo 9 wam uncnom. Hanpumep, ecnm 3agatb Npegmkcom umdpy, To
co3fjaBaemMble C MNOMOLLbI 3TOr0 npaswna ppasbl MOryT BbIrfS4eTs cregylowmMm obpasom: "Oaaabbb",
"laaabbb" .. "9aaabbb".

MepBoe cnoBo. To, 4TO crefyeT Aenatb C NepBbIM C/IOBOM KaxAolW ¢pasbl. BapuaHToB - Bcero yetbipe. A
WMEHHO: OCTaBNATb Kak eCcTb B C/I0Bape, Aefnatb CTPOUHbIMU BCe OyKBbl, Aenatb 3arfiaBHbIMK BCe OYKBbl MU
JenaTtb 3arnaBHON TOMbKO NepByto BYKBY CoOBa.

Pasgenutens cnoB Bo dpase. OH MOXeT OTcyTcTBOBaTb. Torga Bce c/ioBa 6yayT ckneeHbl. Hanpumep:
"aaabbb", "aaaccc","aaaddd" n T.4. MOXHO 3afaBaTb CBOI pasfenutesnb, Hanpumep CUMMBONA . A MOXHO
3a4atb Anana3oH CUMBOJOB. Torga BCe CUMBOSIbI M3 3TOr0 Arana3oHa byayT NpoBepsTLCs nocnenoBaTesibHo.
OcTa/ibHble c/ioBa. ITUM aTpubyToM, aHasIorMyHO N.2, MOXHO 3a4aBaTb MpaBusa A/ BCeX OCTaslbHbIX C/I0B
dhpasbl.

MocTdwmKc - TEKCT, KOTOpbIM ByAeT 3aBepLuaThCca Kaxaasa gpasa. Hanpumep, ecnm 3agatb NOCTGMKCOM CUMBO/I
?'vnn ' ?', To BCe dopasbl, CO3[4aBaeMble Ha OCHOBE 3TOro npasuna 6yayT 3akaH4MBaTLCA 3HAKOM BOMpoca.

EcTecTBEHHO, YeM 60/bLie NpPaBun Co3faHnsl Naposieil, Tem 6o/iblle BeposiTHOCTL YrafblBaHns UCKOMOro Nnaporsis,
HO 1 TeM 60/bLIe BpeMeHU NoTpebyeTcs Ha aTaky.

Mpynna "CTatMcTvka' nokasblBaeT KOMIMUYECTBO C/I0B B UCXOAHbIX C/oBapsx, oblee KOMYecTBO reHepupyeMblX
thpas 1 gpyryto nosesHyro MHGopMaLWo.
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2.8.2.9

[eHepaTop cnoBapeii

Combined dictionary attack options I&

47 Dictionaries, [ Creation rules, " Dictionary generator [ Onling dictionaries, | b
,__'\

A-_QU Dictionary generator - create a pass-phrases wordlist |

Generated by this attack passwords can easily be saved to file. So you can create yvour own dictionary and
use it in another program. Be careful, dictionany creation may take guite some time depending on the source
wordlists given and creation rules set.

Read mare about combined dictionany attack

Dictionary generator

Dictionary size 1 200 486 150 strings Generate
Statistics
Output passwords 1 200 486 150
Rules/combinations &
Size (strings) Prim1=14145, sec2=14145
QK Cancel

L

TpeTbs BKMagKa onuuii Cy>XuT A8 co3[aHns CrioBapeil Ha OCHOBE KOMOVHUPOBAHHOW aTakm.

B nocnegHeli Bkiagke MOXHO ckayaTb C Hallero cepeepa Of4MH UM HECKOJMIbKO Cheuyanm3mpoBaHHbIX CrioBapei
AN 3TOl aTaku.

Ataka no ®pase

Bce 6onblwe u 60Mblie nonb3oBatenieli B KayecTBe CBOUX Naponieil BbiGMparoT uenble dpasbl, OTPbIBKU U3
CTUXOTBOPEHWUIA, KpblIaTble BbIPXKEHUS U3 MIbMOB, NTATUHCKME adopu3Mbl, TEKCT NOOMMbIX NeceH u T.n. lMowuck
TaKnx napone|7| TPagUUMOHHBbIMKX MeToAaMu - AOesl0 HeEMbIC/MMOoe MNpu pas3Butimn BbIYNCTUTENILHOWA MOLL HOCTU
COBpPEMEHHbIX KOMMNbHTEPOB. |-|03TOMy Ha NnoMolb B BOCCTAHOBJIEHUMN NPUXOAUT aTaka Mo YXXe Tr0ToBbiIM WU
N3BECTHbIM dpasam.

ATaka no dpase (paspabotaHa B Passcape Software) BO MHOrom cxoxa C NpocToii C/i0BapHOl atakol 3a TemM
MWL UCK/KOYEHWeM, 4TO MOWCK Maposieli  OcyLLecTB/SeTCA He MNOC/oBHO, a nodpasHo. MopobHo atake no
C/I0Bapio, M3 WMCXOAHOro CfoBapsi noouvepefHO GepyTcs dipasbl U NPOBEPSIOTCA Ha NpegmeT COBNAZEeHWst C
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NCXoAHbIM naposieM. ATaka no dpasam - 3T0 TOT HEOBGXOAUMbIA WHCTPYMEHT B BOCCTAHOB/IEHUM MNaporsiei,
3HaUYeHne KOTOPOro C/I0KHO MEPEeOLEeHNTb.

Hanpumep, ec/m UCKOMBbI Naposib COOTBETCTBYET LLMPOKOM3BECTHO ¢ipase 'To be or not to be', To oueBMAHO, UTO
CNPaBUTLCS C TakMM NaposieM Nof CWIy fMWb AaHHOW atake. [1a 3Toro HeoGXoAMMO yKasaTb CheuvasibHbIN
cnoeapb dypas. MpocTeiinii cnosaps NocTaBnseTcs BMECTE C NPOrpamMmMoii, HO MMEETCS BO3SMOXHOCTb MOATPY3KU
OHnaiiH cnoapeli cneuyasibHO A/18 3T aTaku.

He Gypert npeyBesMyeHVEM ckasaTb, YTO yCMeX B pacluMdipOBKE MCKOMOro naposisi B atake no cppasam Ha 99
MPOLEHTOB 3aBMCUT OT kayecTBa csioBapeil. Ckopee BCEro, MMEHHO NO3TOMY [aHHbli BWA, atak He BCTpeyaeTcs
NMpakTMYecKkn HU B OLHOM NaposibHOM B3/lOMLMKe: cOop dpa3 v co3gaHve cneuyam3MpoBaHHbIX CrlioBapen -
3a/a4a YpesBblyaiiHo Tpyoemkas. Passcape Software gaeT BO3MOXHOCTb 3ae/icTBOBaTh Lie/blii HAbop OHMaH un
ochdhialiH crnoBapeii (Bcero 6onee 500 M6), cneupanibHO NOATOTOB/IEHHbIX A/ AAHHOTr0 TUMa aTaku.

Hanpumep, mMHorne nosib3oBaresv BbI6VIpa}0T naposin B Bnae OTPbIBKOB U3 NOGMMBIX NeceH um MY3blKaJIbHbIX

rpynn. MostomMy Mbl CO3ganm creuyasbHble, YHUKa/bHble (He HaigeTe 6onbwe Hurge B cetu!) My3blKaslbHble
Cc60pHUKK dypas. EcTb Takke 6Mbneiicknini c6opHMK, dpasbl U3 KMHO, KpbifiaTble U TATUHCKME BbIPaXKEHWS U T.4,.

CnoBapu c asamMmu

F N
Pass-phrase attack options Iﬁ
4 Phrase dictionaries | Phrase mutation, [, Dictionany generator, [, Online dictionaries,,|

:l Pass-phrase dictionaries list |

The main idea of the passphrase attack (developed by Passcape) is to guess the right password by searching
through predefined frequently used expressions, phrases and word combinations. Similar to the simple
dictionary attack, from the source dictionany we sequentially take a phrase and attempt to match with the
original password.

Bead about Passcape Wordlist Collection

Dictionary name Dictionary size Phrases Full path

phrases. pcd 73372

9 388

C:\Program Files\Passcape \WIFIPRY, ..

Add Hemove

QK Cancel

Wireless Password Recovery
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Onuumn ataku no ¢pase NpakTMyecky OANH B OAMH HANOMWHAKOT HACTPOWKM NMPOCTOro C/I0BapHOro nepe6opa: Tak
X€e Heo6XoAMMO BblGpaTb OAMH WM HECKO/bKO C/ioBapeli B KadyecTBe WCTOYHMKA (pas3, Takke KMeeTcs
BO3MOXHOCTb MOArpYXaTb [AOMNOSHUTE/bHbIE C/IOBapU C caiita Passcape, aHa/lorMyHO 3a4alTcsi npaswsia
MyTauum (Co3AaHuM a/lbTePHATUBHBIX BapaHToB) opas.

MyTaumsa dpas

Pass-phrase attack options Iﬁ
44 Phiase dictionaries~  Phrase mutation [ Dictionany generator, [, Online dictionaries,,|

2 :l Pass-phrase mutation |

Weal mutation is nomally justified in only one case: for increasing the attack speed or when using dictionaries
of large sizes. Medium mutation is a nomal balance between the operating speed and the number of
generated password phrases. Strong mutation allows finding more difficult passwords by generating the widest
range of all possible combinations, to the prejudice of the search speed. Forinstance, English phrases typed
using the national keyboard layout, abbreviations, etc.

Fead mare about passphrase attack

Mutation level

Weal fast)

Lttra light (eadremely slow)
» ) Mormal (slow) Uttra normal {estremelly slow)
Strong (veny slow) Uttra hard (extremelty slow)
Phrase limitation
Limit input phrase
Maximal phrase length: | &4
Maximal wards in phrase: | &
QK Cancel

L

O myTaumm crefyeTt ckasaTb 0c060, MOCKOSbKY, Kak BaM YXe HaBepHOe [O/HKHO ObiTb M3BECTHO, CU/bHas

MyTaLmsi 3HAUUTENTEHO YBE/IMYMBAET LWAHChI HAa YCMNELHOe BOCCTaHoB/ieHue. Cnabas MyTaums 06bl4HO onpaBgaHa

TONIbKO B OQHOM C/lyyae: A7 YBE/MYEHUs CKOPOCTU aTaku WM MpPU UCMOMb30BaHWM CcrioBapeii 60/bLumx

pa3mepoB. Kpome Toro, cunibHas MyTaumsi NO3BONSET HAXOA4MTL G0Mee CAOXKHbIE NAapPON, TeHepUpPys HanbobLL Wit

AvanasoH BCEBO3MOXHbIX KOMOMHaUWiA B yL,epb ckopocTy nepebopa. Pasimuns pasmyHbIX ypPOBHEN My Tauumu:

e Weak - Hanbonee 6bICTpbIE XU NPOCTbIE MYy TaLMN.

e Normal - Toxe, 4to U Weak, HO C [OMOMHUTENBHBIMA MyTaUMAMW U TEHepaumeil HEeCKOSIbKMX BapuaHToB
perncTpa 6yks.

e Strong - aHanornyHo Normal ¢ AOMOMHWUTENBHBIMU MyTaUMAMW W TeHepaumeli HauMOHaubHbIX naponein (B
COOTBETCTBUM C YCTaHOB/EHHOW Ha MK KnaBuaTypHOW packniagke, Wan packiafok, eC/i X HECKObKO).

e Ultra light - kaxablin reHepupyemblii B pexumme Weak naponb nogBepraetcs AOMOSHUTENbHBIM NPOCTbIM
MyTaumsm (aHanormyHo pexumy Weak B NpoCToil C/IoBapHOl aTake).

Wireless Password Recovery
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e Ultra normal - kaxablii reHepupyemblii B pexxume Normal naposb nofBepraetcsi AONOSHUTENIbHLIM MPOCTLIM
MyTaumusM (aHasiormyHo pexkumy Normal B MpoCToii C/IOBApHOI aTtake).

e Ultra hard - Kaxgblii reHepupyemblii B pexume Strong naposib MofBepraetcsi AOMOSHATEbHBIM MPOCTLIM
MyTaUMsM (aHaIOrMYHO pexxumy Strong B NPOCTOl C/I0BapHOi atake).

OcTopoxHo! B pexxmmax Ultra, n3-3a 60/bLLOr0 Ko/mMyecTBa reHepupyemMbiX BapyaHToB, NMpoBepka naposein MoxeT
NPOVCXOAUTb OYEHb MeAsIeHHO. [/ TOro, 4YTo6Gbl HEMHOIO YBENMYMTL CKOPOCTb PaboThl 3Toit atakm B Ultra

pexunmax, MOXHO BbICTaBUTb JIMMUT Ha pa3Mep UCXOAHbIX pas. Hanprumep, orpaHnunts MakCUMasibHy AMHY 64
cumBonaMu 1 6 crioBamu.

[eHepaTop cnoBapeii

B TpeTbeii Bknagke HacTpoOeK MOXHO CO34aTb CBOW C/I0Bapb ¢ypa3 Ha OCHOBE YCTAHOBJIEHHbIX OMUMWIA aTakn Mo
dpasam.

.

.

Pass-phrase attack options ﬁ

47 Phiase dictionaries, | Phiase mutation,”  Dictionary generator [ Online dictionaries,,|
I___\

e
AALT Dictionary generator |

Generated by this attack passwords can easily be saved to file. So you can create your own dictionary and
use it in another program. Be careful, dictionany creation may take gquite some time depending on the source
wordlists given and creation rules set.

Fead more about passphrase attack

Dictionary generator

Dictionary size unknown zenerate

QK Cancel

2.8.2.10 mbpmpaHas Ataka no Cnosapto

MbGpuaHas aTaka Mo C/OBaplo - 3TO Pa3HOBMAHOCTL MPOCTOl crioBapHoli ataku. OAHako B OTMUMe OT
nocregHeli, rmépuagHas ataka MO3BOJISIET M0Sb30BATENIO 33f4aBaTb CBOW COGCTBEHHblE MNpaBuia MyTauwu
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(Bapviaumm) 0B M NPOBEpsiTb UX B Ka4eCcTBe WMCXOAHOTO Maposis. Hanpumep, MOXHO MepeBecTV NnepByto GyKBY
MPOBEPSEMOro naposisi B BEPXHUIA perncTp, A06aBuTb B KOHEL, CUMBO/ 2, 3aMeHuT, 8 Ha B, O Ha 0 u T.4.

[elicTBusA, NpruMeHsieMble K UCXOAHbLIM C/IOBaM CJ/IOBapsi, HasbiBatoTcs npaBwia. K 0gHOMY WCXOAHOMY CriOBY
MOXHO MPUMEHSITb HECKO/IbKO NpaBusl. BMecTe ¢ ANCTPMEYTMBOM MporpamMmmbl NMOCTaBSETCS pacllypeHHbIi Habop
NpaBuI MyTauyy naposneil.

Onuumn rmépuagHoi ataku No cfioBapro pasaesieHbl Ha 7 BKIaoK:

1.

2.
3.
4

oo

CnoBapwu - o715 3aaHns UCXOAHbIX CrioBapeli

MpaBwnna - daiinbl ¢ Habopamy NpaBw

Cynep-npaBuna - npaBuia, KOTopble MOXHO NPUMEHWTL MOBEPX BCEX OObIYHBIX (4,0 UM MOCE HKX)
MeHepaToOp crioBaps, B KOTOPO MOXHO CO34aBaTtb rOTOBble C/IOBapW, Moslydyaemble B pesy/ibTate padboTbl
rMepuUaHON atakn

OHMalH crioBapu - 415 CKa4MBaHUS HOBbIX C/l0Bapeli B Mporpammy

CuHTaKCcuC aTaku - MoHOE OnvcaHve BCexX NpasBui ¢ npuMepamn

TecTep NpaBw/ 419 TECTUPOBaHUS COGCTBEHHbLIX MPaBu

CnoBapv Ans ataku 3agaroTcsi B NepBoii Bkiagke. TpagmuyoHHO noagepxkusatotcs cregytowne dopmarsi: ASCI,
UTF8, UNICODE, PCD, RAR, ZIP. Mopsaok ¢aiiioB B CNCKE MOXHO MeHsTb. Hanpumep, Hebonbluve crioBapu
nepemMellars B Hayasio cnucka Wim HaobopoT. MNpu 3TOM B arake OHW By[yT UCNOb30BaTLCA MOCc/efoBaTesibHO,
COr/lacHO CIKUCKY.
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Hybrid dictionary attack options Iﬁ
4 Dictionaries | Rules | Superrules | Dictionary generator | Online dictionaries | .|}
;%; £ Hybrid attack dictionaries |

Hybrid attack is similiar to mutation dictionary attack, except that user should set his own word mutation rules.

Setup at least one wordlist here in order to continue.

Read more about Hybrid dictionany attack
Dictionary name Dictionany size Strings Full path =
WIFIPR. pcd 755 T84 414801 e:\Program Files\Microsoft Visual Stu..
American.dic 403 969 45 392 E:\SYsPwWCo1Y01 - Languagesame.
Brizilian.dic 1477 257 179 333 E:\SYS\PWC01\01 - Languages Erizili. | =
Chinese, dic 5162 a0z E:\SYS\PWC01Y01 - LanguagesChin, .
Danish.dic 7653774 564 295 E:\SYS\PWC01Y01 - Languages'Dani, . i
Dutch.dic 3120 185 245 683 E:SYS\PWCO101 - Languages\Dute,
English.dic 33302 216 3540673 E:SYS\PWCO1Y01 - Languaages'\Engli. .
Finnish.dic 6 528 248 430 570 E:\SYSPWC01Y01 - Languages'Finni. .
French.dic 3822281 320033 E:\SYSYPWC01Y01 - Languages'Fren. .
German, dic 21387 379 1736 211 E:\SYSPwWC01Y01 - Languages'Ger...
Italian. dic 4 566 430 392917 E:\SYS\PWC0 101 - Languages\Ttali. ..
Tamamcca die 1 MGEN 71 115 £EBN EaAev2lDiidrndiingd o1 smmosnce Tans -
4 | 1] [ r

Add Bemove [ove up Mowve down
QK Cancel

Bo Bknagke TlpaBuna' HeO6Xx0AUMO 3afaTtb MO KpaWHeli mMepe oAuH aiin ¢ npasunamu mMyTauuy naponei. C
nporpamMmmMoii NocTaBfsieTcs HECKO/bKO duaiinioB, Hanpumep, english_words.ini ¢ 6onee yem 3000 npasuiamm.
dopwmar haina ¢ npasunaMmy 4OBOMLHO TPMBUAIEH W NpeacTaBnseT coboli npocToil TekcToBbli ASCII duaiin co
cTpokoli [Rules]. Bce, 4to naet A0 3TON CPOKKU, CUUTAETCA KOMMEHTapUSIMN U UrHOpPUPYeTCcs nporpammoii. Bce,
4TO Moc/e, paccMmaTpMBaeTCs Kak npasuia. Kaxaaa cTpoka MOXEeT CoAepXaTb HECKO/IbKO npasusl, NMpUMeHAeMbIX
K ucxogHomy cnosy. Ecnm cTpoka COLEPXUT HECKoNbKO npaswl ANA OAHOro C/ioBa, TO 3TM nNpasuna
obpabaTtbiBalOTCA CcfieBa Hanpaso. Hanpumep, ecnm K uUcxogHoMy cnoy 'password’ NpUMEHUTL  NpPaBuio
'‘@pca$b$c’, 10 Ha BbIXOAE nonyuum ‘Asswordabc’. MakcumanbHas [ANMHA BbIXOLHOTO C/i0Ba He [0/DKHA
npessbiwats 256 CMMBOJIOB.

Mpasuna mytauum B RWP npaktMyeckn NOMHOCTbIO UAEHTUYHBLI TEM, YTO MUCMO/L3YIOTCA B APYrvMX MporpaMmmax
[ONs BOCCTaHOB/IeHWs naponeil. B aToli BKiaake Bbl MOXETe UMNOPTMPOBaTh npasuna u3 HashCat, InsidePro nam
JohnTheRipper, KOMGUHMPOBAaTL UX 1 cO3AaBaTb CBOW dhaisibl.
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Hybrid dictionary attack options s

4;E 'YRulesii ;E ;il — .m>

Hybrid attack rules ‘

11

— .

You should set at least one file with word mutation rules. Rule file is a simple ASCI text file with [Rules] section
in it. Eventhing below the string is considered as rules. See the syntax of the nules at the Syntax tab. You can
save all rules into a single file {rules will be sorted, duplicates and emors will be skipped).

Read more about Hybrid dictionary attack

File name | Rules count | Full path |
yurets ini 74585 C:\Program Files («86)"\Passcape*WIFIP R hybrid_rules'yur. ..
char_case ini 1 C\Program Files (x86)"\Passcape " WIFIP R hybrid_rules™ch...
english_wordsini | 30055 | C:\Program Files (xB6)\Passcape \WIFIPR\hybrid_nules'en...
fasthash ini 2943 C:\Program Files (86)"\Passcape WIFIP R \hybrd_rules*fas...
133t ini 1046 C:Program Files (86)"\Passcape WIFIP R\hybrd_rules™33...
truncate ini 13 C:Program Files (x86)"Passcape WIFIP R \hybrd_rules“tru...

Add Remove Maove up Maove down
Import Hasheat/Insidepro rules Save

QK Cancel

Cynep-nNpaBu/io - 3T0 OAHO WX HECKO/IbKO MpaBwus, KOTopble HEO6XOAUMO MPUMEHUTL MOBEPX BCEX OObIYHBIX
HabopoB npasus. TouHee, A0 WM nNocse HUX. Hanpumep, nocsie oTpaboTKm 06bIMHOrO Npaswia (MM HECKOMbKKX,
€C/IM OHU 33,aHbl Ha OHOIN CTPOKE), A8 TOro, YToObl CreHepUpPoBaTb BCE BO3MOXHbIE KOMOMHALMM 3ar/aBHbIX 1
CTPOUHbIX OYKB, MOXHO 3ajaTb KOHe4YyHoe cynep-npaBwio 'a8'. Tak npasBuno Yasad' 3 dumainna 133t.ini byget
'fasada8', a /csc(’' npespammTca B /csc(a8’, n 1.4. Ewie oguH npyMep: ecim yCTaHOBUTL HaYaslbHOe Cynep-npasunio
'>8<G', TO 4,0 Ha4ana 0BbIYHON MyTauumn 6yAyT OTK/IOHEHbI BCE C/10Ba MeHbLUe 8 nam 6onblie 16 cuMBOMOB.

3T0 A0BO/BHO MOJIE3HAA ONUMA €C/IM Bbl pelunTe NPUMEHUTb Kakoe-nmbo NpaBuio KO BCEM CTPOKam 3adaHHbIX
*.ini ¢oanfIoB, NOCKOMbKY HET HYX/bl NPaBUTb B HUX BCE TEKCTOBble CTPOKW. ByabTe akkypaTHbl, OfHaKko: cynep-
npasuio 'aN' MOXeT YBeMUYUTb YMC/IO FreHepupyeMblX naposieli B COTHU WK faxe Tbicayn pas!
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Hybrid dicticnhary attack cptions
4 Dictionaries | Rules  Superrules | Dictionary generator | Online dictionaries | .| b

Super-rules to be automatically append or prepend to every line of common rules |

"I

"Superqule’is a nule (or several rules) to be applied over the top of all other regular ones, before or after them. i
you set a HEAD superqule, it is prepended to every line from the given “inifile. f you set a TAIL super-ule, it
will be automatically appended to the every line of common rules.

Read more about Hybrid dictionary attack

HEAD super-rule

This superqule is to be applied BEFORE every line of common rules

TAIL super-rule

This superqule is to be applied AFTER every line of common rules
>0

QK Cancel

Bknaaka TeHepaTop c/ioBaps' npegHasHadeHa A1 co3faHvs crioBapeil, noslyyaembix B pesy/ibTate paboTbl 3Toi
ataku. B ganbHeiilem, 3TM crioBapu, K NpuMepy, MOXHO WUCMO/b30BaTb B APYrUX nporpammax. [ns co3gaHust
croBaps, 3ajaiiTe MCXOAHbIA cnoBapb M Habop npaswun MyTauun. [/vMHa reHepupyemoro duaiina MoxeT
npeebiwath 2 [6. ByAbTe 0CTOPOXHbI, MPOLIECC CO3/aH1sA CMOBapPst MOXET 3aHsATb 3HAUNTE/IbHOE Bpems!

Copyright (c) 2024 Passcape Software. All rights reserved.

Wireless Password Recovery




IHTepdheiic nporpamMmmbl

Hybrid dictichary attack cptions ﬁ
4_Dictionaries, [, Rules, | Supersiules,” Dictionary generator [ Online dictionaries, [ .|
=

1
A-QU Dictionary generator |

Generated by this attack passwords can easily be saved to file. So you can create your own dictionary and
use it in another program. Be careful, dictionany creation may take gquite some time depending on the source
wordlists given and creation rules set.

Read more about Hybrid dictionary attack

Dictionary generator

Dictionary size unknown zenerate

] Cancel

Bo Bkagke 'OHnaiiH cioBapy' MOXHO ckadaTb C caiita Passcape UCXofHble c/ioBapy A1 3Toli aTaku.

Ec/1 Bbl XOTUTE CO34aTb CBOW COBCTBEHHbIV HAB0OP NpaBw/, TO ABE NocNefHVe BKNaAKN MOXHO UCMO/b30BaTh Kak
nomMouLb. Ecnm Bo BkMagke 'CUHTAKCUC' AaHbl NPOCTbIE ONMMCAHUA NpaBu/, TO B NOC/eAHel KNagke MOXHO WX
npoTecTMpoBaTh, 3a4aB MCXOAHOE C/I0BO M MpaBwnio Ana rmépuaHoli atakun. CBou HaGopbl MpaBwun npuckliaiiTte
HaM. EC/M OHM NOKaXKyTCsl HAM MHTEPECHbLIMW/NONE3HLIMI, Mbl BK/IOYMM MX B CTAHAAPTHYH MOCTAaBKY NPOrpaMMbl.
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Hybrid dicticnhary attack cptions Iﬁ

¢ Dictionary generator | Online dictionaries | Hybrid syntax Rule tester | b
|

1

Hybrid rules tester |

You can test your own hybrid rules here. Just type in a sample input word and the rule to be tested.

Read more about Hybrid dictionary attack

Rule tester

Input word password

Hybrid rule @pciashsc By
Cutput word Asswordabc

QK Cancel

OnuncaHne cuHTakcuca NpaBua rM6pPUAHON aTakm No cAoBapo

[onyckaeTcs 3aaBaTb HECKOMBLKO MpaBusl Ha OHON CTPOKe.

O6paboTka npasusn (eCaM UX HECKOSIbKO Ha OAHOW CTPOKE) UAeT creBa Hanpaso.

MakcmanibHaa asMHa CTPoKn - 256 CMMBOJIOB.

MakcmanibHaa AsMHa BbIXO4HOro csioBa 256 CMMBOJIOB.

Becb TekcT A0 cTpoku [Rules] cuntaeTcsa KOMMeEHTapreM 1 UrHOPUpPYeTCS.

CTpoKa, HauMHaloLL,afacsa CMMBOJIOM # CUMTAETCA KOMEHTapueM 1 UTHOPUPYETCS.

Mpo6enbl B CTPOKax, €C/iM OHU He ABMSOTCS YacTblo NPaBus, UTHOPUPYHOTCS.

3HayeHuns napameTpoB N u M HauuHatotcs ¢ 0. 9 3HavyeHuin 6onble 9 ncnonblyite A..Z (A=10, B=11 u 1.4.).
Hanpumep, npasuno 'C orpaHnynBaeT AJsiMHy cnosa 12 cumBonamu.

MpaBuno aN Bcerga A0/MHKHO ObITb NOCNEAHUM B CTPOKE.

Cnepgytoune npasuia He A0/MKHbI KOMBUHMPOBaTLCS ¢ aApyrumun npasunamu: ?iN[C], ?i[C], ?0N[C], ?0[C]
?IN[C], ?i[C], ?0N[C], ?0[C] npaBuna ncnosb3yoT cnegytou,me nmeHa Habopos CMMBOJIOB:

digits - 0123456789

loweralpha - abcdefghijkImnopgrstuwxyz

upperalpha - ABCDEFGHIJKLMNOPQRSTUVWXYZ

alpha - abcdefghijklmnopgrstuwwxyzABCDEFGHIJKLMNOPQRSTUVWXY Z

special - |@#$%"&*()-_+=~"[I{}\:;;"'<>,.2/ "

loweralphanumeric - abcdefghijklmnopgrstuwvxyz0123456789
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upperalphanumeric - ABCDEFGHIJKLMNOPQRSTUVWXY 20123456789
alphanumeric - abcdefghijkimnopgrstuwxyzABCDEFGHIJKLMNOPQRSTUVW XY 20123456789
printable - abcdefghijkimnopgrstuwvxyzABCDEFGHIJKLMNOPQRSTUVW XYZ0123456789!@#$%"&*()-_+=~"[1{}|

\;;<>,.?
Opasuna
MNpaB. lNpumep BxopgBbixoa. OnuncaHne npasuna
nno L C/1I0BO
C/ioB
(o]
pass password |Huuero He genaTtb CO C/I0BOM
word
{ { pass asswordp |CABWHYTb C/I0BO BJIEBO
word
} } pass dpasswor |CABWHYTb C/I0BO BNpaBo
word
[ [ pass assword YaanuTb NepBblii CMMBO/ Cl0Ba
word
] ] pass passwor Yaanutb NocnefHwin CMMBON C/ioBa
word
c c pass Password Cpenate nepByto GykBy 3arsiaBHOM
word
C C pass pASSWOR [MepBas 6ykBa CTpOYHas, OCTasbHble 3arfiaBHble
word D
d d love lowelove [y6nmpoBaTtb Bce CNOBO
f f love loveevol OTpasuTtb (3epkaibHast nepecTaHoBKa 6YKB)
k k pass [3¢wibiLikB KOHBEPTMPOBATL C/I0OBO UCNOMb3YA a/lbTepHaTVBHYHO (MepByto nocse
word |gfhjkm yCTaHOB/IEHHOI MO-YMOMYaHNIO) packiaaky KnaBmatypbl. 310 NpaBusio
napo paboTaeT B 060MX HanpaB/fieHusix. Hanpumep, ecrm B cucteme ycTaHOB/EHA
b Pycckas packnagka knaBuatypsbl, 3T0 NpaBu/io TpaHcopmMumpyeT C/1I0BO
'password' B pyCCKWil 3KBMBA/IEHT 3¢bIbILLLKB', @ PyccKoe C/10BO 'NMaposb' B
'gfhjkm'. 310 6bIBAET OYEHb MNOME3HO, KOr4a MMEEM Aesio C He-aHrIMNCKUMK
naponsmun. Ecnv B cucteme yCTaHOB/IEH TOMbKO OAVH fA3bIK, NpaBusio byaet
NpOUrHOpPMPOBaHO.
K K pass passwodr |[TOMeHATb MecTaMu ABa NnocfiefHNX CUMBoOa
word
I I pass password |Bce GykBbl B H/KHUIA peructp
word
q o} baby bbaabbyy [Oy6nunpoBatb BCe CUMBO/bI B C/IOBE
r r pass drowssap |[lepeBepHyTb C/I0BO
word
t t Pass pASSwWORD O6paTtutb peructp 6yks (MHBEpCUS perncrpa)
Word
u u pass PASSWOR Bce 6ykBbl B BEPXHUIA perncTp
word D
U U my My Own MepBble GYKBbI BCEX C/I0B B BEPXHWI pernctp (nogpasymeBaeTcs, YTo cfioBa
own [Key pasgeneHbl npobenom)
key
\% V pass PaSSWoRD/CornacHble 6yKBbl NEPEBECTN B BEPXHWI PErUCTP, TN1AaCHbIE - B HKHWIA
word
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MNpaB. lNpumep BxopgBbixoa. OnuncaHne npasuna
W1o . C/10BO
crnos
(o]
% \Y pass pASSWoRD/CornacHble 6yKBbl NEPeBECTU B HWKHWI PErnCTp, rMacHble - B BEPXHWUi
word
‘N ‘4 pass pass O6pe3ats C/10BO A0 AMHbI N
word
+N  +1 pass pbssword |YBenmuuts 3HavyeHue ASCIl cumBona B no3uumm N
word
-N 0 pass oassword |YMeHbWUTb 3HaYeHne ASCII cumona B nosuumm N
word
.N A4 pass passoord | 3aMeHWTb CMMBOJ B NO3uumu N cMMBOIOM B no3uummn N+1
word
N 1 pass ppssword [ 3aMeHUTb CMMBOJ B No3uumn N cumBoniom B nosuumm N-1. Fge N > 0.
word
<N OTKNOHUTL (NPOMNYCTUTL) CNIOBO €C/IM ero AnMHa npesbiliaeT N CMMBOSIOB
>N OTKMOHUTL (NPOMNYCTUTL) C/IOBO €C/IM ero AsiMHa MeHblle N cMMBOSIOB
aN MpoBepsATL BCe BO3MOXHblE KOMOUHaLMK peructpa 6yks. N 3agaet
MaKCUMasibHY0 A/IMHY C/0BA, A1 KOTOPOro MOXET ObITb MPUMEHEHO 3TO
npaswso.
DN | D2D2 pass paword Ypanmte cumBon B nosuumm N
word
pN  p3 key keykeykey Konuposats csioBo N pas
TN T1T5 pass pAsswOrd |O6paTtutb peructp 6yks B nosvumm N
word
yN y3 pass paspasword [Mpoay6amposatb nepsbie N CMMBOJIOB
word
YN Y3 pass paswordord [Mpoay6nmpoBatb nocnegHue N cMMBOOB
word
zN z3 pass ppppasswor Jy6nnposaTte nepsblii cumBos cnosa N pas
word d
ZN Z3 pass passworddd [Qy6nmpoBatb nocneaHwii cumseon criosa N pas
word d

$X  $0$0%7 pass [password00 [o06aBWTb CUMBO/ X B KOHEL, C/loBa

word 7
AX M3M2M pass 123passwor BctaButb cMBOS X B Ha4aso c/ioBa
word d
@X @s pass paword Yaanute BCe CUMBO/bI X 13 C/loBa
word
IX OTKNOHUTL (NPOMYCTUTL) C/I0BO €C/IM OHO COAEPXMUT MO KpaliHein mepe oauH
cumson X
/X OTKOHUTL (NPOMNYCTUTL) C/IOBO €C/IM OHO HE COAEPXMUT CUMBO X
(X OTKIOHWTL (MPONYCTUTL) C/IOBO EC/IN €r0 NEPBbLIA CUMBOJ HE X
)X OTK/IOHWUTL (MPONYCTUTL) C/IOBO EC/IN €ro NOCAEAHWIA CUMBO HE X
eX e@ mike mike V3BneYb NOACTPOKY, HAYMHAOLLYHOCS C MepBOi NO3NLUN 1
@yah 3aKaHuYMBaloLLLYHOCS nepes nepBbiM HalifeHHbIM CMMBOJIOM X (X HE BXOAUT)
00.CO
m
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Mpas. NMNpumep BxopBbixoa. OnuncaHne npasuna
nno L C/I0BO
C/ioB
(o]
EX |E@e. mike yahoo V3BneYb NOACTPOKY, KOTopas HAYUMHaeTCs cpasy 3a NepBbiM HaWAEHHbIM
@yah CUMBOJIOM X (M 40 KOHLA CTPOKM)
00.CO
m
%dVIX OTK/IOHUTL (NPOMYCTUTL) C/I0BO EC/IN OHO HE COAEPXKMUT NO MeHbLUEl Mepe M
cumBo/0B X
*XY *15 pass possward [[TOMEHATb MecTaMu CUMBOJIbI B NO3MUMAX X1 Y
word
=NX OTK/IOHUTL (MPOMYCTUTL) C/IOBO €C/IM CUMBOJ B NO3mumm N He X
iNX i4ai5bi6c pass passabcwor BcTtaBuTs cumBon X B nosuuuio N
word d
oNX 04*05* |pass |pass**rd MNepesanucats cumBon B nNo3uumm N cumBo/ioM X
word
sXY 'ss$so0 pass pa$$wOrd 3ameHuTb BCe cUMBOSbI X HA Y
word
XNM x4z pass word V3Bneyb NOACTPOKY AJ/MHOI M CMMBO/IOB HauuHas ¢ nosvumm N
word

INX-Yrl0/-/r googl google.com/ BcTaBuTb cuMBO/ X B no3uumo N, eciv npegbiayLuinii cuMmeon B nosuuum N He

e.co paBeH Y.
m
INX+ rl0.+.r  pass password.. BcTaBute cumBon X B nosmumio N, ecnv npegbiayiuii cumson B nosvumm N
Y word. paseH Y.
ONX- O0-+p pass |-assword  Ecsu cumBos B no3mumm N He paBeH Y, nepesanucartb ero CUMBOJIOM X.
Y word
ONX OOP+p pass Password Ecan cumBon B no3mumm N paBeH Y, nepesanucatb ero CMMBOJIOM X
+Y word
? ? pass Opassword BctaBuTb cumBon M3 Habopa [C] B no3uumio N BxogHoro criosa. F'ae [C]
iN[C] iO[digits] word .. MOXET ObITb Kak MMeHeM Habopa, Tak U caMuMm HabopoM.
9password
?i[C] ? pass ~password BcTaBuTb cumBon 13 Habopa [C] B KaxAayt nosuuuio BXxogHoro crnosa. Fae [C]
i[special] word .. MOXET BObITb Kak UMeHeM Habopa, Tak U caMnM HabopoM.
password+
? ? pass pAssword [[Mepe3anucaTtb BO BXOAHOM C/I0BE CUMBOS B No3uumn N KaXabIM CUMBOJIOM U3
oN[C] o1[upper word .. Habopa [C]. T'ae [C] MOXEeT 6bITb Kak MMeHEM Habopa, Tak U camum Habopom.
alpha] pZssword
?0[C] ?0[-=.] |pass -password [lepesanucatb BO BXOAHOM C/IOBE CUMBO/I B K&XA0l NO3uL¥M CUMBOJIOM Y3
word .. Habopa [C]. I'ae [C] MOXeT 6bITb Kak MMeHeM Habopa, Tak U caMum HabopoM.

password. B gaHHoM npumMepe npasuio ?0[C] creHepvipyeT cnepyoLL e naposnu: -
password, =password, .password, -assword, =asswords, .assword, p-ssword,
p=ssword ... password.

OMNOJ/IHNUTE/TbHO

BmecTe ¢ gucTpruby TMBOM NPOrpamMmbl NOCTAB/IIETCA PaCLUMPEHHbI Habop Npaswui MyTaLum Naposei:
®aiin hybrid_rules/english_words.ini cogepxut Habop OCHOBHbLIX NPaBWA 415 aHIMIACKUX Naponeil.

Wireless Password Recovery Copyright (c) 2024 Passcape Software. All rights reserved.




NHTepdenc nporpamMmmb

hybrid_rules/simple_dates.ini - npaBuia ¢ gatamu, Mecsiuamn, BpeMeHamu roga u T.4.
hybrid_rules/I133t.ini - npaBuna ypogosaHmem cioB. Hanpumep, password->p@3$$word

hybrid_rules/dotcom.ini - npaBuna ¢ MHTEPHET AOMEHaMU
hybrid_rules/numbers.ini - npaBuna ¢ uydgpamu

hybrid_rules/overwrite.ini - paclwimpeHHbIli HAGoP NPaBW/ A1 aHTNIMACKUX COB.

Ecnn Bam HyxeH Hanbosee I'IpOCTOVI cnocob oxBaTuTb Kak MOXHO 6osibLie BapnaHTOB napone17|, CKaualite Haw

No/HbI Habop 6onee yem 180000 npaBu.

2.8.2.11 T'pynnoBas ATaka

MockosbKy KaxAasl ataka OXBaTblBaeT CBOW [vanasoH Maposieil, To MHorga, AJ1s MOSHOLEHHON paclundipoBKim
MaposibHbIX X3Lleld, Heo6XoAMMO 3anyCTUTL Noc/ief0BaTeNlbHO HECKO/IBKO BUAO0B atak. OCHOBHas naes rpynnoBoii

ataku, paspaboTaHHoii B Passcape Software, coctout B
BbINOJIHAIOLL UXCA aTak, Tak, 4Tobbl B MOcneaCcTBue 3anyckarb
KaXAblli pa3 Mo OT4elbHOCTU.

-

co3gaHuy cnucka/rpynnsl U3 Moc/iefoBate/lbHoO
BCE 3TV aTaki OJHMM LLENYKOM, a He HacTpavBaTb

Batch attack

S

L—"‘! Setup your own bundle of preferred attacks that will be executed subsequently, one-by-one |

You can include any attack more than once with different

Attack properties

Batch attack is a set of several attacks that will be executed onety-one.
options.

Read maore about batch attack. .

Attack type Complesdty

Fingerprint attacdk 7

Preliminary attack 1

Dictionary attadk 2

Dictionary attack &

Combined dictionary attack 7

Phrase attadk 3

Total passwords: ~ 414 801
Estimated time: less then a minute

Total dictionaries: 1
Active dictionaries: WIFIPR. pcd

oK

Alv = 5B B

Cancel

Onuun prﬂﬂOBOI?I aTaky npegctaB/ieHbl B BUAE CMNUCKa, KOTOprI7I MOXXHO NOMNOJIHATL WM yKOopadnBaTtb (KHOHKI/I

[+]1wn]-]) Kaxayw ataky B CNiCKe MOXHO [BUratb BBEPX

-BHU3 (KHOMKM [ "] M [ V] ), a TakKe MeHATb ee

HacTpolikn. B rpynny MOXHO BK/IHOHYATb HECKOJIbKO aTak OfHOro BuAa C pasHbIMM HacTpolikamu. CnpaBa OT cnucka

Wireless Password Recovery

Copyright (c) 2024 Passcape Software. All rights reserved.



https://www.passcape.com/download/misc/hybrid_all.ini

IHTepdheiic nporpamMmmbl

2.9

2.10

2.11

ataKk oTobpaxaeTcs CBOWCTBA TeKylieli BbIOpaHHOW 3anmucy: KpaTkMe XapaKTepucTUKM aTtakMm U CKOJIbKO
NpMGM3NTENbHO BpEMEHM 3aiiMeT ee pa6oTa.

MeHto Bua

MeHio Bug no3BosisieT BKYaTb\oTK/iovaTb BCrnomoratesibHble 3/1leMeHTbl MHTepdelica nporpaMmmbl, MEHATb A3bIK
nHTepcpeiica, cBopayvBatb Nporpammy B TPei nnm paboTaTtb B peXume HEBUAMMOCTH.

MeHIo TeMbl

B 3TOM MEHI0 MOXHO BblIGpaTh OfHY M3 NOHPABMBLLMXCS TEM UM CO34aTb CBOK COGCTBEHHYHO.

MeHto [lomoLLb

B 3TOM pasgesie MEHIO MOXHO Bbi3BaTb CMpaBKy O mporpaMme, NOCETUTbL AOMALLHIOW CTpaHuUy nporpammbl,
npoBepuTbL 0OGHOB/EHNWS, BbiC/1aTb OTYET 06 oL nbke, 3apermctpmupoatb Wireless Password Recovery u gp.
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2.12  CWCTEMHbI MOHUTOP

What to show CPU usage \d Shiow -

|pdate interval (sec) 1 N Show alert zone
Show GPLU fan speed

CPU usage history

GeForce GTX 1060 3GB

100 R

.|.II
BO ‘

Radeon(TM) RX 460 Graphics

100

80 . ‘ ] ii |ﬁ bl 1

| - uaa1:1lm-3e - | =0 | | [V
'-._ - _.z_.-' Ly | || | | |
S n”'/ 0 H ‘ | H J ||' |

B aToli BK/IagKe MOXHO MOCMOTPETb TEKYLIyl 3arpy)keHHOCTb MpoLeccopa, Mcnosb3oBaHue
m3mnyeckoin namsATK, TEMNEpPaTypy M 3arpy3ky Kaxkaoi oTaenbHol BuaeoKapTbl. Mo ymMosyaHuio,
MHTEPBAN 0GHOB/IEHMSI COCTABNAET 2 CeKyH/bl. BybTe BHMMAaTENbHbI, C60P 3TOM CTATUCTUKUN TOXE
OTHMMAET MPOLLECCOPHOE BPEMSI.
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PaboTa ¢ nporpamMmmol

ATakn Ha XaLwun
]

B HacTosiLL ee BpeMmsi, MporpammMa MUcrosib3yeT pasHble Noaxobl A8 nog6opa naponeii K Xawam:

Preliminary attack - npeaBaputesnibHas ataka (BnepBble paspabotaHa B Passcape Software) npepctasnser
co6oin Habop M3 HebOMbLINX W ObICTPbIX MWHM atak. YacTo npegBapuTesibHas ataka 3anyckaeTcs, As
yragblBaHUs MPOCTbIX Maposield, ec/im HEBO3MOXHO MIHOBEHHOE BOCCTAHOB/IEHWE Maposs, a 3anyckaTb MOJHYH
aTaky (Hanpumep nepe6opomM MM No CI0BapH) HET HEO6XOA4MMOCTA.

Artificial Intelligence attack - yHuKa/ibHas aTaka, Toxe paspaboTaHHas B Passcape Software 1 ocHoBaHHas Ha
MeToAEe COuMasTbHON MHXeHepun. C MOMOLL b WHTE//IeKTyaslbHOM aTaky MOXHO BOCCTaHaB/MBaTb HEKOTOpble
naposm 13 xawei, He Npuberas K oMM 1 My4nTE/TbHBIM BbIYUCIEHUSIM.

Dictionary attack. ATaka no cnoeapw - [0 CWUX MOp £BASETCA [A0CTATOYHO 3(hdeKTUBHLIM METOAOM
BOCCTaHOB/IEHUS!, NPU KOTOPOM NporpamMma npobyeT Kax4oe C/I0BO M3 3afaHHOro cjsioBapsi/crioBapeii fo Tex nop,
noka He GygeT HalifeH UCKOMbIA Naposib UM He KOHYaTCs c/ioBa B criucke. 310 MeTos 3dhheKTMBEH, NOTOMY 4YTO
MHOrve NoAM B Ka4ecTBe Naposs UCNOMb3yHT 00blYHbIE C/l0Ba. ATaka Mo C/I0Bapk OCYLLECTB/ISIETCA A0OCTATOYHO
ObICTPO MO CPaBHEHWIO, HaMpUMep, C aTtakoii MoHbIM Nepe6opoM. [onosHUTE IbHbIE C/I0BapM MOXHO ckayaTtb C

Haulero caiita Wi 3akasatb 4na fnocraBke Ha CD.

Brute-force attack. ATtaka nepe6opoM. OpfHa W3 HEMHOrMX arak, rapaHTUpYHOLWNX BOCCTaHOB/IEHUSA
OPUrMHA/ILHOTO Naposs, NpyY KOTOPOA WMCMNOMb3YKTCA BCE BO3MOXHble KOMOMHAUMM M3 33[aHHOro AuanasoHa
CUMBOSOB. Hanpumep, ANa TPeXCUMBOMBHOTO AuanasoHa MasblX JATUHCKUX CUMBOJIOB NoA6upalTcs Bce
BO3MOXHble KOMOMHaUuK: ‘aaa’, 'aab’, ‘aac'... 'zzz'. ITOT TMN atak camblii MeAsIeHHbIA. K TOMy e MOXHO fierko
OLLINBUTLCSA € BbIGOPOM ONTUMAa/LHOrO AMana3oHa CUMBOJIOB.

Mask attack. ATaka No Macke SIB/ISieTCsl BapuauMeil ataku nepe6opom, 3a Tem J/Mllb WUCK/OYEHWEM, 4TO
HEKOTOpPblE CUMBO/IbI /11 HAXOXAEHUS NApPO/Is OCTATCA HEU3MEHHbIMY, @ MEHSIETCS TO/IbKO OnpefesieHHas YacTb
napons. 3Ta aTtaka Mosie3Ha /mMlb Tor4a, Korga WM3BecTHa Kakas-Hubyab WHdgopMauysi o6 MCKOMOM Maporsie.
Hanpumep, nepeble yeTbipe CUMBO/IA B Naposie TaTMHCKUe 6yKBbI, 3a KOTOPbIMU CrieAyeT Tpex3HauHoe uuco. Ans
3a7aHnst Macku UM NpaBuna HaxoXaeHusl Naposisi, UCNosb3yeTcsa cneuyaibHO paspaboTaHHbIii CUHTAKCUC.

Base-word attack (BnepBble pa3pabotaHa B Passcape Software). Ha nepBbiii B3rns4, 370T TMN aTakm MOXOX Ha
npegblaywuin. OHa Takke adpekTMBHa, ecnm N3BECTHA YacTb Maposs WM ero coctaensawwas. Ho, B omume ot
ataku no macke, TyT HET HE0OXO4MMOCTV 3a4aBaTb MacKy, To/lbko 6a30Boe C/I0BO WM dypasy, ecim xotute. Bece
ocTas/lbHOe nporpaMMa 6epeT Ha cebs. ATaka Mo (hpase OCHOBaHa Ha OMnbITe COLMAIbHOW MHXEHEPUM U NCMOSb3YeT
6onee 150 npaBwi MoAudWKaLMM WCXOLHOTO CJ/IOBOCOYETAHMSI OJ19 HaXOXAeHWs 60/bloro  KosmyecTsa
BO3MOXHbIX NaposIbHbIX KOMOUHALWIA.

Combined dictionary attack (Bnepsble pa3paboTaHa B Passcape Software). KombrvHupoBaHHas artaka no
C/loBaply CreunasibHO caefaHa A/ BOCCTaHOBJ/IEHWS Maposieil, COCTOSILLMX W3 HECKOMbKWMX C/ioB. Hanpumep,
'nothing to do' um 'HnueroHeckaxy'. Heo6xoAMMO 3agatb O4UH UM HECKO/TBKO CI0Bapeid, U3 KOTopbIX NMporpaMma,
cnefys onpefesieHHbIM MNpaBwiaM MyTauvn, OyAeT cocTaBnAaTe pasbl, WCMOb3yeMble A1 HaXOXOeHUs
OpuUrMHabHOro naposis. Mpaswia co3gaHus dpas MOXHO [006aBNATL M pefakTMpoBaTb CaMoCTOATE TbHO.

Phrase attack (BnepBble pa3spaboTaHa B Passcape Software). ATaka no dpase 00bIMHO MCMNOMAb3yeTca AN
HaxOXAEHUs1 CIOXKHbIX Maposieid, COCTOSALLMX M3 HECKO/bKMX C/I0B, MCMO/b3ys cneupasibHble Habopbl crioBapeit ¢
chpazamu 1 cnosocoyeTaHnsAMU. [laHHble CQI0BapU MOXHO CKavaTb TO/IbKO C Hallero canta.

Fingerprint Attack. Bnepsble pa3pabotaHa B Passcape Software. [JaHHas ataka noxoxe Ha KOMOWHMPOBaHHYO
ataky no cfioBapsim, To/IbKO 4151 MOMCKa Naposieil MCNosb3yTca He C/ioBa, a NpeABapuTe/slbHO CreHeprpoBaHHble
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"oTneyaTkn" C/IOB U HaligeHHbIX B Mpouecce aTtaky naponeid. [oBosbHO 3duheKTVBHA A1 MOMCKA CIIOKHBIX
naposeli Ha 6osbLLMX CMMCKaX X3LWeN 1 X3lax UCTopun naposneil.

Hybrid dictionary attack 370 pasHOBMAHOCTL C/IOBApHOW ataku, MO3BOJAKOLLAasA NOSb30BATENO 3a4aBaTb CBOU
COGCTBEHHbIE NpaBuia MyTaumy (M3MEeHeHWs) C/I0B B C/IOBape ¥ NPOBEPSTb UX B Ka4eCTBE UCXOAHOro naposis.

Batch attack (BnepBble pa3spaboTtaHa B Passcape Software). Bo Bpemsi rpynnoBoit atakm co3faetcs CNMCOK U3
nocsief0BaTe/lbHO BbINOJHALWMXCA CTaUMOHAPHBIX aTak, Tak, 4YTobbl B MOC/AEACTBME 3anyckaTlb BCE 3TV aTaku
OLHVM LLLe/TYKOM, a He HacTpauBaTb Kaxblii pa3 no-oT4e/lbHOCTU.

3.2

CpaBHuTenbHaa Tabnnuya Atak

Kakast ataka Havbonee ontumasnibHan? Kak Bbi6pats ataky? OTBeTbl HA 9TV BONPOCHI JO/HKHA AaTb CpaBHUTE/bHAsA
Tabnmua atak Ha naposibHble X3LWUW.

ATaka

MNpeaBapute
NnbHasA

MHTennektya
NbHasA

[MonHbIM
nepe6opom

Wireless Password Recovery

OnucaHne Bpewms
pab6oTbl

Ha6op u3 Heckonbko

HECKOJ/IbKMNX MUHYT

MesIKUX N BbICTPbIX

MVHU-aTaKk,

npeaHa3HavYeHHbIX

AN novcka

NPOCTbIX, KOPOTKMX

W YacTo

BCTpeYatoLLmxcs

KOMOBUHauwni

Hanbonee Min: 5-6

NPOABUHYTbIN MUWHYTbI

MeTo/ nomcka

naponeil, Max:

OCHOBaHHbI Ha ~ HECKOJIbKO

meToaax AHen

counanbHom

VHXeHepuun. Ataka
[OJ/DKHA MpoxoanTb
Ha Tol Xe
cucteme, oTKyga
ObINN B3 ThI
naposu

Mepeb6op BCcex
BO3MOXHbIX
KOMOUHaLNIA 13
3ajaHHOro Habopa
CMMBOJIOB

MyuHnmMym -
HECKO/bKO
OHe

[apaHT 3a
ms

HeT XopoLuniA UHCTPYMEHT Ans
6bICTPOro O6HapYXeHMUS
yacTo BCTpeyaroLmxcs,
NPOCTbIX, KOPOTKMX
napoJsien, knaBmaTypHbIX
KOMGUHaUWniA,
NOBTOPSHOLUMXCSA
nocsiegoBaTeIbHOCTEN 1
T.4. YAo6Ha ans 6bIcTporo
noucka cnabbix naponem

HeT JIyHLWMiA MHCTPYMEHT ANns
NoucKa CMOXHbIX
naposien, c KoTopbIMK
Apyrme metoabl
CNpaBnUTLCS HE MOTYT.
Xopouo cpabaTbiBaeT ans
naposem, cioB n
KOMOMHaUNii, KoTopble
Korga-nnmbo coxpaHsa
nosib3oBaTeNlb B CBOEA
cucteme

EanHcTtBeHHas aTaka
(Hapsimy c aTtakoil no
Macke), kotopas
rapaHTMpoBaHHO
BOCCTaHaB/MBaeT

na

MpotB

MpakTnyeckn
6ecnonesHa gns
cepbe3Horo aHanmsa,
npv novcke

60/1bLUMHCTBA CNOXHbIX

naposnei

Mpn Hanbonee

OrpaHnyeHus

Haxoaut 1o/1bK0
npocTble
naponun

SdpekTnBHA

3(pheKTMBHOM aHasIM3e,ToNbKo Npu

Korga Bce onuum
BbICTaB/IEHbI MO-
MaKCMMyMy, aTaka
3aHumaeTt
3HauuTeNIbHOE BpeMA.
Haxopatcsa He Bce
naponu.

Mepebop O/IMHHBIX
naposnen saHumaeT
HepeasibHO MHOTO
BpeMeHU. C/I0KHO
yrafilaTb npaBubHbIN

3anycke Ha
OpUTMHANbHOIA
cucteme
(oTkyga 6blan
B351Tbl MAPON)

MoxeT 3aHATb
BEKa ans
nepebopa gaxe
NPOCTbIX
naponei. He
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CnoBapHas [louck naponen  Mapa HeT
nyrem MUHYT
nocnegosatesibHOT
0 nepebopa cnos
N3 roTOBbIX
cnosapeli (CNnnckoB
CNOB)

CnoBapHas ¢ AHasIorMyHo Bnnote o Her

MyTauusMi  cnoBapHoli atake, 1000000
HO Kaxxioe Cc/IoBo pas
13 cnosaps mMefaeHHe
noggepraetcs € npocToi
BCEBO3MOXHbIM  aTaku no
MyTaumsam. croBapto
Hanpumep,
no6asnexuio Luudp
B KOHeL, c/oBa,

N3MEHEeHNIo
peructpa 6ykB,
YPOA0BaHNIO
(noameHbl) 6ykB 1
T.4.

o macke Mouck naponei no 3aBUCMTOT  Aa
3aaHHON Macke BblGpaHHbI
(npaswuny, no xonuni
KOTOPOMY
cosfatoTcs
naposnu)

KombuHmnpoBallposepka 3aBMCUTOT HEeT

HHas CNOXHbIX Naposieli Bbl6paHHbI

Wireless Password Recovery

(B OCHOBE KOTOpbIx X ONUWiA
ABa unm 6onee

C/10B) NyTEM

CKJIeKN CNoB 13

MOSIHOCTb 0 HEU3BECTHbI
naporsib.

XopoLwumii 1 GbICTPLIN
WNHCTPYMEHT Ans
0GHapYXeHNs yacto
BCTPeYatoLLyxcs naponei

Xopouwa ans
BCEBO3MOXHbIX Bapuauuii
4acTO BCTpeYvarLLmMxcs
naponew

[[apaHTMpoBaHHO
BOCCTaHaBnMBaeT
OCTaBLLYIOCS YacTb
napons. XopoLmi
BapuaHT, ec/n 3BecTHa
yacTb OPUTMHASIbHOTO
naposs

HaxoauT AnvHHbIE 1
C/MOXHbIE Naponu

AnanasoH
nepebnpaemMbix
CMMBOJIOB

TpebyeTcsa Hanuume
XOpOoLUMX CrioBapeit, He
yunTbiBaET
0COBEHHOCTY A3bIKa U
peructpa 6yks

MakcumanbHas
(Hanbornee

HaxoauT
naponu, ecnm
HenpaBubHO
3ajaH Habop
CUMMBOJIOB.

Haxogut To/1bKO
yacrto
ynoTpeoénsemsl
e naponu

He Haxogut
CNOXHble (He

athchekTMBHAS) MyTaLns CNoBapHbIE)

3aHnmaeT
3HauyuTesIibHOEe BpeMA

TpebyeTcs TOUHO 3HATb
N3BECTHYIO YacTb
napons, ero AMHY u
yKasatb npaBu/ibHbli
Ha6op CMMBOJIOB AN15
nepebopa

OrpaHu4eHHbI Habop
cneunanm3npoBaHHbIX
cnosapeli. Ecnu 3aaaH
60/1b LU0V UCXOAHBIN
cnosapb, TO ataka
MOXeT 3aHATb
AnvtenbHoe Bpems

naposnu,
MyTaLus
3aHMMaeT
3HauuTeNIbHOe
Bpems

[Naponb He
HaligeTcsa ecnu
HenpasubHO
3ajaH Habop
CVMMBOJI0B,
AnvHa napons
nnm
HenpasubHO
3ajaHa
n3BecTHas
yacTb
NCXOLHOTO
napons

Tpebyetca
3apaHee 3Hatb,
4YTO B OCHOBE
NCKOMOro
napossa nexar
ABa unun 6onee
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KoMbuHnpoBaAHan10rmuHo

HHasi c
MyTaUMsMU

Mo
KJ1t04ue BOMy
cnosy

Mo chpase

VpoeHudmka
LMOHHas
aTaka

MmbpngHas
no csioBapto

Wireless Password Recovery

HECKO/bKNX
cnoeapeii

3aBucuT oT
KOMBUHNPOBaHHO BblGPaHHbI
artake, HO C xonumii
MyTauuaMu

HEeT

ATaka ocHoBaHHasi O6bIYHO, HeT
Ha TOM (hakTe, YTO HECKOJIbKO
M3BECTHO 6a30BOE MUHYT
C/0BO, Ha OCHOBe (ec/un
KOTOPOro 6bin OonvHa
co3gaH naposnb  6a3oBoro
cnoea
MEHbLLE
16)
AHanornyHa Oor HeT
cnoBapHoii atake, HECKOJIbKK
HO B OCHOBE X MWHYT 10
HECKOJTbKM

NPOBEPKUN NEXUT
He CoBo, a (hpasa,
Kpblnatoe
BblpaxeHue,
OTPbLIBKM U3 NECEH,
KHUT N T.4.

ATaka Ha ocHOBe
npeasapuTesnibHO
CreHepupoBaHHbIX
0TNeYyaTKoB CNOB
13 NCXO4HOro
cnosaps

AHasnormyHo
C/NoBapHoOli aTake,
HO Kaxjoe C/I0BO
n3 cnoeaps
noagepraeTcs
MyTauusim,

X AHel

ot
HECKO/IbKM
X MUHYT A0
6eCKOHEeYH
ocTu, B
3aBMCMMOC
™ oT
pasmepa
NCXOHOTO
cnoBaps

3aBucuT oT
KO/IM4yecTB
a npasun
MyTauuin n
pasmepa
crnosaps.

HeT

HeT

AHANOMYHO NPOCTO
KOMOGUHNPOBaHHOW aTake

Xopola B TOM criyvae,
€C/NN Bbl 3HaNU
OpUrMHabHbIV Naposb,
HO 3a6bl/In ero Bapuauuu
(Hanpumep, peructp 6ykB
NNW LMdpbl HA KOHLLE
c/noBa)

EanHcTBEHHAsi cnocob
BOCCTAHOBWTb Naposiu,
co3paHHble U3 dpas.

Haxogut cnoxHoele
naposu, KotTopble

C/i0B, A0BOJIbHO

Men/ieHHas.
AHa/IOrMMYHO NPOCTOA  AHA/IOTUYHO
KOMOWHUPOBaHHOW npocToi
aTake. TpebyeTcs KOMOGMHMPOBaH
3agaTb HOli aTake.
OOMNOJHUTENbHbIE Mytaunn
npasuna myrauumu TPE6YIOT MHOTO
co3aaBaeMbIx Maposeii BpeMeHu
Mytauua ona gavHHbeIX He Bcerga

naponen (6onee 16
CMMBOJIOB) MOXET

cpabaTbiBaeT

3aHATb MHOIO BPEMEHMN.

®pasbl B KayecTse
napoJsiei ncnosb3yeT
HEe60/b LU0 NPOLEHT
nosb3oBaTesiei.
MyTauns gpas
HecoBepLUeHHA,
MyTaumsa n aHaam3s
3aHUMalT
3HauMTeNbHOE BpeMS.
Hepocrato4yHo
COOTBETCTBYHOLLUX
cnosapeii.

Bonblume cnosapu
TEHEPVPYIOT TaKoe KO-

OrpaHnYeHHbI
Habop MyTauuii.
CNoXHOCTb B
co3gaHum
cneyvanm3npos
aHHbIX
cnosapei,
MOXET 3aHATb
MHOTO BPEMEHMN.

TpebyeT 04eHb
MHOIO BPEMEHU,

HEBO3MOXHO I'IO,IJ,OﬁpaTb BBO OTne4dYaTkoB, KOTOPOeec/m 3ajatb

Lpyrx aTakax

Xopowa ans
BCEBO3MOXHbIX Bapuauuii
4yacTo BCTpeyvarLmxcs
naponeim

CNOXHO 0bpaboTath 3a
pasymHoe BpeMsi.
Ycnex cusbHO 3aBUCUT
OT KayecTBa UCXO4HOTO
cnosapsi.

Co3paHune cBonx
COOCTBEHHbIX MPaBW
[0/roe v HygHoe
3aHATMe.

paxe
HEe6O0/IbLLOW
cnosapb

He Haxoant
CNoXHble (He
c/ioBapHble)
naponu
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3.3

KoTopble 3agaeT Kak
nosib3oBaTeflb. npaswuo,
Hanpvmep, MOXXHOHECKO/IbKO
[06aBnTb LMGIPY B H4ACOB Ha
KOHeL, c/oBa, Heb60bLLIO
M3MEHEHUTb  cnoeapb.
peructp 6ykB 1 T.4.

GPU FAQ

B: Kakne cuctemMHble TpeboBaHUA UMeeT nporpaMma?

O: B HacTosiLee Bpems, nporpaMma paboTaeTt ¢ Bugeokaptamu NVidia, Merow My noanepxky TexHOoornm
CUDA 3.0, Bugeo kaptamn AMD, HaumHasn ¢ cepun Radeon 7xxx u Intel HD Graphics 4xxx nan Bbiwe. [osHbIii
cnucok CUDA-nogaepxrBaemMblX YCTPOWCTB MOXHO HaliTu no agpecy https://developer.nvidia.com/cuda-gpus.
CoBmecumbie kapTbl AMD/ATI nokasaHbl Ha caiite Bukuneaun. Kpome Toro, Heo6xoAumo, u4Tobbl Obinv
YCTaHOBJ/IEHbI Camble CBEXUe ApaiiBepa.

B: MNporpamma He BUOUT BCe MOV BUAEO KapTbl. UTo genatb?
O: O6HoBWTL ApaviBepa. Ec/m 3710 He NoMor/o0, paclimpbTe paboumnii CToN Ha BCe YCTPOMCTBA (M3BECTHBIA /10K
Vista). Monpo6yiite Takxxe BOTKHYTb 0A4HO 13 GPU ycTtpoiicte B apyroi PCI-Express coT.

B: Kak y3HaTb KaKyl apxXmUTeKTypy nogaepxmsaeT MOs BUAEO KapTa?

O: Ansa Bugeo kapT NVidia: 3anycmite nporpammy, OTKpoiTe MeHi Options - General Options, Bknagky GPU
Settings, nnatgopmy '‘NVidia CUDA' n BblbepuTe BMAEO KapTy. BHM3Yy B ONmMcCaHMM OCHOBHbLIX NapaMeTpoB
Haingute none '‘Compute capability'.

[ns AMD u Intel HD Graphics: OTkpoiite meHto Options - General Options, Bknaaky GPU Settings, niatgopmy
'AMD OpenCL' un BbibepuTe BMAEO KapTy. BHM3y B OMMCaHMM OCHOBHbIX NapamMeTpoB Hainaute Mons
'‘CL_DEVICE_VERSION' and 'CL_DEVICE_OPENCL_C_VERSION.

B: ae ckayaTb NocnegHne Bepcun apaiBepoB?
O: 3arpy3uts nocnegHve apainsepbl ¢ nogaepxkkon CUDA mMoxHO ¢ www.nvidia.ru/drivers, ana AMD kapT -

https://support.amd.com/us/gpudownload/Pages/index.aspx.

: Foe nogpo6Hee noyntatb 0 CUDA?
: MoppobHee 0 3TOM TEXHOIOTUKM MOXHO NMOYMTaTh Ha calite Bukuneamu.

ow

: Foe nogpo6Hee noyntatbh 0 kKaptax AMD/ATI Radeon?
: https://en.wikipedia.org/wiki/Comparison_of AMD_graphics_processing_units

ow

: Foe nogpo6Hee noyntaTtb 06 Intel Graphics?
: https://en.wikipedia.org/wiki/Intel HD_and lIris_Graphics

: Kakne Bepcun Windows noggepxmsatotca?
: Moppepxka nepebopa Ha Buaeokaptax NVidia ocywectsngetca B OC Windows HauvHas ¢ Windows XP, ans
Bugeokapt AMD Radeon TpebyeTtcs Windows Vista. Mogaepxusatotcs 32- 1 64-0UTHbIE CUCTEMBI.

>0 0O
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B: Mpun 3anycke GPU aTakm 4yepe3 HEKOTOpPOE BPEMsSI KOMMbHOTEP 3aBMUCAET UM BO3HUKAET "'CUHUIA

aKpaH cmepTn" (BSOD). UTO 3TO MOXET ObITb?

O: Kak npaBuno, Takas cutyaumsi MOXeT BO3HUKHYTb MO0 HECKO/TbKUM NMPUYMHaM:

e Buaeo kapTta 6bl1a pa3orHaHa, No3ToMy MpyW MaKCUMaslbHOW Harpys3ke npoucxogut cb6oil. B atom cnyuae
peKkomeHAyeTCca BEpPHYTb YAacTOTbl NAMATU U S4pa B X NepBOHaYasbHble 3HaYEeHNs.

e HeHapnexaluiee oxnaxaeHne Buaeo kapTel. lMpu 3anycke GPU atakM, nporpamma 3apgeiictBsyer GPU
npoLeccop Ha NOSIHOK MOLLLHOCTb, YTO NMPUBOAMUT K KPUTUYECKOMY MOBLILLIEHUIO €ro Temneparypbl. Y6enurecs,
4yTO Balla BMAEO KapTa HaAeXHO M KayeCTBEHHO oxnaxpaetcd, GPU cnot B cucteMHOM 6/10ke U cam
CUCTEMHbIIi 670K QUUMLLEH OT TPA3W U Nbian. HepasymHoe ncnosib3oBaHue onpenesieHHbIX HacTpPOeK BUAEO KapT
MOXET HEraTMBHO B/IMATL Ha TeMnepatypy U cTabunbHOCTL UX paboTbl. Hanprvmep, HekoTopble nporpaMmbl 47151
CHWKEeHMs Llyma BUAEO KapT YMeHbLIAlT 4acToTy BpallleHUss BEHTUIATOpa CUCTEMbl OXJTaXAEHUs, 4TO
NPUBOAMT K YMEHbLUEHUIO LLIYMa, HO OHOBPEMEHHO YBEMMYMBaeTCa paboyas Temneparypa.

e [po6nembl ¢ nuTaHnem. MNpw NOSHON 3arpy3ke BMAEO KapTa NoTpe6/seT MHOro 3HeprMn 1 Baw 610K nuTaHus
MOXET He BblAepxaTb Takyto Harpysky. Ecnm Ha GPU nmeloTcs pasbembl A1 NOAKIOYEHNS [,0MNO0/HUTENIbHOMO
nUTaHus, y6eanTecb YTO BCE OHW MOAK/OYEHDI.

e Eule ogHa noTeHUMasbHasi NMpUYMHA - YCTAHOB/IEHHbIM NMMUT Ha BbinonHeHne GPU kepHena (GPU kernel
execution timeout). Mpu nepeom o6paweHnn Kk GPU nporpaMmma npegJsioknT BaM U3MEHUTb 3TU HacTpoliku. B
NPOTVBHOM CJlyyae, HeobxoAnMO HacTpoute napameTpbl WDDM camocTosiTeNlbHO. Hanpumep, MOXHO BOOOLL e
OTK/I0UUTL TaliMayT Ha ucnosiHeHue koga GPU.

B: Kak BnusieT Ha Npom3BoauTeIbHOCTb paboTbl NporpamMmmbl WnHa PCI-Express?
O: Mo cy™, 3TO BMSTHUE HUYTOXHO 1 HUBENIMPYETCH APYTruMn haktopammn. 3TO KacaeTcs U NOKONEHNS, U CKOPOCTU
pa6otbl PCI-Express.

B: BnusieT in KONiM4eCcTBO BMAEO NaMATU HA NPOU3BOAUTENILHOCTL?
O: Het He BnnseT. OgHako B 6GO/MbLUMHCTBE C/lydaeB, BuAeokapTa A0/HKHA UMETb Kak MUHMMYM 256 M6 Buaeo
namsa.

B: Kakoe mMakcumasibHOe KOnmM4yeCcTBO YCTPOMCTB Noaae pXXmBaeTcs NporpaMmMoin?
O: 310 3aBMCUT OT Bawero xenesa. O6ObIMHO B 4X C/IOTHYHO MATepUHCKYI0 Mnfaty MOXHO YCTaHOBWUTL [0 8
ycTpoiicTB (4 aBoliHble GPU kapTbl). MporpamMmmHo nogaepxmBaercsa ao 255 GPU ycTpoiicTs.

B: Mocne 3anycka GPU aTtaku, Ha aKkpaHe XyTKne TopmMo3sa. Kak oT HUX n36aBUTbLCA?

O: YcTaHOBMTE B CUCTEMHbI 610K BTOPYIO BWAEO KapTy, €C/M Ha MAaTepUHCKOW niate ecTb AOMOJHUTESbHBbI
pa3beM 1 NO3BOJIAET MOLWHOCTL 6/10Kka nNuTaHns. Hanpumep, B KayecTBe OCHOBHOW BUAE0 KapTsl (4159 BbiBOAA Ha
AVCei) MOXHO UCMNOMb30BaTh /0Oy AelleBylo BUAEO kapTouky. Torga kak BTOpyl, 6051ee MOLLHYH, MOXHO
Mcnosb30BaTh YNCTO A1 nepebopa naposei.

B: B moeW cucteme HecCKoJIbKO BUAeO kapT. Mory /in 8 ncnonb3oBaTb MX BCe As1d nepebopa?
O: Oa. Bce wmm Hekotopble M3 Hux. Wcnonb3yembie nporpammoii GPU ycTpoiicTBa 3agalTcs B 06LUX
HacTpoiikax.

B: Mory nn s OZHOBPEMEHHO OpyTUTb Ha HECKOJIbKMX BWAEO KapTax C  pas3/M4HON
Nnpou3BOAUTENIbHOCTbIO?
O: fa.

B: MporpamMmma He BMAUT BCce yCcTpoiicTBa. UTto aenatb?
O: Heobxoaumo oTkmouunts SLI 4519 ncnonb3oBaHMs: BCEX YCTPOICTB.

B: Mory nn g ncnonb3oBatb ogHoBpeMeHHO NVidia, AMD un Intel Bugeo kapTbI?
O: fa, moxere.

B: Kak MHe npoBepuTb 3arpy3Ky BUAeO KapTbl?
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O: Otkpoitte Bknaaky 'Hardware Monitor', B none 'What to show' BbiGepuTe Ball AeBaiic U yCTaHOBUTE €ro
cBoiicTBa 'Show' ansa oTobpaxeHuss B nporpamme. llocne 3T0ro MOXHO, UCMNOMAb3ys KHomku 'Start' n 'Stop’,
ynpaBnsTe MOHWTOPUHIOM BbIGpaHHbIX ycTpoiicTB. GPU MOHMTOp nokasbiBaeT ymwimsauuio  (3arpysky)
BUAeomnpoLeccopa, ero Temneparypy v CKOpocTb BEHTUNSATOPA.

B: Mosi kapTta NVidia He noka3biBaeTcs B CUCTEMHOM MOHUTOpPE. YTO genatb?
O: Heobxogumo yCTaHOBUTL/MepeyCcTaHOBUTb 61bnoTeky NVAPI, LOCTYMHYHO Ha caiite
https://developer.nvidia.com/nvapi

B: Bugeokapta AMD Radeon He rnokasbiBaeT 3Ha4dyeHUs TemnepaTtypbl N 3arpyskm GPU B CUCTEMHOM
MOHUTOpE.

O: HeobGxogMmo nepeycTaHOBUTL [ApaiiBepa BUAeOKapTbl WM OTAENbHO KOMMOHeHT ADL. [Mocne ycnewHol
nepeycTtaHoBKY ybeauTech, UTo 3arpy3ka 1 temnepatypa GPU KOppekTHO oTobpaxKaeTcs U B ApYrux nporpaMmmax
MOHUTOpUHra. Hanpumep, B Catalyst.

B: CkopoCTb paclumgpoBK/ Naposieil HAMHOIO HKE OXuaaeMoii.

O: B ngeane, Ha kaxjoe rpagvyeckoe s4p0 AO/DKHO MPUXOAMTLCA CBOGOAHOE SA4pO0 npoueccopa. B npommBHOM
C/lyyae, CKOpOCTb nepebopa MOXEeT 3Ha4MTeNIbHO ynacTb. MOXHO Takke nonpoboBaTtb MOSHOCTHI OTK/IHOUUTL
ucnons3oBaHne CPU: meHio Options - General Options - CPU Settings, BbicTaBuTe B nose Processor Utilization 0.
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3.4

3arpy3ka OHnainH CnoBapei

Dictionary attack options Iﬁ

Online dictionaries [

Passcape online dictionaries |
—_—

First the program should attempt to establish a connection with the Passcape server and retrieve the list of
dictionaries available for downloading. Select the dictionary you need and click ‘Download” button to retrieve
it. You can use Cid or Shift buttons for multiple selection.

Fead about Passcape online dictionaries

Dictionary name 0L size Real size Strings Ratio Group .:
African.pcd 268 Kb 1Mb 137821 16%G n1- Languagesl—l
American, pcd 82kb 399 kb 45392 20% 01 - Languages
Australian.pcd 53Kb 926 kb 79409 5% 01 - Languages
Brizilian.pcd 29 Kb 1Mb 129338 6% 01 - Languages
Chinese. pcd 1Kb 5 Kb a02 32%: 01 - Languages
Croatian.pcd a0 Kb &a07 Kb 56553 13%: 01 - Languages
Czech.pcd 377 kb 3Mb 309365 11%% 01 - Languages
Danish.pcd 614 kb 7Mb 564295 2% 01 - Languages
Dutch.pecd 393 kb 2Mb 245658 12% 01 - Languages

':-';? English.pcd & Mb 36 Mb 3540673 17% 01 -Languages _
et i pp—— L T e B ' Call Y | AN ETEY 4 AN M | [ p——

4| 1] [ 3

Total files: 255 | total size: 1854 Mb

|Update list [ownlogd I

{11
=
{5l
il
=]

QK Cancel

L

[Ovanor BbiGopa OHMaliH CcrioBapeli 4pesBbivaliHO MPOCT B MCMOSb30BaHWW. [py €ro OTKpbITUM, Mporpamma
nonbiTaeTcsl YCTaHOBUTL CBSA3b C cepBepoM Passcape Software, 3ateM ckauuBaeT M OTOGpaXkaeT CMUCOK
OOCTYMNHbIX [719 3arpy3ku crioBapeii. HekoTopble c/ioBapy, OTMEYeHHble CepbiIM LBETOM, HeAoCTyMHbl B
[IEMOHCTPALOHHOW BEpcUmn NporpamMmbi.

Ona yno6cTea, MOXHO COPTMPOBATL CMMCOK MO a/ihaBuTy, pasMepy MCXOAHOTO WK cxatoro diaiina, no rpynne, K
KOTOPOI1 OH NMPUHAAIEXWT, U T.4.

BbibepnTe HEOGXOAMMbIA BaM CMoOBapb M HaXXMUTE KHOMKY <ckayatb>, 4ToObl 3arpy3uTb U MCMNO/b30BaTL €0 B
nporpamme.

HekoTopble cnioBapy MMeKT 04eHb 60/bLION pasmep. Hanpumep, pasmep 'music_songs.pcd' coctaBnset 6onee 59
M6 B cxaTtom Buae. ECTeCTBEHHO, A8 3arpy3ku Takoro 60/bL1oro o6bemMa uHdopmaumm, MoXeT notpebosaTbes
HeKoTopoe Bpemsl, KOTOpoe 3aBUCUT OT CKOPOCTU paboThbl Balllero UHTEPHET KaHaa.
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Bce oHnaliH (a Takxe HeKoTopble [O0MO/HUTESbHbIE) C/I0BApM MOXHO 3akasaTb A/A [A0CTaBku Ha CD. O6uiwii
o6bem BCex crioBapeli cocTaBnseT Gosiee 6 6. Bbl Takke MOXETe NOAENUTLCA C Hamy CBOWM COGCTBEHHbLIM
c/ioBapem, Npuc/aB ero, UM CChiSIKY Ha HEro Ha Hall 3/1eKTPOHHbIV agpec.
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JInueHsna n peructpauyms
JInueH3noHHoe cornawleHue

IMPORTANT-READ CAREFULLY: This is the End User License Agreement (the "Agreement") is a legal
agreement between you, the end-user, and Passcape Software, the manufacturer and the copyright owner, for the
use of the "Wireless Password Recowery" software product ("SOFTWARE").

All copyrights to SOFTWARE are exclusively owned by Passcape Software.

The SOFTWARE and any documentation included in the distribution package are protected by national copyright
laws and international treaties. Any unauthorized use of the SOFTWARE shall result in immediate and automatic
termination of this license and may result in criminal and/or civil prosecution.

You are granted a non-exclusive license to use the SOFTWARE as set forth herein.

You can use trial version of SOFTWARE as long as you want, but to access all functions you must purchase the
fully functional version. Upon payment we provide the registration code to you.

Once registered, the user is granted a non-exclusive license to use the SOFTWARE on one computer at a time
(for every single-user license purchased).

With the personal license, you can use the SOFTWARE as set forth in this Agreement for non-commercial
purposes in non-business, non-commercial environment. To use the SOFTWARE in a corporate, government or
business environment, you should purchase a business license. With the business license you can run the
SOFTWARE on multiple computers belonging to your organization - no matter where they are located.

The registered SOFTWARE may not be rented or leased, but may be permanently transferred together with the
accompanying documentation, if the person receiving it agrees to terms of this license. If the software is an
update, the transfer must include the update and all previous \ersions.

You may not create any copy of the SOFTWARE. You can make one (1) copy the SOFTWARE for backup and
archival purposes, provided, howewer, that the original and each copy is kept in your possession or control, and
that your use of the SOFTWARE does not exceed that which is allowed in this Agreement.

The SOFTWARE unregistered (trial) version may be freely distributed, provided that the distribution package is not
modified. No person or company may charge a fee for the distribution of the SOFTWARE without written
permission from the copyright holder.

You agree not modify, decompile, disassemble, otherwise reverse engineer the SOFTWARE, unless such activity
is expressly permitted by applicable law.

Passcape Software does not warrant that the software is fit for any particular purpose. Passcape Software
disclaims all other warranties with respect to the SOFTWARE, either express or implied. Some jurisdictions do
not allow the exclusion of implied warranties or limitations on how lomg an implied warranty may last, do the
abowe limitations or exclusions may not apply to you.

The program that is licensed to you is absolutely legal and you can use it provided that you are the legal owner of
all files or data you are going to recover through the use of our SOFTWARE or have permission from the legitimate
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4.2

owner to perform these acts. Any illegal use of our SOFTWARE will be solely your responsibility. Accordingly,
you affirm that you have the legal right to access all data, information and files that have been hidden.

You further attest that the recovered data, passwords and/or files will not be used for any illegal purpose. Be aware
password recovery and the subsequencial data decryption of unauthorized or otherwise illegally obtained files may
constitute theft or another wrongful action and may result in your civil and (or) criminal prosecution.

All rights not expressly granted here are resened by Passcape Software.

Peructpauuns
I ——

Ha cTpaHuLe NoKynku nporpammbl MOXHO 03HAKOMUTLCSA € MOAPOGHON MHCTPYKLUMER 0 npouecce NoKynku, dopmax
onnatel N T.A4. [/ pyCCKOA3bIYHLIX MOSIb30BaTesiell MMeeTcsl BO3MOXHOCTL oniatel Yepe3 WebMoney. VIHTepHeT
3aKasbl 0OblMHO 06pabaTbiBAIOTCA B TEYEHWE HECKOSbKMX MWHYT, MO WCTEYEHUWM KOTOPbIX Ha ajpec Ballei
9/1EKTPOHHOW NOYTLI By AET BbIC/IAHO perucTpaLmMoHHoe NMCbMO C KO4OM nporpammbl. Ecan, nocne npoussegeHus
onnatbl, Bbl He MOMy4YuIM pPerucTpauyioHHoe NUCbMO B TeyeHue OfAHOro-AByX Ou3Hec [Hel, obpatutecs,
noxasyicTa, B CNyx06y noanepxku.

BaxHo! Mpn 3anonHeHuy ¢opmbl onnathl, y6eautecb, 4To yKasasm NpaBWbHbIA agpec 3MeKTPOHHOW MouThl,
KOTOpbIii He GMOKMPYeT BXoAasliue nucbma. B MpoTVBHOM criyyae Bbl GyfeTe He B COCTOSIHAM MOJYyUUTb
pervcpaLmoHHoe NCbMO.

[na 3aBepLUeHns npouecca paLym

View * Themes

@ Passcape Online
@ Product Home Page
} Check for Updates

- Report a Bug

| "2] | send a Feedback
Recommend to Your Friend
:QI_F:‘, = | Purchase Online

iy Enter Registration Code

I@ About the Program [ CErl+F1 )

i

o OTKpoiiTe perncTpauyoHHoe NMCbMO 1 cKonupyiiTe kog B Bydiep obmeHa

e 3anycTtute nporpammy. BbibepuTte MmeHo Help - Enter Registration Code

¢ B nosBuBLIEMCS Avasiore BBeANTE WM BCTaBbTe U3 Bydiepa Kog, NporpamMmsl U MMS Mo/b30BaTtess
o Haxmute kHOMKy Register o5 nogTBEPXAEHUS perucTpaumn.
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|

-
_L!.;: Please, enter your registration code...

Regiztration information

Your narne: | Ivan |

Registration code: | | |

Enter wour registration code exactly as given to vou in the registration e-mail.
If wou expetience any problems during the reqistration process, please refer
ko the program's manual,

| Register |

4.3  OrpaHnyeHuns AJEMO Bepcum
I ——

HeszapernctpuposaHHas Bepcusi  Wireless Password Recovery nokasbiBaeT TO/IbKO MNepBble TPU CUMBOSA
pacLngpPOoBbLIBAEMbIX Naposeli u UMeeT pag APYTrUX glyHKUMOHAIbHBLIX OrpaHUYeHUiA.

4.4  Pepakumu nporpammbl
|

Wireless Password Recowvery noctassnisieTcs B ABYX pefakumsx: Standard n Professional. Huwke gaHo nogpo6Hoe
onvcaHve orpaHnYeHnii AN Kaxaolh pegakuym nporpamMmmbl.

BO3MOXXHOCTb Standard Professional
+

Moapepxkka Bcex Bepcuini Windows HaunHas ¢ Windows 2000

Mopaepxka 64-bit Windows

MoaAepXXKa MHOTOMOTOYHOCTU

Mofaepxka TeM UHTepdeeiica

3arpyska xalleil ¢ IoKa/lbHOro KoMMbloTepa

3arpy3ka xaweli ¢ BHewHero MK

INoncK TeKCTOBbIX napone|71

MMnopT xalueii U3 Apyrux nporpaMm

JKCNopT naposeli B TEKCTOBbIN haiin
2kcnopT xawel B davin WIFIPRDUMP
O6blYHble aTakm

YnyylleHHble atakn

+ |+ [+ |+ q+ )+ U+ ]+ [+
++ [+ + 0+ M+ N[+ [+

YMHble aTaku
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BO3MOXXHOCTb Standard Professional
KonnuectBo nogaepxmeaembix CPU ycTpoiicTs 2 32

KonnuectBo nogaepxmeaembix GPU ycTtpoiicTs 1 255

pynnoBasa ataka -

MpocmoTp kawa naposnein Al -

Co3zflaHune c/ioBapeit No macke -

CoszflaHue c/ioBapeit No KloYeBoMy C/IOBY -

Co3faHve KOMOGMHUPOBAaHHBIX C/IoBapeli -

Co3pgaHune hpas3oBbIX crioBapei -

CoszfilaHune c/ioBapeit Ha OCHOBE rMBPUHO aTaku -

CosfaHune crioBapeli Ha OCHOBE NPOCTOl C/IOBapPHOW aTaku -

Co3zfilaHue c/ioBapeit Ha OCHOBE WAEHTUMKALMOHHON aTaku

B03MOXXHOCTb OrpaHM4MBaThL AOCTYMN K NporpaMmMe

WNHCTPYMEHT M3MepeHsi CTOKOCTV Naposist

3arpy3ka OH/aliH crioBapeit

PyuyHas npoBepka xaLueli

"eHepaTop X3LWei

KOHCTPYKTOP X3HALLEViKoB

KoHcTpykTtop PMKID

+ [+ |+ [+ [+ [+

Mouck nmenn no MAC

"eHepatop C/lyyaliHbIX X3Llel

leHepaTop Xalleli Mo C/oBapto -

MoaaepxKa AamnoB ¢ GUTbIMW/060PBAHHLIMU NaKeTamm +

Mopaepxka famnos, yrnakoBaHHbIX B RAR/ZIP apxvs +

+

VIHCTPYMEHT ANA OTKPLITUS **** naponei

YTnnTl Ans crioBapeli: cosfaHne crioBapsi MHAekcauvei gaiiios -

YWnuTel 415 crioBapeid: CansiHie croBapei

YTnnTI As crioBapeli: cTatMcTika crioBaps

YTUNTBI 151 C/IOBapeii: COPTUPOBKA

YTUNnTLI A5 crioBapeii: KOHBEPTUPOBAaHWE/C)XaTne CrioBapel

YTUnnTbl 415 crioBapeii: CpaBHEHVE crioBapeii

++ |+ [+ [+ [+

YTUNnTLI ANA cnoBapeii: A0ono/HUTE bHbIE ornepaLmm

YTUnuTl A1s crioBapeii: MHaeKcauys C/ioB/naporneli Ha xecTkom aucke MK -

Ymwinutsl g5 crioBapeid: nonck HTML ccbiiok

CUCTEMHBIA MOHUTOP

MOHUTOPVHI aKTUBHOCTU BUL,EOKAPT

HacTpoiika npon3soamnTeibHOCTV BUAE0KapT

+ |+ [+ ||+ ||+

®unnbTpbl Naponen

OT14eTbl 0 NaposiAx -

+

3anyck B pexvMe HeBMANUMOCTH

+++ [+ f+0+ N0+ N0 NFTF 00000000000+ NN N LF N+ [+

My nbTMpeXum +

Wireless Password Recovery Copyright (c) 2024 Passcape Software. All rights reserved.




JInyeHsna n peructpayms

BO3MOXXHOCTb Standard Professional
OnoBeLy,eHnst 0 CobbITUAX + +
14-nHeBHas rapaHTis Bo3Bparta AeHer + +
JNvueHsus nepcoHasibHas 6u3Hec

* - HeKoTopble dyHKLMN OrpaHnNYeHbl
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TexHn4yecKas nogaep)xka

5.2

5.3

TexHnyeckas nogaepxka

OwmnbKM 1 Nnpobnemsl
|

Ec/m Bbl OGHapyxuwm owwubky B pab6oTe Mporpammbl, HanmuwiuTe MMCbMO Ha support@passcape.com.
MoxanyiicTa, yKaxute cnefyioLLyo MHGopMaLmio:
e [lo/sHOe UMS 1 BepCYsi MPOrpammbl

e Bepcus Windows, Hanmuve NpyBUIErnil agMUHUCTPaTOpa, CETEBOE OKPYXEHME

e PerucTtpauyoHHas MHGIOpMauvsi, ec/im ecTb

e [logpobHoe onncaHne NpobaemMbl UM OLKNGKK, SBASETCA N1 Npobema NOBTOPSIOLL,EACA UM CNOHTaHHOM

e Ec/m 370 BO3MOXHO, BbILLAATE CKPUHLLIOT, JIOT NporpamMmel 1 daiin Crash.log, ecnm umeetcs.
[peanoXeHns

Ec/M y Bac MMeloTcsl BOMPOChl, KOMMEHTAPUWN UM NPeASIOKEHNSI N0 padoTe NPorpaMMbl, NPUCLIIaTe MX Ha agpec
info@passcape.com. Moxanyiicta, He 3abyATe YNOMsHYTb MO/HOE Ha3BaHWe NporpaMMbl M ee Bepcuio.
Y6eauTech Takxe, YTo y Bac YCTaHOB/IEHA NOC/IeAHsA BepCcus.

KOHTaKTbI
]

Bonpocbl no paboTe nporpaMmmbl MpUCbIaiiTe ToNbKo nocne npouTeHns FAQ. Appec Tex. MNoAAEepPXKU:

support@passcape.com.

Mbl OTBETUM BaM B TeyeHWe OAHOro-4BYyX AHEW. 3aperncipyvpoBaHHble MOSb30BATE/M MMEKT MNPUOpUTET B
TEXHWYECKON NoaaepxKe.

Mo BOMNpocam pervcTpaumn obpatlaitech, Noxasnyiicta, No creayroluLemy agpecy: sales@passcape.com

MyLwKTe HA PYCCKOM UM @HIIMIACKOM A3biKe!
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