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BBegeHue

1 BeBefeHue

CoBceM HefaBHO, K rogoswyHe nepsoro Bbixoga Windows 10, Microsoft nopagosasio
nonb3oBartesieli BbIMYCKOM KPYMHOTO OOHOBMEHUSI 3TOM  NOMYASAPHOWA  onepav,yioOHHON
CUCTEMBI.

Windows 10 Anniversary Update ctana euwge 6onee coseplueHHee. [MosABWINCL HOBble
BO3MOXHOCTW, Takne Kak:

e [lepeTacoBka KHONOK B MeHto lyck

e HacToswan 3a6ota 0 nosb3oBartesnie B BuAe ele OO0/MbLIEro KOMMYecTBa pekiamMHbIX
npeaIoKeHN

¢ /I3MeHeHve hopMbl ropaYv0 SIO6UMbIX BCEMU NIMTOK

e Y/ydlleHHas oTnpaBKa BallmMxX NepcoHaslbHbIX AaHHbIX Ha cepsepbl Microsoft

e OT/M4HasA YepHo-6enan chopma ohopmIeHNs - ONPOB6OBaHHbIN MeTo 60pbObl C KYPUHOIA
CenoTou

e HOBble VKOHKM B MWHUMa/MCTUYHOM CTWU/Ee - HOBOE C/I0BO B [Ju3aliHe U1 /104
MHOrOMeCS4YHON paboTbl ThiICAY AN3aiHEPOB

e Pa3byeHne HacCTpoeK cMCTeMbl MO pasHbiM Auasioram, A8 pasBUTUS 3KCTPaACEHCOPHbIX
BO3MOXHOCTEW Nosb30Barens

Hy a ecnM roBoputb cepbe3Ho, TO HapAdy C OrPOMHbLIM KO/MYECTBOM “MONe3HbIX"
BU3ya/lbHbIX TMJIOLIEK MOSBWINCL W Takme, KOTopble [eACTBUTENIbHO Bbl3blBAKOT
BOCXuLWEeHVe. Hanpumep, KOMaHOHas cTpoka Linux, 4yucTas nepeycTtaHOBKa CUCTEMb,
yNyuLleHHbI nHTeNekT Cortana, HoBble cnocobbl Bxoda B cuctemy npv nomouy Windows
Hellown 1.4.

3ab6aBHO, HO B AOKYMEHTaUWUM MO HOBbIM BO3MOXHOCTAM 3aumTtbl Windows 10 Hurge He
YNOMSHYT TOT 0aKT, YTO 06bIYHAA CMCTEMA BXOAa TOXe npeTepresia HEKOTopble N3MEHEHNS.
HesHaunTeNbHble, HO TeM He MeHee [AoCTaTo4yHble, 4YTOObI nepecTasio paboTaTb
6OMbLMHCTBO YTUAMT A1 BbITAaCKMBas naposibHbix Xxawei Windows. 3Tn M3MeHeHus,
BEPOSATHO, TECHO CBA3aHbl C NomMTMKONM Microsoft 0 npekpatleHun nogaepxkn yctapesLumnx 1
YA3BUMbIX KpUNTOrpadmyecknx airoputmMoB. B Hallem KOHKpeTHOM npumMepe, 3TO 0Tkas oOT
anroputma wndppoBaHna RC4. K cyacTblo, nocnegHue sepcumn nporpaMmmbl Reset Windows
Password y»xe nony4yvnn noaaepxky HoBo cxembl windopoBaHus Windows 10 AU.

2 LLinthposaHue xawein B Windows 10 Anniversary Update

Maponn nonb3osatenei, kak 3aaBnseT Microsoft, xpaHATCA B CUCTEME HE B TEKCTOBOM
npefcTaB/ieHny, a B BUAe Xalleil, KOTopble MOXHO NPOCMOTPETb, OTKPbIB BETKY peecTpa
(BoCTYN K HEW UMEET TOJIbKO cucTema):

HKLM/SAM/SAM/Domains/Account/users/<RID>/V

rae <RID> - yHUKa/lbHbIA MAEHTUMKATOP MNOMb30BaTesIA. YHUKa/IbHbIA naeHTUdmKaTop
Nosb30BaTesIsi MOXHO Y3HaTb, NPOCKaHNPOBaB BETKU
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HKLM/SAM/SAM/Domains/Account/users/names/<NAME>

B HUX KagoMy KUYy C MMEHeM Mosb3oBaresns nponucaH cooTBeTcTByoumii emy RID.
Hanpumep, RID ydyeTHoli 3anucu ‘'Administrator' Bcerga paseH 500 (0x1F4 B
LUeCcTHagLaTepUYHoli HoTaumn), a nonb3oBatens Guest — 501 (Ox1F5).

Nio6asa V 3anncb coaep¥uUT AaHHble NepeMEHHON A/IMHbI, COOTBETCTBYIOLLME 3TON YYETHOM
3anucu. OT ab6peBmatypbl, BUANMO, NPOM30LLIO 1 Ha3BaHue: V - Variable, B otinume ot C -
Constant. Kaxxgasa nepemeHHasn B V 3anmncu kogupyetcsa yepes KoHcTaHTy ot 0 go OxCC.
Hanpumep, ums nonb3oBarens COOTBETCTBYET KOHCTaHTe OxC. Yepe3 Hee No CMeLLEHWIo,
onpeLensieMoMy Camoi KOHCTaHTOM, HaXOAUTCHA MHAEKC CO CMeLLEHNeM Ha AaHHble. LM- 1
NT-xawn 3akoaumpoBaHbl 4yepe3 KoHcTaHTbl Ox9C wn OxA8 cooTBeTcTBEHHO. Ho AanA
MOMlyYEHUs KOHEYHOrO X3lla Maponsi, OH LO/DKEH MPONTU HECKOSIbKO [AONOSHUTENbHbIX
3TanoB pacLuMgpOBKN.
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001 0203 0405 007 OBOS OROB OCOD OEOF 01Z23456785ABCDEF

0000 0000 F400 0000 0200 0100 F400 0000
0x010 | 1200 0000 0000 0000 1001 0000 0000 0000 - - oo oo oo .
0x0Z0 | 0000 0000 1001 0000 &CO0 0000 0000 0000 - - . ... 1.
0x030 | 7TCO1 0000 0000 0000 0000 0000 TCOL 0000 | - - oo ... ...
0x040 | 0000 0000 0000 0000 7COL 0000 0000 0000 - - . ... e
0x050 | 0000 0000 TCOL 0000 0000 0000 0000 0000 - oo T---o-o - -. ..
0x0&0 | TCO1 0000 0000 0000 0000 0000 TCOL 0000 |- - - - oo - .
0x070 | 0000 0000 0000 0000 TCOL 0000 0000 0000 - - . ... e
0x0B0 | 0000 0000 7COL 0000 0000 0000 0000 0000 - oo leeoeeee e Variable offset
0x030 | TCO1 0000 0800 0000 0100 0000 8401 0080~ | -« - - - - - - - -
0x0R0 | 1800 0000 0000 0000 (801 @888 2:00 o000 .. B ..
0x0BO | 0000 0000 D40l 0000 1800 0000 0000 0000 - - ..o ... Variable size
0x0CO | 2001 0000 1200 0000 0000 0000 0100 1480 & _ . - .- .. ___._
0x0DO | D400 0000 E400 0000 1400 0000 4400 0000 & & .. _ .. o...
0x0EQ | 0200 3000 0200 0000 0ZCO 1400 4400 0501 - 0. .. ... i..D...
0x0F0 | 0101 0000 0000 0001 0000 0000 0ZC0 1400 - o o - .- .. Ao
0x100 | FFEF 1F00 0101 0000 0000 0005 0700 0000 §§. - - - - - .
0x110| 0200 8000 0400 0000 0000 1400 SBO3 0200 - . - .. ... [...
0x1Z0| 0101 0000 0000 0001 0000 0000 0000 1800 - o o oo oo o .
0x130 | FFO7 0F00 0102 0000 0000 0008 2000 0000 §- - - - - - .- ..

Indexes

Ox140 | 2002 0000 0000 28200 1BO2 0200 0102 Q000 ... .. =
0x150 | 0000 000F 0300 0000 0004 0000 DEAZ 2887 . ... .o .eoaa-. Ezlg
Ox1&0 | 213E DZAF 190 5D7% BOCL 072% 2756 FCZ0 107 .-] }’"i- )TV

0x170 | DEAD &&F& 10FZ &8FA DFzR FEO0F 0000 2400 @-f&.ohuB*s.._3.
Ox180 | 4400 0200 0105 0000 0000 0005 1500 0000 Do .. ..o nn
0x130 | DD30 4FC3 8766 1B73 CC43 79F4 F401 0000 -J H-gix0_ @E&. . .
Ox120 | 0102 0000 0000 0005 2000 0000 200Z 0000 ... ... e e
0x1BO | 0102 0000 0000 0005 2000 0000 200Z 0000 ... ... e e
0x1CO | 4100 ©400 &D00 €500 &E00 €500 7300 7400 A.d.m.i.m.i.s.t.
0x1D0 | 7200 &100 7400 &F00 7200 €424 4200 7500 r.a.t.oc.r.dfB.u.
0x1EOQ | @500 &C0O0 7400 ZD00 &900 &EOQOQ 2000 €100 i .l.t.-.i.mn. _.&.
Ox1F0 | 2300 &300 &FO0 7500 &EO0O0 7400 2000 6600 c.c.oc.u.m.t. _£f.
0x200 | eF00 7200 2000 €100 €400 eD0O0 €900 €E00 o.r. .a.d.m.i.mn.
0x210 | €900 7300 7400 €500 7200 €500 &E0Q00 €700 i.s.t.e.r.i.m.g.
O0x220 | 2000 7400 8800 &500 2000 ©300 &FO0 &D0O0 -t.h.e. _c.o.m.
0x230 | 7000 7500 7400 &500 7200 2F00 ©400 &F00 p.u.t.e.r./.d.o.
0x240 | D00 ©100 ©500 E00 0102 0000 0700 0000 m.a.i.m.........

0xZ250 | 0100 0200 0000 0000 ALlOB OD1F DZ1D B3CC .. ...... p...0.1
0xZ€0 | 7ROS SFO1 ADDC 1FE3 0100 0200 1000 0000 =. _-TU.&8.._._...
Dx270 | DBSE SE14 B2B8Z 499B 7ZCe& ADBT 4155 BOFe T:T" - I rE:\AU"n variable data
OxZE80 | EESC EOBT CO98 6028 4752 DICO SD14 240C iva-E mi(G NA .5.
0x290 | C47C S3CE SOBC 3480 4F=0 3202 9482 9900 A |SEPw4e 0O=2. g
OxZR0 | 0100 0200 0000 0000 5&BO ZCF8 3122 B913 ... ..... Ve elmrl

0x2B0 | 0470 DICE Dlé&4 S6CR 0100 0200 0000 0000 . HENA E........
0x2CO | DDS0 4FC3 8766 1B73 CC43 79F4 FE01 520D Yool £.sicydp. -

[aBalite paccMOTpPMM YC/IOBHYIHO cxemy nosiydeHnss NTLM xawa nonb3oBaTensi, kak 3To
NMPOVCXOAMT B CamMoli cUcTeMme:

e [lepBOHa4aslbHO cucTeMa onpeaenseT NyTb K K4y peecTpa B KOTOPOM XpaHATCS
HaCTPOWKMN y4YeTHOM 3anucu. Hanpumep,
HKLM/SAM/SAM/Domains/Account/Users/00001F4
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e 3aremM MpoUCXOQMUT YTEeHWe MepeMeHHON, oTBevatowein 3a xpaHeHne NTLM xawa. OHa
COOTBETCTBYET KOHCTaHTe OxA8. bepemM Hally KOHCTaHTy M 4YUTaeM WHOEKC OaHHbIX,
coAepxalmincs no aToMy cMeLleHno. B Hawem cnydae ato 0x19C. MNpubasnsem nHAeKc
OaHHbIX K agpecy 0xCC n nonyyaem cmelleHne 0x268, No KOTOPOMY HaXOAATCA peasibHble
[aHHble, T.e. Haw cbipoit NTLM xaw. CmoTpute KapTUHKY. Tenepb X3 MOXeT ObiTb
npounTaH, Heo6XxoAMMO ero pacLumgpoBaTb.

e [pn nomouy SYSKEY pacwmdpoBbiBaeTcs rMnasBHblil knod SAM ceccum (SAM session
key). Koy SAM ceccun XpaHuUTCA B BETKe peecTtpa
HKLM/SAM/SAM/Domains/Account/V.  ®akTuyecku, 3Ta  CTPyKTypa  [aHHbIX
nogpasymeBaeT XpaHeHue [BYX K/H4Yen LwmppoBaHns: Tekywero v npeablayLiero.
ANMropuTMbI, UCNosb3yemMble Ha aTom ware: MD5 n RC4. B Windows 10 Anniversary
Update RC4 3ameHeH Ha AES.

e C nomowpto kova SAM ceccum GepeTcs CbIpoi X3ll, MOJlyYeHHbI Ha LwWware 2, u
pacLumdopoBbiBaeTCcs npv nomowy anroputma RC4 nim AES (ans Windows 10 Anniversary
Update).

e Tenepb MOMYyYEHHblIE [aHHble MNPOXOAAT MocnefHee dwHasbHOE npeobpasoBaHve
anroputmom DES, rge B kayecTse k/toya wmdppoBaHus 6epetcsa RID nonb3oBatens. Haw
NTLM X3l roTos.

Kak BugHo 13 cxemsbl, B Windows 10 Anniversary Update nOTOKOBbIA afroputM LUMppoBaHms
RC4 B 3-M 1 4-m ware 6bl1 3aMeHeH 6/104HbIM LWncbpom AES. DTO NpMBENO K U3MEHEHUIO
CTPYKTYPbl XpaHEHUs! faHHbIX (KaK MAHMYM NOTOMY, YTO AJIMHA AaHHbIX B 6/104HOM Lumdpe
AES Bcerga kpaTHa 16), HO He N03BOMIO0 YBEIMUYNTb CTOMKOCTb OnepaLMoOHHON CUCTEMbI K
B3/I0MY.

3 3akryeHune

B Windows 10 Anniversary Update 6bl/I1 U3MEHEHblI aropUTMbl LUMGIPOBAHUSA YYETHbIX
3anucein SAM. Vi3mMeHeHVs CBsi3aHbl Mpexae BCero C MOMMTUKOW OTKasa OT CTapblX
KpunTorpagmyeckux asrfopuTtMOB U HOCAT CKOpee KOCMETUYECKUI xapakTep. YHudmkaums
KOCHy/NiaCb W [AOMeHHbIX nosb3osatesien Windows Server 2016, npuBaTHble [aHHble
KOTOpPbIX MOI/IM 6bITb CKOMNPOMETMPOBaHbI YA3BUMOCTbIO ycTapesLuero anroputma RCA4.
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