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OnucaHme ya3BnUMOCTU

1 OnucaHne ys3B1UMOCTM

1.1  CyTb npobnemsl
|

B ofHOI 13 HaWMX Npeablayuwx ctaTeli Mbl ONUCbIBaIM NPUHLMN PaboTbl cnuctembl DPAPI,
rae OTMeYa/IM ee WCK/KUUTESTbHY0 HaAeXHOCTb, (OYHKLMOHASIbHOCTb W CTOMKOCTb KO
B3/1IoMy. CoBCEM HelaBHO OOHapYyXWIoCh, YTO HEKOTOpble DPAPI 610661 UMeloT nNpobiemy
C pacLumdpoBKO. Mocne BbISICHEHMS NPUYMHBI BO3HMKAOLLEV Npo6/1eMbl, Oblna BbisiBNEHA
[OBOMIbHO VHTepecHas bpewb B cuctemMe 6e3onacHocT DPAPI BO Bcex CepBepHbIX
cuctemax, HaumHas ot Win2K n 3akaHumsass Windows Server 2012.

Ecnn BKpaTtue, TO CyTb ee CBOAUTCA K CrefylowemMy: Mo ymonyaHuio, MacTtep k/oum
cuctembl 6e3onacHocTv DPAPI Bcex nonb3oBaTeneil AOMEHa C NpaBamMn MHTEPaKTUBHOMO
BXO4a B CMCTEMY, 3a UCK/IHOYEHNEM BCTPOEHHbIX YYETHbIX 3anucein, co34arlnTcs B pexuve
coBmecTumocTu ¢ Windows 2000, nosaTomy 4/19 pacLUMpPOBKY AaHHbIX, 3allmdipoBaHHbIX
npv nomouw DPAPI, 3HaHWe napons Bragesnbla He TpebyeTcs.

1.2 Yro 3arparmBaet
I ——

OTO o03HayaeT, 4TO /obol AQMUHMCTPATOP WM /6O NoMb3oBaTeNlb, MMEKLWMIA
dm3nyeckuin LOCTYN K CEPBEPY, MOXET pacLumMdipoBaTth criefytouye nepcoHaslbHble faHHble
YUYETHbIX 3anvcei ysi3BUMbIX NO/Ib30BaTesen:

e [apo/m 1 faHHble aBTO-3anosHeHUss GoopM B NonynsipHbIX 6paysepax Internet Explorer,
Google Chrome, Opera Browser

e [aponn yueTHbix 3anuceit noutsbl B Outlook, Windows Mail, Windows Mail, n 7.4,

e [1aponn y4eTHbIX 3an1ceil BCTPOEHHOro MmeHemxepa FTP

e [Naposu gocTyna K obLym narnkam 1 pecypcam

e [aposm 1 KUK y4eTHbIX 3anuceil 6ecnpoBogHo ceTu

o Knoun wmndpposaHma B Windows CardSpace

e Knoun wmncppoBaHua Windows Vault

e [laponn coeguHEHWI yaaneHHoro 4ocTyna K paboyemy cTony

e [Naponm .NET Passport

e [MpuBaTHbie koum Cuctemsl LLngposaHns dainnos (EFS)

o Knoun wmdppoBaHms noutsl S-MIME

e CepTudwikaTbl Nonb3oBarens

¢ [puBaTHbIe AaHHble B Internet Information Services

e EAP/TLS n 802.1x ayTeHTUdmKauma

e CeteBble naposm B Credential Manager

e [lepcoHa/bHbIE AlaHHble N060ro NPUIOKEHNS, NPOrPaMMHO 3alLMLLEHHbIE NP nomouy API

doyHkumm CryptProtectData. Hanpumep, Skype, Windows Rights Management Services,
Windows Media, MSN messenger, Google Talk n gp.
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OnucaHue YA3BUMOCTH

TexHnyeckue petanm
2.1  WwndposaHne DPAPI B OC Windows XP +

Mpouecc pacwmgpoBKM NPMBaTHLIX AaHHbIX, 3almMgpoBaHHbIX C nomMowpio DPAPI,
BbIMIAANT CeAyowym 06pa3om (HEKOTopble AeTasim ONnyLeHbl): Ha HaYaslbHOM 3Tane JIoroH
napons Brafesnbla faHHblx nponyckaetcs yepe3 SHA-1, yTo6bl NOMYUYNTb X3LL Naposis, X3LU
napona n SID Bragensua 3areMm ckapm/msBalTcsa B yHkuuio PBKDF2. Ha Bbixoge
nonyyaetcsa  prekey, KOTopbli  yyacTByeT B  paclmidposke Mactep  Knoua.
PaclumdpoBaHHbIii MacTep Koy, B CBOK o4yepefb, UCNOMb3yeTcs A1 AelunpoBKM CaMnx
DPAPI 61060B. BOT KakK 3TO BbII/IAAUT Ha CXEME:

\
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TexHn4yeckmne getann

2.2 WudgposaHne DPAPI B Windows 2000

MepBas peasmsauuna DPAPI, ncnonesyemas B Windows 2000, umena ppyriue airoputmbl
LWmdppoBaHua MacTtep knoya. Ho He 3aTo Aenasio ee upesBblyaliHo YSA3BMMOM, a To, 4To A/15
MoJIyYeHNs X3lla Mnaposis Nosb30oBatesia BMECTO X3Ww-diyHKumM SHA-1 ucnonb3oBanachb
MD4. BOT KaK 3TO BbIINIA4UT:

\

3abaBHO, HO 3Ta Xe (yHKLMSA X3LWMPOBaHUS MCMOSb3yeTcs W A1 NPOBEPKM Naporel
nosib30Baresien, XaLlm KOTopbIX XpaHATcSA Moo B peecTpe SAM, nm6o B Active Directory (B
cepBepHbix OC). Takum obpasom, 419 pacumpoBkM MacTep k/ova 3HaHUS TEKCTOBOro
napons nosb3oBatens Heobs3aTresbHO. JocTaTtovyHo B3SATb M3 SAM wm m3 NTDS.DIT
rotoBbii MD4 X3l COOTBETCTBYIOLLErO Mo/b30BaTesii U UCMOo/b30BaTb €ro B KayecTBe
BXOZHbIX AaHHbIX. Bce ocTanbHOe HaM U3BECTHO.

2.3  WwndposaHne DPAPI B Windows 2003, 2008, 2012
|

Kakoli anroputm ucnosb3yeTcs npu paclumgpoBku Mactep kmtova DPAPI, SHA-1 nnn MD4,
3a4aeTcsa B CayebHoM 3arosioBke. but 4 nons dwPolicy o3HavaeT, 4To B AaHHOM MacTtep

YA3BMMOCT b CUCT EMbI 3aLLMT bl AaHHbIX DPAPI B Win2K, Win2K3, Windows Server 2008, Windows Server 2012 © 2014 Passcape Software




TexHn4yeckmne getann

Knoue ncnonb3yetcs anroputm SHA-1. Y nonb3oBaTesneli ¢ npaBammn MHTEPaKTMBHOIO BXoaa
B CMCTeMy, 3TOT char No-ymosiyaHuio He yctaHoB/ieH. COOTBETCTBEHHO, /19 PacLUMipOBKN
npvBaTHbIX AaHHbIX, 3HaHVEe Naposis Ha BXO4 He TpebyeTcA.

r© .
DPAPI user Master Key analysis @
A ——
.@ al @ﬂ Decoded structure of the Master Key B
£ i:l
The list below cortaing decoded entries of the Masterkey file. Right-click the list to display the context menu. You can
use a simple wordlist to bruteforce the initial logon password the Master Key is protected with.
Attribute name Data Il
dw\ersion 2
szGUId 6rdd0a92-eacc-data-9af5-263ba 1afdbfs
dwPalicy i =
dwlserkeySize 138
dw\ersion ps
pSalt 361C340104285065260940203EA51817 —
dwPBKDF 2IterationCount 13000
HMACAlgId 3009
Cryptalgld 6603
pKey FCA5084863A333093199006 1 7C 3648 2FCC34DC 56C4E 3C0650CEBAT. ..
dwlLocalEnckeySize 104
dw\ersion 2
oSalt 678BTD 1B374A0F FCA14ACEIFOOECS7A42 T
Finish | | Cancel

Kak BOCMpoun3BecTy Npodnemy

3.1 CosfgaHve NHTepaKTMBHOrO Nonb3osarens B gomeHe Windows
Server 2012

Mepeingem OT Teopun K NpakTUKe U nonpobyem A06aBUTb HOBOrO MOMb30BaTENSI B JOMEHE
Windows Server 2012, co3gaguMm Kakoin-Huoyab DPAPI  cekpeT un  nonpobyem
paclmdpoBaTh ero B pexxumme offline 6e3 napons snagensua.
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Kak Bocnpoun3BecTy npobnemy

OTkpblBaeM KOHcONb «Active Directory Users and Computers» 1 co3gaeMm HOBOIO
nosb3oBaresis oMeHa ¢ MMeHeM Test. [laem eMy NpaBo MHTEPAKTUBHOIO BXO4a B CUCTEMY.
[ns 3TOro MOXHO NPOCTO A406aBUTL €ro K rpynne fiokasibHbIX agMUHUCTPATOPOB.

3.2  CospaHue Mactep Kntoua n cekpeta DPAPI anst HoBoro

Nos1b30BaTe/sif
. ________________________________________________________

Tenepb HaM HafO0 BbLIATU U3 CUCTEMbl U 3a/10MMHUTLCS NOJ BHOBb CO34aHHON Y4YeTHO
3anvcblo. HoBas yyeTHasd 3anucb noka He umeeT Mactep kmova. OH 6yaeT co3gaH npu
nepBom Bbi3oBe (yHKUMKM CryptProtectData. Mbl yckopyM 3TOT Mnpouecc, phopcuposas
BbI30B COOTBETCTBYHOLIEN PyHKUMM. NS 3TOr0 y Hac €CTb OAHOMMEHHas yTunmTa
CryptProtectData.exe, koTopasd npocTo Bbi3biBaeT APl dyHkumio CryptProtectData ¢
OaHHbIMV KOMaHAHOW CTPOKN (UCXOAHbIN KOA YTUNUTbI AOCTYMNEH Ha caiTe).

3anyctum ee ¢ Takumu napametpamu: CryptProtectData mysupersecret out.dat. Ha
BbIxoge nosydyaem paiin out.dat ¢ DPAPI 61060M, B KOTOPOM 3alumMcppoBaH Hall TeKCT
(mysupersecret).

NTak, mMacTep KoY co3gaJics, OH HaxoauTcs B karasiore C:
\Users\test\AppData\Roaming\Microsoft\Protect\<SID>\<mk>

Ioe <SID> - sid Bnagenbua. OH elle HaMm NoOHago06uTCA, 3anoMMHaeM ero, iMbo Konvpyem
BECb KaTas1or L,e/IMKOM.

<mk> - uma MacTtep ktoda DPAPI. K npumepy, 6¢cdd0a92-eacc-4a6a-9af5-263balafdbfs

Ewe ana offline pacwmdpoBkn out.dat Ham noHagobutca MD4 xaw Bragenbua AaHHbIX,
XpaHsawmiica B Active Directory. [na 3TOro ¢ NOMOLUbIO Hallel yTUaMTbl AenaeM KOonuto
dhaiina NTDS.DIT, a Takxe konupyem peectp SYSTEM, He06X0AMMbINA 419 NOSTyYEHUS X3LLa.

3.3  PacwmnpoBka cekpeta DPAPI 6e3 3HaHMA Napons nosb3oBarens
|

NTaK, Mbl UMeeM:

e daiin out.dat ¢ 3alLMdpoBaHHbIM CEKPETOM, KOTOPbI HaM HaA,0 pacLumMdpoBaTb
e TekcToBbIN SID BnagenbLua AaHHbIX

e Ero MacTtep knitou

e Xaw Bnagensua (tpainnsl NTDS.DIT n SYSTEM)
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Kak Bocnpoun3BecTy npobnemy

DPAPI offline decoder 5
I . [~
() & & Select DPAPI blob location P

DPAPI blob is an opague data structure that holds encrypted data. Many system components such as Encrypting File
System, Wireless connection wizard, Windows Credentials Manager, Card Space, etc. and popular applications such
as Intemet Explorer, Windows Mail, Outlook:, Skype, Google Talk uses DPAPI to securely store their secrets,
passwords and sensitive data in OPAP] blobs. You can extract DPAFPI blobs using blob search’ utility.

Read mare information about DPAP| offline decrypter

Select DPAPT blob file

DPAFI blob file C:\Passcape\ 1\Win201241\out. dat [ Lj |

Nest = | Cancel

L

3anyckaem ytuanty ans pacumdposku DPAPI 1 ykasbiBaem nNyThb K thaiiy out.dat.
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Kak Bocnpoun3BecTy npobnemy

DPAPI offline decader -

[ TE

o 1 1
Select Master Key locati
'@' L er Key location Step 2/4

| m—

Master Key is used in DPAFI as a pimary cypher key to decrypt user protected data and passwords (i.e. DPAP| blobs).
For example, EFS cerificates, Wik, MSN, Outlook:, Intemet Explorer, Skype credertials, etc. User Master Key file is
located at the “LAPPDATAYL \Microsoft\Protecti. 5107 folder. Where “LAPPDATA' is the user application data
directory, and %510% is the tesdual S10 of the user. However SYSTEM Master Key may be located at the following
folder: SWINDIR M System 324 MicrosoftProtect .

Select Master Key file

Master Key file C:\Passcape\1'Win2012\1\Protect)5-1-5-21-701907226-26 2073530 3-344833909C Lj |

CREDHIST file (]

Nest = | Cancel |

L

Ha BTOpOoM wWare ykasbiBaem nyTb K MacTep kawo4y Briafgenbla AaHHbIX U Nepexoaum K
cnepywowemy wary. Nporpamma BblAaeT nNpeaynpexaeHne, Yto B AaHHOM MacTtep knoue
o6HapyxeHa Ys3BMUMOCTb, MO3TOMYy BO3MOXHa paclmdipoBka ABYMsi crnocobamu: npu
MOMOLLM Naposis Nosib3oBaresns Wi 6e3 Hero. Hac, KOHEeUYHO, MHTepecyeT NoceAHWIA.
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Kak Bocnpoun3BecTy npobnemy

-

L

DPAFT offline decoder

@ ﬂ] j; User/system credentials needed for successful blob decryption

= |
- |
Step 3/4

“fou should specify user 510 and user logon password here in order to decrypt the DPAP| encrypted data. However
some DPAP| encrypted blobs, eg. encrypted using SYSTEM account, require machine credertials. In this case, youll
have to provide a path to the SYSTEM and SECURITY registry files. Optional entropy file is required when the blob
was was created using entropy (refer ta Crypt Protect Data AP for more information). You should manually create a

simple binary file with the entropy data and show the program path to the file.

Additional parameters required for successful data decryption

szer 51D 5-1-5-21-701907226-2620735303-3443339090-1607

|ser logon password

NTDS.DIT C:\Passcape\ 1Win201241\ntds. dit
SYSTEM C:\Passcape\ 1 Win20 12115 YSTEM
SECURITY

Entropy file {optional)

Nest =

=]
=]

=]

| Cancel |

Mostomy Ha criegytowem ware MacTtepa BBogum SID Bnagesnbua v Nyt K diaiinam
NTDS.DIT n SYSTEM, ocTasnsas nosie AN naposisa nycTbiMm.
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Kak Bocnpoun3BecTy npobnemy

-

DPAFT offline decoder
M

Decrypted DPAPI blob

S |
——
Step 4/4

DPAPI blob file
Master Key file

The list below cortaing decoded data of the DPAP blab file. Right-click the list to display the cortext menu.

C:\Passcape\1\Win2012Y1out. dat
Ci\Passcape1iWwWin2012\1 Protect!s-1-5-21.. . \ecdd0as 2-eacc-4ata-9af5-26 3ba 1afdbfs

o

-CICI 7% 00 73 00 75 00 70 OO0 &5 00 72 00 72 00

I-y-s_u_P_e_r_s_

-
o

&5 00 &3 00 72 00 &5 00 74 00 00 OO0 e.c.r.e.t...

| Finish | | Cancel |

L

XXvem [anee n nonyvyaem Hall paclumcpoBaHHbIin cekpeT. Kak BuaguMMm, naposb Bragesnsua
He noHagobuncs.

4 3aK/royeHne

OcTaeTcs He COBCEM MOHATHbLIM, CBA3aHa /M YA3BMMOCTb MHTEPaKTMBHbBIX MO/Ib30BaTe e ¢
OLMOKOW WM ee He clefyeT paccMmaTpvBaTb B TakOM KOHTEKCTe. BO3MOXHO, 3TO
ocobeHHocTb peasm3aumn DPAPI Ha cepBepHbix OC. Hanpumep, ans obecneyeHus
obpaTHoi coBmecTUMOCTU. C Apyroli CTOPOHbI, TaKOe KaXXeTCA MasloBEPOATHbIM, NMOCKOSbKY
COXPaHHOCTb KOH(MAEHLUMa/IbHbIX [aHHbIX Nosb3oBaTenid He ob6ecnevymBaeTCcs [O0/DKHbIM
obpa3om, a DPAPI kak pa3 ABASeTCcA CUCTEMON 3alyTbl MHhOPMAaL MM Ha OCHOBE MNaposis
Bragenbua. 3abaBHo, HO nosyyaetcs, YTo AeckTonHble MK 6onee ycToumBbl KO B3/10MY,
yeMm cepBepHble OC. Tak uWm nHaye, CUCTEMHbIE aAMUHUCTPATOPbI AO/DKHbI 3HATb 06 3TOl
YA3BUMOCTW. A KTO NpeaynpexmaeH, TOT BOOPYXEH.
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