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KpaTkni aHasin3 naposient Rockyou

1 KpaTkuin aHann3 naponei Rockyou

1.1  BctynneHue
|

B [lekabpe 2009 B pe3ynbTaTe XakepCKoi atake B CETb Obl/ia Bbl/IOXXeHa TeKCToBasi 6a3a
AaHHbIX 32,6 M/H. YKpafeHHbIX naponei cainta www.rockyou.com. OgHa 13 caMbliX KPymnHbIX
yTeuek 3a nocsieqHee Bpems fgasia HaMm BO3MOXHOCTb B3[/ISHYTb Ha TO, Kak /I0AuM co3fatoT
CBOW NMaposn, NPOBECTU MX NPOCTENLIMIA aHaNIM3 6e30MacHOCTM C TOUYKN 3PEHUSI CTOPOHHENO
Habnogatens. Bca cratuctuka cobpaHa M o6paboTaHa Mpu MNOMOWWM MNPOrpaMmHOro
Komnaekca asa ayauta naponein Windows Password Recovery.

1.2 20 cambIx NONynspHbIX Naponemn
|

Password popularity (all passwords)

350000
| O 123456: 0.9% (290729)

O 12345: 0.2% (79076}

[ 123456789: 0.2% (76783)
Passwords processed: 32 603 048 O password: 0.2% {59462)
O iloveyou: 0.2% (49952)
O princess: 0.1% (33291)
@ 1234567 0.1% (21725)
O rockyou: 0.1% (20901)
[ 12345678: 0.1% [20553)
@ abc123: 0.1% {16648)

O nicole: 0.0% (16227)

O daniel: 0.0% [15308)

[ babygirl: 0.0% (15163)
O monkey: 0.0% (14726}
O lovely: 0.0% [14331)

[ jessica: 0.0% (14103}

[ 654321 0.0% (13984}

O michael: 0.0% (13581}

50000 O ashley: 0.0% [13488)
|_| O gwerty: 0.0% {13456}
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Password

B cnucke nonynspHbIX naposielt CAOXHO YBUAETb UTO-/IMO60 OT/IMYHOE OT 123, nosaTomy
ABajuatka ropauMx naposieil BMosHe oxvgaemasd. bpocaetcs B rnasa, 4TO camblid
060xaeMblli Nosb3oBatensamm naposb 123456 nuaupyeT ¢ A0BOJIbHO GO/bLMM OTPbIBOM.
Mpyyem faxe B KONMYECTBEHHOM OTHOLLEHWUM MOMY/IAPHOCTL €ro 3allkasmBaeT: 13 32 MJ/IH.
3anucein Ha Hero npuxoautcsa 6onee 290 TbicAY. OAuH pabOTHUK Hael KoMNaHum
BblCCKa3a/l MHEHWE, YTO ec/iM B 6ase AaHHbIX nosb3osateneil Ha fono 10 nonynspHbIX
naponen npmxogutca 6onee 1%, TO aTa 6as3a cuMTaeTCsa HeHaAeXHoW. basa [aHHbIX
rockyou npeBbIlIAeT 3TOT Nokasaresib 605ee Yem B 2 pasa. AHamM3 MONynsipHbIX Naponein
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KpaTkni aHasin3 naposient Rockyou

NO3BO/IIET HaM, OGBEAMHMB VX MO OOLMM MpU3HaKaM, BblAEMTb HECKOSIbKO OCHOBHbIX
rpynn:

e CnoBapHble naponu, tuna password, monkey n T1.4. (POPMUPYIOT OOHY W3 CambIX
YCTOWUMBLIX TPy

e He MeHee ycToWuMBas M yX TOYHO He MeHee nonynsapHas rpynna - 370 undpoBble
naposiv Ha OCHOBE 3aroMUHaNOLWMXCA KOMOWHauWi, HOMepoB TernedoHa, [O0KYMEHTOB,
[AaT poXaeHna n T.4.

e [pynna naposieil Ha OCHOBE UMEH U1 KX NMPOU3BOAHbIX. Hanpumep, 3To0 MOXeT ObiTb UMSA
nosb3oBarens, AoMallHero NMToMLa, Ha3BaHune ropoga, Mecta u T.4.

e [Maponn Ha OCHOBe KnaBuaTypHbIX KOMOMHaunii. Hanpumep: abc123, gwerty, ALyKeH 1
T.M.

e [lapo/m, cBA3aHHble C 4ycTBaMU M 3aMoumaMU 4dernoseka: iloveyou, hateu, lovely,
ihatemyboss, ILoveJohn.

1.3  PacnpegeneHue AnviH naponei

|
Password length distribution

2000000
| [ 1 character(s): 0.0% (144)
Password list: rockyou.txt —‘ 0 2 character(s): 0.0% [1038)
O 3 character(s): 0.0% (6702)
Passwords processed: 32 603 048 [ 4 character(s): 0.2% (70358}
0] O 5 character(s): 4.1% (1327038)
O & character(s): 26.0% (8488337)
O 7 character{s): 19.3% (6288017
— 6000000 [ 8 character(s): 20.0% (5513103)
g O 9 character(s): 12.1% (3949837)
8 5000000 [ 10 character(s): 9.1% (2954536)
E O 11 character(s): 3.6% (1163314)
0O [ 12 character(s): 2.1% (6B6849)
% 4000000 — @ 13 character(s): 1.3% (429680)
E [ 14 character(s): 0.9% (281159)
o 3000000 _ O 15 character(s): 0.6% [1B0157)
O 16 character(s): 0.4% (128576)
O 17 character(s): 0.1% (40210}
2000000 [ 18 character(s): 0.1% (25740)
[ 15 character(s): 0.1% (16369)
1000000 O 20 character(s): 0.0% (13778)
[ =20 character(s): 0.1% (37946)
T T T T T T T T T T T T T T 1
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KpaTkni aHasin3 naposient Rockyou

BavkHbIM 3/1EMEHTOM YCTOMNYMBOCTUN NAPONS K B3/IOMY SIB/IIETCS €70 A/MHA. MOXHO ckasaTtb,
4TO YeM AJMHHEE Naposib, TEM C/IOXHEE €ro B3/loMaTb. He CTOWUT, oAHakKo, 3a6biBaTb, UYTO
3TOT XPYnKWiA 6anaHc 6yaeT HapylleH B TOT MOMEHT, KOoraa A/WHHbIV Naposib MOXET ObiTb
ycnewHo 3abbiT WM CTepT U3 MNamsaTy Mnocsie Becesioro kopnopatvBa. HekoTopble
nonb3oBaTenM MOGAT HakiemBaTb CTMKEPbl C MaposisiMyi NPSIMO HA MOHUTOP CBOErO
KOMMNbIOTEp, HO MnodaB/siiolee GOMbLUMHCTBO YUV He O4YeHb [asieko U AeliCTBYOT He
MyApPCTBYsI JlyKaBo, NpeanoynTas Nerko 3anoMyHaloWMECS] COYeTaHUsi M3 MakcuMym 7-8
CMMBOJIOB.

Ha rpadwike BugHO, 4TO cambie NOMynspHbie NnaposvM UMewT OJ/IMHY B 6, 8 U 7 CUMBO/IOB
COOTBETCTBEHHO. Ha 3Ty Tpoiiky npuxogutcs 6onee 65% oOT o6LUEro KomyecTBa naponeii.
DT0 03HayaeT, 4To 2/3 BCex naposieli fierko MoryT 6bITb yragaHbl C MOMOLLBH OBGbIYHOIO
nepebopa.

VHTepeceH n TOT (UakT, YTO B XOA4Yy VIMEHTCHA COBCEM, MPAM Taku OO0 HENpWwIM4HOCTH
OJMHHblE, AnMHHHee 20 CMMBOJ/IOB, C/IOBOCOYeTaHus 1 dopasbl. VIHTepecHo, coBnagaeT
KO/IMYEeCTBO NoJSib30BaTeNieil, WMeWyX [AJWMHHbIEe naponuM, C  NPOLEHTOM  JIOAeN,
CTpagaroLLyx OT MaHUM NpecnefoBaHna? BoT Manias To/Mka 3TUX 3aMevaTesibHbIX naposei
(Bbl fymMmaeTe HUKTO He 3HaET, YTO Bbl NULLETE?):

Hahaithinkilovejessebutthenagainmaybenotcuzheisadiknob
Lets you come back for your Countdown Timer
me plus food equals more sleep each night
tommmmmmmmmmmmmmmmmmmmmmmmmmmm
truongcaodangcongdonghaiphong
icantbelievethisshit.12345
banditbanditbanditlbanditlbanditlbanditbandit
111121112121212212212212212212212211221121121121
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
FUCKSCHOOLANDALLTHETEACHERSINIT
ilovepalmermyfuturehusband
ldelightyourselfinthelord!
Imaprincessbecausemyfatheristheking
iluvanjabisset4evashesmawebaexxx
stuartandchrisrmybestmatesforeva
thisismypasswordyoullnevergetit
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1.4  PasHoo6pasne HabopoB CMMBOJ/IOB

Character set diversity (all passwords)

I: :I 1 character set: 59.1% (19275578}
Password list: rockyou.txt
2 character sets: 37.5% [1223B8568)

Passwords processed: 32 603 048 C J 3 character sets: 3.2% [1027866)

— = O 4 character sets: 0.2% (60360)

~. [ | 5or more character sets: 0.0% (276)
1 character set, 59.1% e

2 character sets, 37.5%

5 or mord charader seis, 0.0% 3 character sets, 3.2%

Apyrm, He MeHee 3HauMMbIM (DAKTOPOM, B/MSIOLMX HA CTOMKOCTb Naposis, SBASETCS
pa3Hoobpasve NPYMEHSIEMbIX B HEM CMMBOJIOB. Hanprymep 7 CUMBO/IbHbIA Naposib aAl@aaa
6onee yem B 10 pa3 ycTtonumBee 9 cumBosibHOro abcdefghi. Bonee nonoBWHbI BCEX
nonb3oBartesieli UCNosb3yT OAMH HAabop CUMBOMIOB B CBOMX Naponsix. Hanpumep, ogHu
LMdopbl MM OA4HN CTPOUHBbIE GYKBbI.

Bonee 96,5% MCNoMb3yT O4WMH UM ABa, U TO/IbKO MeHee 3,5% npuMeHsitoT 3 unm 6onee
Habopa cVMMBOJIOB. Mpadmky AMMHBI U pa3HoObpasua naposieil ewe pas nokasbiBatoT, UTO
npeanoyTeHns nosb3osaresieil Npy BblI6ope Naposiein Masio UM COBCEM He U3MEHUIMCh 3a
nocnefHve napy AecATkoBs feT.

BbIBOA: NO KpailHe Mepe B HaweMm cnydae, MUd O TOM, YTO NOJ1b30BaTesIA MOXHO
3aCTaBUTb CO3aBaTb CTOMKME Naposiuv, YCreLwwHO pa3BeHYaH.
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KpaTkni aHasin3 naposient Rockyou

1.5 MpepanouteHusi npu BbIGope Habopa CMMBOJIOB

Character set exclusivity (all passwords)

O Numbers only: 15.9% (51525990}
Password list: rockyou.txt
Lowercase only: 41.7% (13589351)

- Numbers only, 15.9%
Passwords processed: 32 603 043 1 O Uppercase only: 1.5% {488197)

O Spedcial characters only: 0.0% (5040}

" | Multiple character sets: 40.3% (13327470)

\ Lowercase only, 41.7%

Multiple character sets, 40.9% !

Special characters only, 0.0% | |Uppercase only, 1.5%

O6wWasa cTaTMcTUKa NoKasbIiBaeT, YTO NPW CO34aHUN Naposien, CoCToAWMX U3 04HOro Habopa
CUMBO/I0OB, Hanbo bLIee nNpeanoYTeHne oTAaeTcsa Habopy M3 OA4HUX CTPOYHbIX 6YKB (6onee
41% oT 06Leit Maccbl), 3aTeM C/eaytoT naponu, coctoswpe n3 ogHux uudgp (noutn 16%),
13 3arnaBHbIX 6yKB (1,5%) 1 He6O/bLLOE KOIMYECTBO Naposiei U3 cneunasibHbIX CUMBOJIOB.
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1.6  MocnepoBatenbHOCTL HAGOPa CMMBO/OB B NAPO/IsX
|

Character set ordering (all passwords)

16000000
‘ [ digit: 15.5% (5192990)

[ string: 44.0% (14360543)

Password list: rockyou.txt
@ special- 0.0% (5040)

Passwords processed: 32 603 048 O string-digit: 30.2% (9833375)
[ special-digit: 0.0% {3432)
12000000 W digit-string- 2.7% (895738}
@ special-string: 0.0% (16182}
W digit-special: 0.0% (12707)
E 10000000 I W string-special: 0.7% (241402)
= [ digit-string-digit: 0.5% (148125)
% 5000000 ] s.pe-cla\-stf'\ng-fii-gn: 0.0% {10029)
wn W digit-special-digit: 0.0% [13185)
_g W string-special-digit: 0.6% (139494}
O 6000000 W string-digit-string: 1.8% (587487)

[ special-digit-string: 0.0% (12603)
W digit-special-string: 0.1% (18851)
4000000 M string-special-string: 0.8% (251687}
W string-digit-special: 0.3% (82221)
W special-digit-special: 0.0% (3902)

2000000
W digit-string-special: 0.0% (13273)

W special-string-special: 0.1% (30305}

o = o & A | % womm .t M Other: 2 1% {670477)

T T T o =y o & Y 7 = &F g A o = oy =
« O R Y- N & & & Y ¢ ¢ ¢ e ey
o i I % & & L o &;ﬁ o E 5lef' & B N Q.;,‘- Qi" A% &% & B &
& . ; . . §
L S R T R
& 6 & =& & s & S a8 F ¥
harset order §

Ecm B3sTb 3TOT rpadwik, TO C YAMWB/IEHWEM MOXHO 3aMeTWTb, 4TO MNOAAB/SOLIEe
60/1bLUIMHCTBO Naposieit, COCTOAWWX U3 ABYX WK 6051ee HabopoB CMMBOJ/IOB, NpeAcTaB/eHbI
B BMAE NOoCcef0BaTe/lbHOCTM CTPOKa-LUN pbl WM Und pbl-CTPOKA. [NoTeHLMasbHbIN Xakep
NErK0 MOXeT WCMoMb30BaTb 3TOT (pakT ANnA nogbopa naposs npu nomowy MeTonoB
COLMasIbHOWN UHXEHepUK.

BbiBoA: naposb iloveyoul2345 HUCKOMLKO He HaaexHee iloveyou.
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1.7  ®opmarbl naponein

Password formats (all passwords)

4500000 |

Password list: rockyou.txt
Passwords processed: 32 603 043

Character type legend:
U - uppercase character
L - lowercase character

[ LLLLLL: 12 2% (3587898)
O LLLLLLL: 8.4% (2738031)
O LLLLLLLL: 7.6% [2469685)
@ DDDDDD: 7.0% (2278919)
O LLLLLLLLL: 4.2% {1382185)
O LLLLL: 2.9% (543198)

O LLLLLLDD: 2.8% (923984)

'E' D - digit O LLLLLLLLLL: 2.7% (869670}
¢ S -special symbol [ DDDDDDDD: 2.5% (817577)
':': O~ other character [ LLLLLDD: 2.3% (751546)
5 “ 1 “ —‘ O LLLLLLD: 2.2% (726218)
§ 2000000 [ DDDDODD: 2.0% (641769)
i [ LLLLDD: 1.9% (514418)
L [ LLLLLLLD: 1.7% (568666)
[ LLLLLD: 1.7% (540862)
[ DDDDODDDDD: 1.7% (540758)
1000000 I LLLLLLLDD: 1.5% (488272)
[ LLLLLLLLLLL: 1.4% (456862)
500000 [0 DDDDDDDOD: 1.4% (349017)
H H H O LLLLLLLLD: 1.2% (401068)
0 T T T QI \‘I T Q| \‘I QG\ T T QI T T T Q()b l_.ol '_'\; '_'Qd '_'0\
NG S
& \9’& \»\9’\\/ OQOQQ 09'& & \9}& \&9’ & \\9)9 ’ & d QQQQQ \9‘&0 \\/‘\’\'\Q &\'S s »\'\‘\& & d 00000 \\)99'
> > > & 3 > QQQ > BN & ¢

Password mask

Tenepb paccMOTPUM Macky naposisi NO6YKBEHHO. J/nampytolpe nosvumm 3aHMatoT 6, 7 1 8-
CUMMBO/IbHbIE MApo/M, COCTOSLLME M3 OAHOT0 Habopa cumBO/oB. Oxwigaemo. B 6onee
C/IOXHbIX NAPOSISAX MI0AM NPeAnoYUTaoT A06aBNAT OAHY WK ABe LMdpbl B KOHEL, C/loBa.

BbiBO4: npocTedwmii  aHasmM3  dopMata  naposneir  MoxeT  ObiTb  UCMNOJSIb30BaH
3/10yMbILIEHHUKAMW MPU CO3[4aHuN cneunasbHbIX WabioHoB (Macok) ANns AasbHenlero
6GbICTPOro Nomcka Naposig B COOTBETCTBYIOLLEN aTake.

KpaTkuii ananuns naponeii Rockyou
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1.8 Yactota cMMBONOB
|

Character frequency (all passwords)

25000000
| O a: 7.8% [20050832)

O e: 5.9% (17824153)
O 1: 5.1% (13083366)
Passwords processed: 257 232 849 @i 5.0% (12938575)
O o: 4.8% (12303419)
O n: 4.5% (11450302}
O r: 4.3% (11130888)
O 1: 4.2% [10695753)
15000000 O s: 3.9% [10013378)
[ 0: 3.6% (9334787)
O 2: 3.6% (9328234)
O t: 3.1% (8085181
—| —| | . @ m: 2.7% (5910954)
1T O 3: 2.5% (5377439)
M O c 2.4% (6160009)
T 9 2.4% (5129526)
O &: 2.2% (5535766)
O d: 2.1% (5515637}
O y: 2.1% {5501568)
O 5: 2.1% (5450322)

HEBNEENTENE N

a e 1 i o] n r | 5 4] 2 t m 3 C 9 3 d v 5

Password list: rockyou.txt

10000000

Password count
|

5000000

Character

padmkn 4acToTbl CUMBOJIOB MOKasblBaeT Hambosiee 4acTo BCTpedvarwpmecss CUMBO/bI B
cnvucke naponei. B panbHeillem 3Ta cTaTUCTMKa MOXeT OblTb MCMOMb30oBaHa A/
MaTemMaTMyeckoro aHasmsa. K npumepy, npu noctpoeHun uenein Mapkoa. Bbl, HaBepHoe
aymaete, 4To 3TO 6GecnonesHas cTaTtucTuka? YBbl, HET. Ecnv npoaHam3upoBaTb BCe
3anmcu u3 rockyou.txt Ha NpeMeT HasMUYKns naposnei, CocToAWWX U3 20 YacToynoTpeb I eMbIX
CUMBO/IOB, TO OK&XeTCHA 4YTO TakoBbIX B 6ase ax 4 789 597 WWTyK, 4TO B MPOLEHTHOM
OTHOLLEHUN cocTaBisieT 14,7%.

TeopeTnyecku, Ha OCHOBE 3TOr0 aHa/IM3a, MOXHO COCTaBUTb MAeaslbHble Habopbl CYMBOJIOB
4ns 60siee 6LICTPOro U Ka4eCTBEHHOIO nepebopa naponei.

1.9 3aknwueHue
|

B nocnegHee BpemMs Bbi3blBaeT CEpbE3HOE oOnaceHue pacTyllee ObICTpoaeincTeme
COBPEMEHHbIX KOMMbIOTEPOB W BO3MOXHOCTb MCMOMb30BaHNSI MOLLHOCTM rpadmyecKmnx
npoueccopoB Ana nogbopa naponeir. ECinm nNpocToin YeTbIpexsiiepHblii npoueccop npu
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nepe6ope naponein Windows NT gocTturaetr ckopocTtu 6onee yem 100 000 000 naponei B
CeKyHay, TO OTHIOAb He TOMOBble rpadmyeckne MpoLEeccopbl pa3BMBalOT Ha MOPSAOK
60/bLLYI CKOPOCTb. Tak, Hanpumep, NPOCTOW 7 CUMBO/IbHbI Napo/b Ha BUAEOKAPTE MOXHO
nofo6paTb BCEro 3a HECKOJSIbKO CeKyHA. Hafo mckaTb anbTepHaTvBHbIE METOAbl 3alyThI
[AaHHbIX WM CBOEBPEMEHHO MEHATb a/TTOPUTMbI LUMGPPOBAHUS B MAPO/bHbIX 3alumTax.

Ha cmeHy npocTbiM MeTogam nogbopa naposnein, Hanpumep rpyobim nepe6opom wmm
nepebopom no crioBapto, NpUxoaaT 60s1ee NPOABVHYTbIE MHCTPYMEHTbI HA OCHOBE [/lyOOKOiA
06pabOoTKM CTACTUCTUKM, MaTeEMaATUYECKOro aHasmsa, COo3[aHus LWab/ioHOB, MPUMEHEHMUS
METO/[0B COLMa/IbHOW UHXEHeprK, CO3[4aHns HOBbIX BUAOB aTak 1 ap.

HuuTO BbllWecka3aHHOe He BbI3blBaeT 0CO060ro yausneHus. [lepedpasvpya KpbliaToe
BblpaXeHne, MOXHO CKa3aTb, YTO BCE TeYeT U MEHSeTCHA B 3TOM MUpe, KPOMe XasiaTHOro
OTHOLLEHM 6OMbLUMHCTBA /toAel K COOGCTBEHHOW 6e3omacHOCTU. B aTOM nnaHe, 3anucHas
KHKKA WM MPUK/IEEHHBIA Ha MOHWUTOpE CTMKep C XOpOoLMM naposieMm, Kyga nosiesHee
6aHanbHbIX 123456 i gwerty. OO6bIYHOrO NO/b30BaTENIA C/IOKHO 3acTaBUTb AymMaTb O
cobCcTBEeHHO 6e3onacHoOCTK, y Hero n 6e3 Toro 3ab60T xBaTaeT. [o3aToMy NpPoOM3BOAUTENN
nporpamMmHoro obecreyeHnss B Bonpocax 6e30macHOCTM  BMECTO  TOro, 4TOObl
nepeknagbiBatb  6pemMs  OTBETCTBEHHOCTM Ha  MNJieYn  Nonb3oBartesid,  LOSDKHbI
pa3pabarbiBatb U MPUMEHATL B CBOWX MpoAykTax 6onee npoaBUHYTble U COBPEMEHHble
a/IrOpUTMbI NaPOsIbHON 3aLyMThl, COOTBETCTBYHOLLME COBPEMEHHbLIM PeasimsiM.
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