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Ontnmmsauma npouecca socctaHoBneHna Windows PIN

1 Ontnmmnsaums npoecca socctaHoneHna Windows PIN
1.1 BepgeHue

PIN o3HauaeT MepcoHanbHbIl VaeHTudwmkauoHHbli Homep. Ho 310 He npocTo umcso. PIN
Kof Bnepsble Obln npeacTtasneH nyosmke B Windows 8, u ywe B Windows 10 oH cTan
OCHOBHbIM MeTOA0M BxoAa B cuctemy. PIN-KoA MeeT MHOro NpenmyLLecTB No CPaBHEHNIO C
naposibHON ayTeHTudwmkaumein. Ans 6onee nogpobHoi nHgopmauum o MNMUH, obpatutech K
COOTBETCTBYMOLLEN cTaTtbe Microsoft.

1.2 BocctaHoBneHue Windows PIN
|

1.2.1 BesonacHocTb Windows PIN

Ecnn He ccblnatbCAa Ha CcTatbio, TO O4HUM M3 TNaBHbIX npeumyllecTB NMWH 3aknovaetcs
CNOXHOCTb ero B3sioma. lMogobpars PIN-kog npumepHo B 100 000 pa3s croxHee, Yem
nogobparb Naposib K 06bl4HOMY X3y NTLM. Mo3aToMy 06bl4HblE METOAbI BOCCTAHOB/IEHUSA
naponent Windows He noaxogaT assa paclumdpoBky PIN-koga. B aToi cTaTbe Mbl NOKaXEM,
Kak MOXHO Npv NOMOLUY MHCTPYMEHTa A1 BOCCTaHOBJ/IEHUS Naposieli yMeHbLNTbL BpeMs,
HeobGxoAumMoe A/ BOCCTAHOB/EHUS HEKOTOpbIX PIN. B 4yacHOCTM TeX, KOTopble Obln
ob6pa3oBaHbl Ha OCHOBeE Aar.

122 Pacwmdposka PIN Ha ocHOBe aat

Mbl 3ameTwnM, 4TO MHOrMe nonb3oBatenm cosgaloT ceou [MMH-kogbl gna Windows,
NCNOsb3ys ATy POXAEHNA: CBOK, POLHbIX, AOMALIHUX XUBOTHbIX, HE CYTb BaXHO. OObIYHO
Takue MNMH-koabl cocToAT 60 13 6, 6o 13 8 ymndp. Hanprumep, 12061999, 05112018 n
T.4. OfHaKo faxe Takme npocTble HO 3abblTble KOAbl OYEHb TPYAHO BOCCTAHOBUTD,
OCOGEHHO y4yuTbIBas, YTO Ha OObIYHOM cpegHem npoueccope MK MOXHO [06UTbLCA
mMakcumym 200-250 npoBepoK B cekyHAy. Mpu Takoli CKOpoCTM paclumdgpoBka 8-3Ha4HOro
PIN-koga 3aimeT 1078/200 = 500000 cekyHa, nnm 6onee 5 aHei!

[aBainiTe yMeHbLIMM 3TO BpeMS [0 HEKOTOPbIX pa3yMHbIX 3HavyeHwin. [na 3Toro Ham
noHafobuTcAa araka nNo mMacke.
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Ontnmmsauma npouecca socctaHoBneHna Windows PIN

123  Ontmumwmsaumsa npouecca BOCCTAHOB/EHNS

MepBoe, 4TO NPUXOAWT Ha YM, 3TO yCTaHOBKa LM(PpoBO/ Macku, rae nepsbiii CUMBOA - 3TO
umndppa, BTOpo CUMBO - TOXe uudpa 1 T.4. BOT Tak 6yaeT BbIrNALeTb Hala macka a/is
nepeb6opa

%d %d %od %d %d %d %d %d

O6patute BHMaHVe, %d o3HavaeT ofaHy Ludpy B PIN-koge. Beero 8 uyudp.
OT1a macka gaet Ham 100 000 000 kom6uHaLwmiA. Mepebop Bcex KoMOUHaL Wi 3aiimeT 5 aHel,
M 3TO C/IMLLKOM MHOTO.

MpennosnoxeHue 1: nocieaHne YeTbipe Lngpbl A0MKHbI ObITb rogamm

UT0 HYXHO: OrpaHnM4uTb NocnefHue YeTbipe Lmdpbl HEKOTOPbIM Avana3oHoM r040B
Peasmsauma 1: %d%d%d%d%d(1800-2030)

%d(1800-2030) 03Ha4yaeT, YTO Mbl OyAem MpPoBepsATb TOMbKO rogbl or 1800 u go 2030
BK/TIOUUTE/TBHO

TpyaHO npencTaBuTb, YTO KTO-TO MOI poauTbCA B 19 Beke, NO3TOMY Kak HacyeT 6oree
CTPOroro orpaHNyeHns?
Peanmsaumsa 2: %d%d%d%d%d(1950-2020)

TonbKo NpeAcTaBbTe, Mbl COKpaTUAM AnanaloH Ans nepebopa Bcex BapuaHToB ¢ 100 000

000 po 710 000. Tenepb MOXHO Y/IOXUTLCA B MEHEe YeM OAWH AeHb, YTOObl NMPONTU BCe
KombuHauun NMNH-koaoB.
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[

&) Lookup PIN

Mask syntax tip

%ed - one digit (0..9)

Recovering PIN (step 4 of 5) - Mask attack

If you know that the password begins with ‘loveme' and followed by a name, you can set the mask #k
loveme3ecYectocYoc e Yo to chedk all possible variants starting with lovemeaaaaaa’ and up to

lovemezzzzzz’.

e - lower-case Latin characters (a..2)

% - upper-case Latin characters (A..7)

B - full set of spedial characters (!.. ~ space)

i@ - small set of spedal characters (1@#5%~&%()-_+= space)
%7 - all printable characters with ASCII codes of 32..127

B - all ASCII characters (codes 1..255)

2od(x-v) - numbers between x and v indusive

Pt

&

i | %%od Yad Yod %ed Yed ( 1950-2020)

==

Custom character sets

# << << Home << Badk Mext =

Add
Remove
Up

Down

Exit

XopoLuo, Tenepb HEMHOrO MOC/IOXHEE.
MpennonoxeHve 2: nepsble ABe LMdpPbl U BTOpble ABE UUGPbI OO/DKHbI ObITb AHEM U
mMecsaueM. N Haob6opoT. B HeEKOTOpbIX CTpaHax ucnonb3yetcs chopmar mmddyyyyy, B
Apyrvx cTpaHax-obpaTHbli, T.e. ddmmyyyy. B niobom criydae, 1 nepsoe, U TpeTbe YUC/IO
MOTYyT NMpUHMMaTb 3HavyeHna 0, 1, 2 nnm 3.

Peasmsauma 1: %1%d%1%d%d(1950-2020)
rae %1 aTo cMMBO/ U3 CO34aHHOI0 Hamu aranasoHa (0123), kak nokasaHo Ha KapTUHKe
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&) Lookup PIN _ %

Recovering PIN (step 4 of 5) - Mask attack

If you know that the password begins with ‘loveme' and followed by a name, you can set the mask #kE
loveme3cYecYocYococ Yol to chedk all possible variants starting with ‘lovemeaaaaaa’ and up to &
lovemezzzzzz'.

Mask syntax tip

o - lower-case Latin characters (a..2)

%ol - upper-case Latin characters (A..7)

e - full set of spedial characters (!.. ~ space)

i@ - small set of spedal characters (1@#5%~&%()-_+= space)
%7 - all printable characters with ASCII codes of 32..127

B - all ASCII characters (codes 1..255)

%ed - one digit (0..9)

%ed(x-v) - numbers between x and v indusive N

Password mask | % 1%d ¥k 1%d Yed( 1950-2020) | —iE]

Custom character sets
1 0123

Add

Remove

Up

Down

<< << Home << Badk Mext = Exit

Kak HacueT 60oree CTpormx npasun?
Peanvzauua 2: 1%d%2%d%d(1950-2020)
roe %1 cumBon n3 gnanasoHa 0123, a %2 - cuvos 3 gnanasoHa 01
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[’

&) Lookup PIN

Recovering PIN (step 4 of 5) - Mask attack

loveme3ecYecdocYococ Yo to chedk all possible variants starting with lovemeaaaaaa’ and up to
lovemezzzzzz.

Mask syntax tip

o - lower-case Latin characters (a..2)

%0l - upper-case Latin characters (A..7)

e - full set of spedial characters (!.. ~ space)

i@ - small set of spedal characters (1@#5%~&%()-_+= space)
%7 - all printable characters with ASCII codes of 32..127

B - all ASCII characters (codes 1..255)

%ed - one digit (0..9)

%ed(x-v) - numbers between x and v indusive

If you know that the password begins with ‘loveme' and followed by a name, you can set the mask #kE

Pt

&

i | 1%c%2%d %d(1950-2020)

=2

Custom character sets

1 0123

Add

2 01

<< << Home << Badk Mext =

Remove
Up

Down

Exit

Tenepb Bcero /imiwb 56 800 BapraHToB.

1.3 3aknwueHue

Hy 4TO X, maew Bbl MOHAMN. AHaNOrNYHbIM METO4 MOXET ObITb npMMeHeH " AOnAd

BOCCTaHOB/IEHUS 6-3HaYHbIX U /06bIX Apyrnux PIN-Kof0B, Ha OCHOBE Aar.

Mo3aboTbTechb 0 cebe, XpaHUTe CBOU AlaHHble B 6e3onacHoCTH!
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