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BBegeHue

1 BeBefeHue

Hawumn cneunamctamm obHapyXeHa cepbesHas yAa3BMMOCTb CUCTEMbI OGMOMETPUYECKON
ayteHTudwkaumn Windows. BuomeTpuyeckas ayTeHTUGKauMs UCMNOMb3yeTcs MHOTMMU
Npov3BOAMTENIIMU 060PY0BaHNA A1 06ecneyeHnss albTepHaTUBHOMO A0CTyna K cucTeme,
Hanpumep, No oTrneyaTkam nasbLeB.

HeT Hyxabl roBOpUTb O TOM, HACKO/IbKO OCTPO BCTAlT BOMNPOCbI O6GecneyeHus
NHGOpMaLMOHHOM  6e30MacHOCTM B COBPEMEHHOM MUPE, HauMHas CO  LUKO/bHbIX
KOMMNbIOTEPOB M 3aKaHumBasA CeKpeTHbIMW BOeHHbIMU [MK. OnepayuyoHHble CUCTEMbI
Windows npeg/iaratoT KOMMJIEKCHbIA NOAXOA4 K pelleHnto npobsiem 6e30MnacHOCTU.
Hanpumep, Windows 7 BknoyaeT B cebsa nogcuctemy Windows Biometric Framework,
KOTOpasi Npu3BaHa CTaH4apTM3npoBaTb paboTy ¢ 6MOMETPUYECKMUN AaHHBbIMU U YNPOCTUTb
BHeJpeHVe cnucTeMbl GUOMeTpuYecKkolri 6esonacHoOCTW. B HacTosLLee BpemMsl aTa TEXHO/IOMMS
MCNONb3yeTCsA A1 HacTpoViku Bxoga nonb3oBatens B MK wwm gomeH npy nomowy
oTneyaTkoB nasbueB (6/wmkaiilume naHbl BKOYAKT B CE0A  Takke NoaaepKKy
pacno3HaBaHusi N306paxeHnii ¢ Be6-kamepsbl) . 115 KOHEUYHOro nosib3oBaTe st 3TO0 0O3Ha4YaeT
60nee ObICTPbIA U 6e30NacHbIi BXOA B CUCTEMY, YYULLIEHHYIO KOHWMAEHUMAIbHOCTU MpK
paborte.

OpfHako, Kak 3TO u4acTo OblBaeT, npakTuyeckas peamsaunsi HOBbIX MEXaHW3MOB
6e30nacHOCTM OCTaBNAET XenaTb fydllero. Hawm akcnepTbl B 04epeHOn pa3 06HapyXumm
npo6siembl B paboTe cucteMbl GuomeTpryeckon ayteHtudmkaumm Windows 7 n Windows 8.
Kaxablh  pa3, kKorga co3fgaeTcs ydeTHas 3annucb Ha OCHOBE OGMOMETpPUYECcKOin
ayTeHTUdmKauuyM, OpUrMHasIbHbIA TEKCTOBbIA Maposib YYETHON 3anuch COXpaHseTcs B
cucTtemMe M MOXeT ObiTb BOCCTaHOB/IEH J/1t0ObIM MOSb30BaTesIEM, Y KOTOPOro ecTb
npuBWIErMM agMUHUCTpaTopa. B ganbHeiwem, NOTEHUWaIbHbIA 3/10YMbILIEHHUK MOXET
nepekoYnTb NPomb NOsb30BaTesisi Ha 06bIYHbIA BXO4 B CUCTEMY, UCMO/b30BaB Mnpu
3TOM pacLuMpoBaHHbIi TEKCTOBbIN Naposib.

2 OnucaHne npobnembl

Bpelwb B peasm3aunv GUMOMETPUYECKONO asiropyiMa O4YeHb MNOXOXa Ha OnvcaHHble Hamu
paHee npob6rembl ayTeHTUdMKkaumm rpadmyeckoro napond B OC Windows 8. Tllocne
nepekyeHns y4eTHON 3anncy nosib3oBaresns Ha BXOZ, C NPUMMEHEHMEM GMOMETPUYECKON
nHdopMaL MK, €ero TeKCTOBbIM Naposb  3awmgpoBbIBAETCA MpY  NOMOLWM  06paTHOro
LLMdppOBaHMA 1 COXPaHAETCSA B CIeAYIOLLEM KaTaslore:

<SystemDir>\config\systemprofile\AppData\Local\Microsoft\Vault\4BF4C442-9B8A-41A0-B380-
DD4A704DDB28

70T Katavior cogepxut 3anucu Windows Vault  AOCTYNEeH A1 YTEHUS BCEM JIOKaSIbHbIM
nonb3osatensam MK c npasamy AgmuHMCTpatopa. TekcToBbl Naposib Nosb3oBarens,
BmecTe ¢ ero SID u gpyroin cnyxebHoir uHopmaunein xpaHutcss B paiine *.vcrd,
ABNAWMMCA OTAesbHOM 3anucbio Vault. Bece 3anucm Windows Vault wwmdpytotca npm
nomowy AES, KoY LUIM(PPOBaHNS HAXOAUTCA B 3TOM Xe KaTasiore U 3alpiieH npu noMoLLy
cuctemHoro DPAPI.
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OnuncaHne npobemMsl

MoaTomy A5 pacLumdppoBKu napossa Nboro Nosb3oBaTens, yueTHas 3anMcb KOTOporo 6blia
HacTpoeHa Ha WCMosib30BaHNe GUOMETPUYECKOn WHGopMauuM, OOCTaTO4yHO AOoCTyna K
3TOMy Katanory, cuctemMHomy Mactep Knouy n asym dhainnam peectpa (SYSTEM wu
SECURITY) g4 u3sneveHuns koya wmdiposaHus Vault n pacumdpoBky 3anucu.

B npuBegeHHOM HWXe Npumepe MokasaH MOoLIAroBblii MPOLECC pacluMPOBKM TEKCTOBOTO
Maposist YYETHOIN 3an1cy agMUHUCTpaTopa, KoTopasl 6bisla HaCTPOEHA Ha BXOZ, NpK MOMOLLM
ckaHepa oOTnevyatka na/bleB. PaclndpoBKka BbINOMHEHA Ha [Apyroli cucteme cC
ncnosnb3oBaHnem MHcTpymeHTa Windows Vault Explorer, BxoAsilero B NpoOrpamMHbiii
komnaekc ass ayauta naposeit Windows Password Recovery.

3 PacLumdpoBKa TEKCTOBOIO Naposs yYeTHOM 3anmncu
ApMUHUCTpaTopa

MowaroBass paclumdpoBKa TEKCTOBOIO Mapons Y4YeTHOW 3anucu ALMUHWUCTpaTopa npu
nomoLy MHCTpyMeHTa PegakTopa Vault.
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PaclumngpoBKa TEKCTOBOIO Naposis yYeTHOM 3anmcy AIMUHUCTPAT(

Windows Vault Explorer ﬁ

|~ —

Select Vault locati
ault location Step 1/6

Vault exploreris a tool to view, decrypt and analyse private data stored in Windows Vault. There are 2 types of
Windows Vault: user and system. Typical location for the User Vault is

C:hUsers < USER>\AppData’ Local Microsoft ' Wault ' =GUID=. The System vault stores its data in

C:AWindows System 32\ Config systemprofile* App Data* LocalMicrosoft Wault <G UID=

Read mare information about Windows Vault

Select Vault location (a folder with policy. vpol file inside)

E:\Windows\System32'\configisystemprofile \appDatail ocal Microso ftivaul t\4BF4C442-9B53A-41A0-B330-| @ [

(bl [ Cancel—|

L

1 Yka3blBaeMm nyTb K Katasory vault
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PaclLunmpoBKa TEKCTOBOrO Naposis y4eTHOW 3anmcn AaMUHUCTRAT

Windows Vault Explorer

Select Master Key locati
er Key location Step 2/6

Master Key is used in Vault to decrypt its pimany encryption key. While the primary encryption key is used to decrypt
Vault's credentials. User Master Key file is located at “LAPPDATAY \Microseft\Protect’\ %5105 folder. Where
LAPPDATA is the user application data directary, and %5I0% is the testual 510 of the user. SYSTEM Master Key

should be located in the following folder: WINDIR % \System 32 Microsaft ' Protect.

Select Master Key file

Master Key file E:Windows\System 32\Microsoft\Protects-1-5-18\User\59ccd 48 5-35a 1-4828-be 2| Lj f

[i=F]

CREDHIST file

| MNedt> | | Cancel |

L

2 3apaem nyTb K MacTep Knouy cuctembl
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PaclumngpoBKa TEKCTOBOIO Naposis yYeTHOM 3anmcyu AIMUHUCTPAT(

Windows Vault Explorer ﬁ

— )

Decoded structure of the Master Key Step 3/

“fou should specify 510, logon password and 5AM registry file here in order to proceed the user Vault decryption.
However system encrypted Vaults require machine credentials. In this case, youll have to provide a path to the
SYSTEM and SECURITY registry files.

Additional parameters required for successful data decryption

lUser SID 5-1-5-18

|User logon password

SAM CAwindows 8WindowsSystem32iconfigisam E
SYSTEM E:\Windows\System 32\config\SYSTEM =3
SECURITY E:\Windows\System 32\config\SECURITY f Lj [
Entropy file {optional) =3

|~ Mests—| | Cancel |

L

3 Yka3blBaeMm nyTb K (hainnam peectpa Windows
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PaclunpoBKa TEKCTOBOTIO Naposis y4eTHOW 3anmcm AoMUHUCTRAT

-

Windows Vault Explorer

—— )
Select Vault sch
ault schema Step 4/6

L

Every Vault consists of credertials (encrypted user data). Each credential belongs to a certain schema (credential
descriptor). You should select one of available schemas to process futher credentials enumeration.

Vault information

Vault location: E-\Windows System 32N config systemprofile App Data® Local Microsoft " Wault " 4B FAC 44.2-
Selected schema: WinBio Credential Manager Credential Schema
Selected credential:

Select one of the schemas

WinBio Credential Manager Credential Schema

Schema name: WinBio Credential Manager Credential Schema Schema flags: 0
Schema version: 1 Aftributes: 4
Schema GUID: fec87251-146-40bb-bd 98- Af 245986026 Credentials: 1
|~ MNedt> | | Cancel |

4 Bbibupaem AOCTYMNHY0 CXeMy XpaHeHus Vault

[N noucka naposneit, cHauyana Heo6xoAMMo BblGpaTb cxemy Vault, KoTopasi Ha3blBaeTCS

WinBio Credentials Manager Credential Schema. Mpn 3TOM B NpaBOM HWXHEM Iy

nokasaHo KO/M4YecTBO 3anuceii Vault, KoTopble NpuHaAnexar aToii cxeMe. B Hallem cryuae,

MPUCYTCTBYET OfHA 3aniChb.
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PaclunmpoBKa TEKCTOBOrO Naposis y4eTHOW 3anmcn AaMUHUCTPaT

Windows Vault Explorer ﬁ

(— )

Select Vault credential Step 5/6

Select a credertial you need to decode. Every Vault consists of credentials (encrypted user data). Each credertial
belongs to a certain schema (credential descriptor). i you want to enumerate credentials for ancther schema, step
back and change the schema to one you need.

Vault information
Vault location: E-\Windows' System 32 config systemprofile App Data® Local Microsoft "\ Wault " 4B F4C 44.2-

Selected schema: WinBio Credential Manager Credential Schema
Selected credential:  WinBio CredProv Credential

Select a credential to decrypt

WinBio CredProv Credential [-=|
Cred name: WinBio CredProv Credential Cred flags: 4
Last modffied: September 27 2012 - 15:21:41 Data size: 208

[~ Nest> | | Cancel |

L

5 Bbibupaem 3anvck Vault oA pacumdppoBkim
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PaclungpoBKa TEKCTOBOIO Naposis yYeTHo 3anmcn AaMmmnHndipar

F ™
Windows Vault Explorer ﬁ

. — (— )
@ View decrypted Vault credential Step &/6

The hexidecimal list below contains decoded data of the selected Vault credential. Right-click the list to display the
context menu.

Selected schema: WinBio Credential Manager Credential Schema
Credential file: E:\Windows\System32'\config\systemprofile\appData\Local Microsoft \Wault\4BF4C442.. .

00z0 | 02 ©3 BS AC 51 &1 73 EB 5D ES 85 62 E5 03 00 00 | .A?-zs&lébé. .. -
0030 | 01 00 00 OO0 32 00 OO0 OO0 57 00 &5 00 &E 00 42 00 | ....2...W.i.n.B.
0040 | €9 00 &F OO0 20 00 43 00 72 00 &5 00 &4 00 50 00 |i.o. .C.r.e.d.P.
0050 | 72 00 €F OO0 7€ 00 20 00 52 00 &5 00 73 00 6F 00 | r.o.w. .R.e.s.o.
no&n

0a7o

qoan

0as0

00D

0020 | 68 00 6E OO0 00 00 4R 00 &F 00 &8 00 6E 00 2D 00 h.n._.J.o.h.n.-. |
00C0 | 50 00 43 00 00 00 P.C__. LN

| Finish | | Cancel |

6 PacwwmdppoBbiBaem 3annchb (MM AGMUHUCTpaTopa U Naposib B TEKCTOBOM BUAE)
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