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KpaTtkuin aHann3 naponeun Yahoo

1 Kpatkuii aHann3 naponen Yahoo

1.1 BepgeHue
|

B Havane uona 2012 xakepckas rpynna D33Ds Company BbUIOXWIA HAa CBOEM caiTe
TEKCTOBbIN (paiin C 3NEeKTPOHHbIMK agpecamMu U naponsamy 6onee uvem 450 ThbIC.
nonb3oBaresnein Yahoo. o Bceli BEPOATHOCTH, Kpavka AaHHbIX CTasia BO3MOXHbIM 61arofaps
SQL-MHbEeKUMN, T.K. B TEKCTOBOM dialifie CcoAepXaTcs Takke Ha3BaHUs MepeMEHHbIX,
cTonébuyoB n CTpok w3 MySQL Tabsmuy. B aTo cTatbe pfaH KpaTkuiA  aHa/ms
CKOMMNPOMETMPOBaHHbIX Naposein Yahoo, KOTOPbIA MOXHO CPaBHUTb C HALLMM NpeAblAyLinm
aHasm3oM. Bcs cTatmcTuka cobpaHa npu nomMouw nporpammbl A0S ayauta naposein
Windows Password Recovery.

1.2 20 cambIx NOMy/IAPHbIX Naponen
|

Password popularity (all passwords)

1800
| [ 123456: 0.4% (1667}

Password list: yahoo.dic [ password: 0.2% (780}
O welcome: 0.1% (437)
Passwords processed: 442 836 [ ninja: 0.1% (333)
240 [ abc123: 0.1% (250
1 [ 123456789: 0.1% (222)
1200 [ 12345678 0.0% (208)
O sunshine: 0.0% (205)
O princess: 0.0% (202)
O qwerty: 0.0% (172)
O writer: 0.0% [164)
800 [ monkey: 0.0% {162}
O freedom: 0.0% (161}
600 O michael: 0.0% {160)
O 111111: 0.0% (160}
O iloveyou: 0.0% (140)

1000

Password count

400

@ shadow: 0.0% (134)

O passwordl: 0.0% [139)
200 [ basevall: 0.0% [133)
TN
0 T T T T T T
S ) . & Sy

Password

Cnucok 20 nonynsipHbiX naponeit oTkpbiBaeT 123456, 4YTO He CTaslo HEOXMAAHHOCTLIO.
BovcTuHy, 3TOMy Naposio nopa npuceBavBaTb 3BaHWE «Camblii NONYMSAPHbLIA Naposib BCEX
BpeMeH ¥ HapooB». Kpome Toro, B pgBafuartke npucyTcTByeT 4 UUpoBbIX Naposs.
CorniacHO CTaTUCTUKE, Kak MUWHUMYM, KaXAbliAi COTbIA MoJsib3oBatesib Yahoo umeeTt
naposib U3 crneayroulein ropsuei 20-kKu:

123456
password
welcome
ninja
abc123
123456789
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12345678
sunshine
princess
gwerty
writer
monkey
freedom
michael
111111
iloveyou
passwordl
shadow
baseball

tigger
PaHee Mbl y)Xe BbICCKa3biBa/IM MHEHME, YTO ec/im Ha oo 10 camblx NONyASPHbIX Naponein

npuxogutcsa 6onee 1%, To aTa 6a3a cuMTaeTcsl HeHaaexHon. B uccnegyemoit 6ase atoT
nokasaresib Kak pa3 ctpemutca K 1%.
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1.3 YHMKaNbHOCTb Naposiei

Password uniqueness (all passwords)

Unigue passwords: §9.8% (309115)

Password list: yahoo.dic —
ldentical passwords: 30.2% (133721)

Passwords processed: 442 836

) Unigue passwords, 69.8%

HecmoTps Ha To, 4TO He6OosIbLLIOE KONMYECTBO 06pabaTbiBaeMbix Naposeii He JaeT TOYHoe
npeficTaB/EHNE O BCEli CUCTEME B LIE/IOM, 06LLME TEHAEHLMUN [0/MKHbI 6bITb COXpPaHEHbI. A
OHW TOBOPAT HaMm, uTo Gonee 30% BCex Maposieil He YHUKa/IbHbI, T.e. Naposib MoYTK
KauK[10ro TPeTbero nosib3oBatens UMeeT Ay6/MKaT B CUCTEME.
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1.4

PacnpegeneHve AvH naponeii
|

Password length distribution

140000 |
Password list: yahoo.dic

Passwords processed: 442 836

100000
B0000 —

60000

Password count

40000

20000

@ 1 character|s):
O 2 character(s):
[ 3 character(s):
O 4 character(s):
[ 5 character|s):
O & character(s):
@ 7 character|s):
[ B character(s):
[ § character|s):

O 10 character(s):
O 11 character(s):
O 12 character(s):
@ 13 character(s):
[ 14 character(s):
O 15 character(s):
O 16 character(s):
O 17 character(s):
@ 18 character(s):
O 15 character(s):
@ 20 character(s):

0.0% (116)
0.0% (59)
0.1% (302)
0.6% (2749)
1.2% (5326)
18.0% (79650)
14.8% (65656)
26.9% (119213}
14.9% (56053)
12 4% (54811
4.8% (21259)
4.9% (21783)
0.6% (2581)
0.3% (1432)
0.2% (772)
0.1% (441)
0.1% (251)
0.0% (115)
0.0% (77)
0.0% (167)
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O =20 character(s): 0.0% (13)

[ 7 8 9 10 11 12 13 14 15 1 17 18 1% 20 =20

Password length

CornacHo rpadwky A/MHbl, OCHOBHasi Macca MCnosib3yeMblX naposein coctout m3 6 - 10
CUMBOMIOB. Ha ux pgono npuxoguTca oOkKono 87% Bcex naposein, 4YTto npumepHo
COOTBETCTBYET 6a3e AaHHbIX Rockyou (86,5%). Camble nonyfispHble Naposiv COCTOAT U3
8 cMMBO10B, NOYTU 27% OT 06LLIEro Yncna.

HecKo/bKO 3K30TUYHbBIX AJ/IMHHBIX Naposeil:

pritamranashamarana - yero, yero ?

j sucks donkey dicks - doy-y-y, coBCeM y)K OTKPOBEHHbIE (haHTa3nmu
imnotafraidofdragons - KOHEYHO HET, eC/M He KypUTb MHOIO
secretlymysterious - BOBce HET

ihateroaches24/7! - Bce ux HeHaBNAAT!

tonylovesbiscuits - KTO X He NII0OUT NeYeHIOXKN

pleasedietodayl23 - a BOT 3T0O He Hafo0

platinumwindow861 - Bnagenew, Hosoi Bepcun Windows?
fromheretothere6 - BOT Tak, OT CUX A0 CKX, H/ Y6aBUTb, HU NPUGaBUTb
1my2artical3pass - NpocTo, Kak pas-ABa-Tpu
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1.5 Pa3HoOGpa3ne HabopoB CMMBOJIOB

Character set diversity (all passwords)

1 character set: 39.4% (174395)
Password list: yahoo.dic 2 character sets, 53.1% —
2 character sets: 53.1% (235087)

Passwords processed: 442 836 _— ‘-=-._HH O 3 character sets: 6.8% (30028)

,"') Hx
4 character sets: 0.8% [3326)

3 character sets, 6.8%

|
Y

\ 4 character sets, 0.8%

1 character set, 39.4% .l

[nvHa napons sABASeTcs BaxHbIM nokasaTesieM ero yCTOMYMBOCTU K B3/IoMy. Ho ropasfo
60/iee BaxHbIM MNokasatesieM cUuTaeTcs pasHoobpasve CUMMBOJIOB, M3 KOTOPbIX COCTOUT
naposb. HecmoTpsi Ha YCNOBHOCTb, pa3Hoobpasve CUMBOJIOB MPUHATO W3MEPSATb B
KO/IMYeCTBE MpPUMEHSIEMbIX CTaHAApPTHbIX HA6opoB (Hanpumep, Habop MasibIX JIaTUHCKUX
CUMBO/IOB, WM UudpoBoit Habop). CTacTUTUKa WUCNOMb3yeMbIX HabopOB CUMBOJIOB
nokKasbIBaeT, YTO NPOCTbIE Naposv, COCTOsALLWME U3 OL4HOM0 CTaHA4apPTHOro Habopa, BbloMpatoT
39,4% nonb3oBareneit. Mpuuem, 5,9% NpMXoaUTCA HA UCKIKOYUTENIBHO LIMGPOBbLIE NaposM.
Maponu, coctosilwme U3 AByx Habopos cocTaBnAlT 53.1% oT o6uwero yncnia. Ocraslumecs
7,6% nonb3oBaTesneli BbIGUpatoT camble C/IOXHbIE Naposn, COCTosALME 13 Tpex unm 6onee
HabopoB.
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1.6  OpgHoo6pa3ne HabopoB CMMBOJIOB

Character set exclusivity (all passwords)

O Mumbers only: 5.9% (26081)

Password list: yahoo.dic —
Lowercase only: 33.1% (146516)

Passwords processed: 442 835 | Lowercase only, 33.1%

[ Uppercase only: 0.4% (1778)

- T P
= T Spedial characters only: 0.0% [20)

[ | Mutiple character sets: 60.6% [268441)
Numbers only, 5.9% =

Multiple character sets, 60.6%
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1.7 MNocnepoBatenbHOCTb HAGOPOB CYMBO/IOB B MAPOIAX

200000 |
Password list: yahoo.dic
Passwords processed: 442 836

150000

100000

Charset order

50000

Character set ordering (all passwords)

[ digit: 5.9% (26081)
O string: 34.6% [153416)
[ special” 0.0% {20}
[ string-digit: 41.8% (185322)
[ special-digit: 0.0% (26)
[ digit-string: 5.6% (24962}
[ spedial-string: 0.0% (128)
O digit-special: 0.0% (48)
[ string-special: 0.3% {1135}
[ digit-string-digit: 1.0% [4548)
M special-string-digit: 0.1% (267}
O digit-special-digit: 0.0% {42)
W string-special-digit: 0.5% (2384)
| string-digit-string: 4.2% {18677)
O special-digit-string: 0.0% (128)
W digit-special-string: 0.1% (224)
M string-spedial-string: 0.2% [1048)
W string-digit-special: 0.4% (1942)
M spedial-digit-special: 0.0% (22)
[ digit-string-special- 0.1% (274)
[ special-string-special- 0.0% {174}
I [ Other: 4.9% (21868)

%

1.8  ®opmarbl naponei

Charset order

45000 |

Password list: yahoo.dic
Passwords processed: 442 836

Character type legend:
U - uppercase character
L- lowercase character
D - digit

S - special symbol
O-other character

Password couint

Password formats (all passwords)

O LLLLLL: 9.2% {40893}

O LLLLLLLL: 7.3% [32439)
O LLLLLLL: 6.6% {29129)

O LLLLLLDD: 4.6% (20316)
O LLLLLLLLL: 3.7% [16185)
O LLLLLLLIDD: 2.9% (12632)
[0 DDDDDD: 2.8% (12583)
O LLLLLLLD: 2.4% (10620}
O LLLLLLLILE: 2.3% {10310}
[ LLLLLLLDD: 2.3% (10281)
O LLLLDDDD: 1.9% (3394)
O LLLLLDD: 1.8% (B174)

O LLLLLLD: 1.6% (7123}

@ LLLLLDDD: 1.6% (7123}
O LLLLLD: 1.5% (6452)

O LLLLLLDDD: 1.4% {6108}

O LLLLLLLLD: 1.4% (6053)
H [ LLLLLLDDDD: 1.3% (3880)

O LLLLDD: 1.3% [5758)
O LLLLLDDDD: 1.3% (5701)

20000
15000
10000
5000
[
\)\é’
>

Password mask

Ecnv npeficTaBUTb Kadkablii CMBO/ NApOossa B BUAE MAcKK, TO CrieAytowmii rpadmk AacT Ham
npefcTaBneHve o dopMaTe 1Cnosib3yemblx naposeii. PaclumdgypoBka Macky naposs:

U — CMMBOJ1 BEPXHEr0 perncrpa

L — cMMBOM HWXXHETOo perucTpa

KpaTkuii aHanus naponeii Yahoo
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D — undopa
S — cneynasibHbI CUMBO/
O — gpyroe

Hwxe npeacTasneH cnucok 20 nonynapHbIX Macok:

LLLLLL
LLLLLLLL
LLLLLLL
LLLLLLDD
LLLLLLLLL
LLLLLLLLDD
DDDDDD
LLLLLLLD
LLLLLLLLLL
LLLLLLLDD
LLLLDDDD
LLLLLDD
LLLLLLD
LLLLLDDD
LLLLLD
LLLLLLDDD
LLLLLLLLD
LLLLLLDDDD
LLLLDD
LLLLLDDDD

KonnyecTBO NoKpbiBaeMbIX 3TUMU Mackamu naposiert coctasnfeTr 261954 wm 59.2% ot
obuwero yncna. Kak BugHO u3 rpadmka, MHOrO naposieil COCTOUT M3 MasiblX NaTUHCKMX
CYMBOJ/IOB. HO B OCHOBHOM, MO/b30BaTe/IN MNpeanoynTaloT A00aBNATb OAHY WNN
HEeCKOJIbKO Lindp B KOHeL, C/10Ba.

1.9 BblBOABI

Mo, KOHEL, HECKO/bKO rpadiMKoB CO CTATUCTMKOW BCTPEYAtOLLMXCS CUMBOJIOB.
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Character frequency (all passwords)

300000
| O a: 7.4% [270607)
Password list: yahoo.dic O e 7.1% (258643)
Oi: 4.7% (172878)
Passwords processed: 3 651 502 O o: 4.7% {172660)

O 1 4.7%(171913)
O r: 4.7% (171519)
200000 O n- 4.6% (167968
O's: 4.4% [161788)
N R N O 1: 3.8% [138923)
I O t: 3.6% (131544)
O 2: 3.4%(124338)
- O 0: 2.9% (107665)
O m: 2.9% (105587)
100000 T O c: 2.6% (95087)
M O d: 2.6% {94189
O 3: 2.4% (BE627)
O h: 2.4% (85938)
O u: 2.1% (77097
O b 2.1% (75338)
O o 2.1% (75012)

150000

Password count

50000

Character
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Frequently used leading character (all passwords)

40000
| O s: 34530
Password list: yahoo.dic O m: 29807
O b: 24807
Characters processed: 442 836 O a: 24745
| O c: 23375
30000 —
O p: 19686
4 O 1: 17908
S 25000 T Bl Ot 17857
Q T O g: 17535
t O j: 17527
- I
5] 20000 M O 1: 15608
% 1 [ O r: 14596
m 15000 = H- O g 12990
a _ O k: 12420
T T O h: 12231
10000 O f: 11918
O n: 10507
5000 O w: 10781
Oi: 8416
O e: B415
U T T T T T T T T T T T T T T T T T I I 1
H m b a C 1] 1 t d ] I r g k h f n W i e

Top used character combinations
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Frequently used trailing character (all passwords)

50000
| O 1: 46694

Password list: yahoo.dic O 3: 28232

O e: 27380

Passwords processed: 442 836 O 2: 24623

N O 7: 20402

O s: 20046

O 9% 13915

O n: 1BO54

N O &: 17885

o 8: 17847

1 O 4: 17692

O 0: 17553

20000 1 T m O 5: 17405

THREE O a: 17163

¥ Or: 16323

O y: 14770

10000 O t: 10934

O d: 10017
O 5173
O e: 7126

30000

Password count

Top used character combinations
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