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Password list: yahoo.dic

Passwords processed: 442 836
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Password count
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Password popularity (all passwords)
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[ 123456- 0.4% (1667)
O password: 0.2% (780}
O welcome: 0.1% (437)
[ ninja: 0.1% (333)

[ abc123: 0.1% (250

[ 123456789: 0.1% (222)
[ 12345678: 0.0% (208)
O sunshine: 0.0% (205)
O princess: 0.0% (202)
O qwerty: 0.0% (172)

O writer: 0.0% [164)

O monkey: 0.0% {162}
O freedom: 0.0% (161}
O michael: 0.0% {160)

O 111111: 0.0% (160}

O iloveyou: 0.0% (140)
O passwordl: 0.0% [139)
@ shadow: 0.0% (134)
[ baseball: 0.0% (133)
O tigger: 0.0% (132)
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Feard 123456 20 @@ g qraas &1 Il o Aar &1 9ar fhell 9eg &, 30 9rHas &1 "3 a% &
Il RO qrHas” &gl Sl a1fgU| $HS 3ol g 20 # IR 3R gARF grgag §1 st & 364K,

100 # & 1 Yahoo gar# & wrw $& v 20 91 &1 9rwas &

123456
password
welcome
ninja
abc123
123456789
12345678
sunshine
princess
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michael
111111
iloveyou
password1
shadow
baseball

tigger
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1.3  gas RAfdsear

Password uniqueness (all passwords)

Unigque passwords: 69.8% (309115)

Password list: yahoo.dic —
ldentical passwords: 30.2% (133721)

Passwords processed: 442 836

) Unigue passwords, 69.8%

grelifeh FaIftT ureas &1 oidl g fved & q a&dR yara 76 & §, 9 ggfed QU sesd 7 el
gt Fr FHTGAT §, ST §H ddidl & 6 @ grHast # # 30% § AUE HGfAdT G § - AR T AF HI
urgas Rved & dY e F 9 gedre g
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1.4 gwaEs d@«$ R{avor

Password length distribution
140000 |

Password list: yahoo.dic

Passwords processed: 442 836

100000
80000

50000

Password count

40000

20000

@ 1 character(s):
O 2 character|s):
O 3 character(s):
@ 4 character|s):
O 5 character(s):
O & character|s):
O 7 character(s):
[ B character|s):
O 9 character(s):
[ 10 character(s)
[ 11 character(s)
[ 12 character(s)
@ 13 character(s)
[ 14 character(s)
[ 15 character(s)
[ 16 character(s)
[ 17 character(s)
[ 18 character(s)
[ 15 character(s)
[ 20 character(s)

0.0% (115)
0.0% [59)
0.1% (302)
0.6% (2749)
1.2% (5326)
18.0% (79650)
14 8% (65656)
26.9% (119213)
14.9% (66053)
: 12.4% (54811)
- 4.8% (21259)
: 4.9% [21783)
- 0.6% (2581)

: 0.3% (1432)

© 0.2% (772)

© 0.1% (441)

- 0.1% (251}

: 0.0% (115}

: 0.0% [77)

: 0.0% (167}

@ =20 character(s): 0.0% [13)

o 11 12 13

Password length

SdE UIE & AR, s qr@as A 6-10 of gl g1 d g graast drel oenster 87% 3Iehisecd g, S
Uy STISH (86,5%) & WY Teh & dicureh H &l Wa®@ iy qrwas & 8 IR e & S ol T&dr &

SIS 27% B
I8l $o fageh aEm ¢

pritamranashamarana - prita- 1
j sucks donkey dicks - aArar-far v @eE maEE

imnotafraidofdragons - # i, 3R & sga Samer yawe =g war

secretlymysterious - 3iig, e =gt
ihateroaches24/7! & &

tonylovesbiscuits - fd&pe 5 gde adr 82
pleasedietoday123 - suar #a &1
platinumwindow861 - 33t & t& 7T goid & Arfors?
fromheretothere6 - @zt 3ik o177, 78 @ér &
1my2artical3pass - 1-2-3 & & & 3=
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1.5 gardc Rfayar

Character set diversity (all passwords)

1 character set: 39.4% (174395)

Password list: yahoo.dic 2 character sets, 53.1% —
2 character sets; 53.1% (235087)
Passwords meESSEd: 442 836 f____»-""-_- __-h"'ﬂ-h_ﬁ_x O 3 character sets: 6.8% (30028)
-~ .

O 4 character sets; 0.8% (3326)

3 character sets, 6.8%

4 character sets, 0.8%

1 character set, 39 4% I|
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Character set exclusivity (all passwords)

Numbers only: 5.9% [26081)

Password list: yahoo.dic
| Lowercase only: 33.1% (146516)

Passwords processed: 442 835 | Lowercase only, 33.1%

[ Uppercase only: 0.4% (1778)

T 5|:|E{Iil| characters only: 0.0% (20)

Multlple character sets; 60.6% [268441)
Numbers only, 5.9'}6.

Multiple character sets, 60.6%

qraas Y wers san favaaeNadr & gaE RURST § & v g1 g, g9 dedl f Afaudr sga sfUw
AEcaqUl fAAYAT 1 WHMEE & Srasg, ﬁﬁﬁwﬁmwmmmmmaﬁﬂaﬁ
FE&IT H AT AT § (30T & o, aﬁmwaﬁﬂmﬁmaﬁwwﬂalmm%%mﬂm
# ¥ 30.4% WA UWAS oA § [oAH U Helh ol A< gl g1 6% IHolrdl, 394 & 5.9% g & @
mmmmm%uammmﬁwmmsu% gl ?‘rcr76%s|ﬁ7~rtrmaé
g S 3 a1 31 got Ve & 3T W gl
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1.7 e A Ekar

Character set ordering (all passwords)
200000
! [ digit: 5.9% (26081)
O string: 34.6% [153416)
[ special” 0.0% {20}

Password list: yahoo.dic

Passwords processed: 442 836 [ string-digit: 41.8% (185322)
[ special-digit: 0.0% (26)
150000 Fi [ digit-string: 5.6% (249562}

[ spedial-string: 0.0% (128)

O digit-special: 0.0% (48)

[ string-special: 0.3% {1135}

[ digit-string-digit: 1.0% [4548)

M special-string-digit: 0.1% (267}
O digit-special-digit: 0.0% {42)

W string-special-digit: 0.5% (2384)
| string-digit-string: 4.2% {18677)
O special-digit-string: 0.0% (128)

W digit-special-string: 0.1% (224)
50000 M string-spedial-string: 0.2% [1048)
W string-digit-special: 0.4% (1942)
M spedial-digit-special: 0.0% (22)

[ digit-string-special- 0.1% (274)

[ special-string-special- 0.0% {174}
[ Other: 4.9% (21868)

100000

Charset order

P{i/
67%’

S
o & &

Charset order

1.8 gas widfc

Password formats (all passwords)

45000
| [ LLLLLL: 9.2% (40693)
Password list: yahoo.dic CILLLLLLLL: 7.3% (32439)
Passwords processed: 442 836 D LLLLLLL 6.6% {29129)
[ LLLLLLDD: 4.6% (20316)
Character type legend: O LLLLLLLLL: 3.7% (16185}

U - uppercase character

O LLLLLLLIDD: 2.9% (12632)
L- lowercase character

o [ DDDDDD: 2.8% (12583)
€ D-digit [ LLLLLLLD: 2.4% (10620}
E 50 ’_Tt‘;‘:e‘:lci\‘a’?:'c‘zler O LLLLLLLLLL: 2.3% {10310}
- [ LLLLLLLDD: 2.3% (10281}
o [ LLLLDDDD: 1.9% (3394)
% 20000 [ LLLLLDD: 1.8% (8174)
I [ LLLLLLD: 16% (7123}
8- 15000 [ LLLLLDDD: 16% (7133)
O LLLLLD: 1.5% (6452}
10000 [ LLLLLLDDD: 1.4% {5108}
I LLLLLLLLD: 1.4% (5053)
<00 H [3 LLLLLLDDDD: 1.3% (5880)
O LLLLDD: 1.3% (5758)
[ LLLLLDDDD: 1.3% (5701
o T T T T T T T T T T T T il
A R N
SO G G R - e

Password mask

I 39 YA qrHas 9ol & AR & Y Tedd X §, ol fo¥e= AE ITIhT 3YAT U 7T qrHas & 9wy
& SR #H U fAER &I FgT GrEaS AE ofeis g

U — 3Reg 3R
L — oi3reg 36
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D -3=
S — 39w qof
O -3

A 20 AT AR T g & TS &

LLLLLL
LLLLLLLL
LLLLLLL
LLLLLLDD
LLLLLLLLL
LLLLLLLLDD
DDDDDD
LLLLLLLD
LLLLLLLLLL
LLLLLLLDD
LLLLDDDD
LLLLLDD
LLLLLLD
LLLLLDDD
LLLLLD
LLLLLLDDD
LLLLLLLLD
LLLLLLDDDD
LLLLDD
LLLLLDDDD

S A GaRT FeR fhU a0 grHas Y HEar 261954 AT Fof HeAr #1959.2% B1 SN k3w W H q@
Thd §, Fs THaS H AB3REH odfeet aof gl g1 graifer, rftraprer Tort el oft rqat qrwas F aaw o &
3Id # F I QY IHF A F

1.9 sy
|

ﬁw&%mﬁ,aﬁ@aﬁﬁ%qﬁﬁaﬁmm%mm@%l
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Character frequency (all passwords)

300000
| O a: 7.4% [270607)
Password list: yahoo.dic O e 7.1% (258643)
Oi: 4.7% (172878)
Passwords processed: 3 651 502 O o: 4.7% {172660)

O 1 4.7%(171913)
O r: 4.7% (171519)
200000 O n- 4.6% (167968
O's: 4.4% [161788)
N R N O 1: 3.8% [138923)
I O t: 3.6% (131544)
O 2: 3.4%(124338)
- O 0: 2.9% (107665)
O m: 2.9% (105587)
100000 T O c: 2.6% (95087)
M O d: 2.6% {94189
O 3: 2.4% (BE627)
O h: 2.4% (85938)
O u: 2.1% (77097
O b 2.1% (75338)
O o 2.1% (75012)

150000

Password count

50000

Character
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Frequently used leading character (all passwords)

40000
| O s: 34530
Password list: yahoo.dic O m: 29807
O b: 24807
Characters processed: 442 836 O a: 24745
| O c: 23375
30000 —
O p: 19686
4 O 1: 17908
S 25000 T Bl Ot 17857
Q T O g: 17535
t O j: 17527
- I
5] 20000 M O 1: 15608
% 1 [ O r: 14596
m 15000 = H- O g 12990
a _ O k: 12420
T T O h: 12231
10000 O f: 11918
O n: 10507
5000 O w: 10781
Oi: 8416
O e: B415
U T T T T T T T T T T T T T T T T T I I 1
H m b a C 1] 1 t d ] I r g k h f n W i e

Top used character combinations
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Frequently used trailing character (all passwords)

50000
| O 1: 46694

Password list: yahoo.dic O 3: 28232

O e: 27380

Passwords processed: 442 836 O 2: 24623

N O 7: 20402

O s: 20046

O 9% 13915

O n: 1BO54

N O &: 17885

o 8: 17847

1 O 4: 17692

O 0: 17553

20000 1 T m O 5: 17405

THREE O a: 17163

¥ Or: 16323

O y: 14770

10000 O t: 10934

O d: 10017
O 5173
O e: 7126

30000

Password count

Top used character combinations
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