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1 Brief analysis of Yahoo leaked passwords

1.1  Abstract
|

In early July 2012, the hacker group D33Ds Company published on its website a text file with
email addresses and passwords of over 450 thousand Yahoo users. Most probably, this
massive theft became possible thanks to an SQL injection, since the file contains the names
of variables, columns and rows from MySQL tables. This article is an overview of
compromised Yahoo passwords that can be compared with our previous Rockyou's
analysis. The statistics collected for the article were put together using Windows Password
Recovery, a password audit tool.

1.2 Top 20 popular passwords

Password popularity (all passwords)

1800
| [ 123456: 0.4% (1657}

O password: 0.2% (780}

O welcome: 0.1% (437)

Passwords processed: 442 836 [ ninja: 0.1% (333)

2400 O abcl23: 0.1% {250)

1 O 123456789: 0.1% (222)
[ 12345678: 0.0% (208)

O sunshine: 0.0% {205)

O princess: 0.0% (202)

[ qwerty: 0.0% (172)

O writer: 0.0% [164)

O monkey: 0.0% {162}

[ freedom: 0.0% [161)

@ michael: 0.0% {160)

@ 111111: 0.0% (160}

O iloveyou: 0.0% (140}

O password1: 0.0% [139)

O shadow: 0.0% (134)

O baseball: 0.0% (133)
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Password list: yahoo.dic

Password count
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The notorious 123456 starts the list of the 20 most popular passwords. Without doubt, this
password should be dubbed the "most popular password of all times". Apart from this one,
the Top 20 has four more numerical passwords. According to statistics, 1 out of 100 Yahoo
users has a password from this Top 20 chart:

123456
password
welcome
ninja
abc123
123456789
12345678
sunshine
princess

Briefanalysis of Yahoo leaked passwords © 2012 Passcape Software



Brief analysis of Yahoo leaked passwords

gwerty
writer

monkey
freedom
michael
111111
iloveyou
passwordl
shadow
baseball

tigger

We had previously proposed that if 10 most popular passwords were used in over 1% of user
accounts, such a database became insecure. In the database we're analyzing, this
parameter is close to 1%.

1.3  Password uniqueness

Password unigqueness (all passwords)

Unique passwords: 69.8% (309115)

Password list: yahoo.dic —
ldentical passwords: 30.2% (133721)

Passwords processed: 442 836

. Unigue passwords, 69.8%

Although the small number of processed passwords do not provide the full picture of the
system, the overall trend is likely to span across the entire database, which tells us that over
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30% of all passwords are not unigue - that is, the password of each third user of the
system has a duplicate.

1.4  Password length distribution

Password length distribution

140000
| O 1 character(s): 0.0% (116}

Passward list: yahoo.dic @ 2 character{s): 0.0% (69)

O 3 character(s): 0.1% (302}
Passwords processed: 442 836 [ 4 character(s): 0.6% (2749)
O 5 character(s): 1.2% (2328}
[@ 6 character{s): 18.0% (79650)
100000 [ 7 character(s): 14 8% [65656)
[ B character(s): 26.9% (119213)
O 8 character(s): 14.9% (66053)
80000 — @ 10 character(s): 12.4% (54811)
[ 11 character(s): 4.8% (21259)
- — O 12 character(s): 4.9% (21783)
50000 @ 13 character(s): 0.6% (2581}
i O 14 character(s): 0.3% (1432)
[ 15 character(s): 0.2% (772}
O 16 character(s): 0.1% (441)
[ 17 character(s): 0.1% (251)
[ 18 character(s): 0.0% (115)
O 19 character(s): 0.0% (77)
O 20 character(s): 0.0% (167}
@ >20 character(s); 0.0% (13}

Password count

40000

20000

O =
T T T T | B E—

6 7 8 g 1w 1 12 13 14 15 1 17 18 1% 20 =20

Password length

According to the length chart, most passwords consist of 6-10 characters. They account for
around 87% of all passwords, which is in the same ballpark with the Rockyou database
(86,5%). The most popular passwords consist of 8 characters, which is almost 27% of
the total number.

Here are some exotic stuff:

pritamranashamarana - prita-what ?

j sucks donkey dicks - parental advisory required
imnotafraidofdragons - me too, if I don't smoke too much
secretlymysterious - oh, not at all

ihateroaches24/7! - me too!

tonylovesbiscuits - who doesn't like biscuits?
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pleasedietodayl23 - please don't

platinumwindow861 - owner of a new version of Windows?
fromheretothere6 - hither and yon, that's right
1my?2artical3pass - easy as 1-2-3

1.5 Charset diversity

Character set diversity (all passwords)

1 character set: 39.4% (174395)
Password list: yahoo.dic 2 character sets, 53.1% —

2 character sets; 53.1% (235087)

PﬂSSWDrdE meESSEd: 442 836 ___,.-—"'--_-- - -__""--.,_\_L_\ O 3 character sets: 5.8% (30028)
.,

7 .

.
/ [ 4 character sets: 0.8% (3326)

3 character sets, 6.8%

4
i

\ 4 character sets, 0.8%

1 character set, 39.4% .l

The length of a password is one of the key determinants of its reliability. However, the
diversity of its elements is a lot more important characteristic. Despite the conventionalism,
this diversity is usually measured in the number of standard character sets used (for
instance, a set of lower-case Latin characters or digits). Statistics show us that 39.4% of all
users pick simple passwords that consist of a single standard character set. Besides,
5.9% of them use purely numerical passwords. Two-set passwords account for 53.1% of
the total number of passwords. The remaining 7.6% are complex passwords using 3 or
more character sets.
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1.6  Charset exclusivity

Character set exclusivity (all passwords)

O Mumbers only: 5.9% (26081)

Password list: yahoo.dic —
Lowercase only: 33.1% (146516)

Passwords processed: 442 835 | Lowercase only, 33.1%

[ Uppercase only: 0.4% (1778)

e ——

= T Q Spedial characters only: 0.0% [20)

[ | Mutiple character sets: 60.6% [268441)
Numbers only, 5.9% =

Multiple character sets, 60.6%
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1.7  Character set ordering

Character set ordering (all passwords)

200000
| O digit: 5.9% (26081)

Password list: yahoo.dic I D string: 34.6% (153416

[ special: 0.0% {20}
Passwords processed: 442 836 [ string-digit. 41.8% (185322)

[ special-digit: 0.0% (26)
150000 Fi [ digit-string: 5.6% {24962)

[ spedial-string: 0.0% (128)

O digit-special: 0.0% (48)

[ string-special: 0.3% {1135}

[ digit-string-digit: 1.0% [4548)

M special-string-digit: 0.1% (267}
100000

O digit-special-digit: 0.0% {42)

W string-special-digit: 0.5% (2384)
| string-digit-string: 4.2% {18677)
O special-digit-string: 0.0% (128)
W digit-special-string: 0.1% (224)
50000 M string-spedial-string: 0.2% [1048)
W string-digit-special: 0.4% (1942)
M spedial-digit-special: 0.0% (22)

M digit-string-special: 0.1% (274)
|_| I I special-string-special- 0.0% {174)

Charset order

B Other: 4.9% (21368)

| — —
o T T T T T T T T T T T T T T T T T T T 1
> s ® & & &
& & o 58 & & & &
< & A & & g g & o %
o & 4 & & e & & 5 £
$ & & i & & & &
o $ e & Fa <

Charset order

1.8 Password formats

Password formats (all passwords)

45000
| [ LLLLLL: 9.2% (30693)
Password list: yahoo.dic CILLLLLLLL: 7.3% (32439)
Passwords processed: 442 836 D LLLLLLL 6.6% {29129)
[0 LLLLLLDD: 4.6% (20316)
Character type legend: O LLLLLLLLL: 3.7% (16185}
U - uppercase character [ LLLLLLLLDD: 2.9% (12632
o L- lowercase character [ DDDDDD: 2.8% (12583)
€ D-digit [ LLLLLLLD: 2.4% (10620}
E 50 - Tt‘;‘:e‘:lci\‘a’::c‘:'er O LLLLLLLLLL: 2.3% {10310}
- [ LLLLLLLDD: 2.3% {10281}
o [ LLLLODDD: 1.9% (8394)
% 20000 [ LLLLLDD: 1.8% (8174)
I [ LLLLLLD: 16% (7123}
8- 15000 [ LLLLLDDD: 1.6% (7123)
[ LLLLLD: 1.5%(6452)
10000 [ LLLLLLDDD: 1.4% (5108)
[ LLLLLLLLD: 1.49% (6053)
200 H [ LLLLLLDDDD: 1.3% (5880)
[ LLLLDD: 1.3% (5758)
|:| |:| [ LLLLLDDDD: 1.3% (S701)
0 T T T T T T T T T T T T T T T T i i i '
> P > £ P Q P 9
CAC AT AT AN AN S SN ST AN SN S S S SN S AN
W W > Y > < 2 Ky Ry > = Ny Ny Ry > & N R

Password mask

If you represent each password character with a mask, the following chart will give you an
idea about the format of passwords used. Here is the password mask legend:

U — uppercase character
L — lowercase character
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D — digit
S — special character
O — other

Below is a list of 20 popular masks:

LLLLLL
LLLLLLLL
LLLLLLL
LLLLLLDD
LLLLLLLLL
LLLLLLLLDD
DDDDDD
LLLLLLLD
LLLLLLLLLL
LLLLLLLDD
LLLLDDDD
LLLLLDD
LLLLLLD
LLLLLDDD
LLLLLD
LLLLLLDDD
LLLLLLLLD
LLLLLLDDDD
LLLLDD
LLLLLDDDD

The number of password covered by these masks is 261954 or 59.2% of the total number.
As you can see in the chart, many passwords consist of lowercase Latin characters.
However, most users still add a digit or two to the end of the letter part of their
passwords.

1.9 Conclusion
|

As a conclusion, here are a couple of charts showing the occurrence statistics for different
characters.
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Character frequency (all passwords)

300000
| O a: 7.4% [270607)
Password list: yahoo.dic O e 7.1% (258643)
Oi: 4.7% (172878)
Passwords processed: 3 651 502 O o: 4.7% {172660)

O 1 4.7%(171913)
O r: 4.7% (171519)
200000 O n- 4.6% (167968
O's: 4.4% [161788)
N R N O 1: 3.8% [138923)
I O t: 3.6% (131544)
O 2: 3.4%(124338)
- O 0: 2.9% (107665)
O m: 2.9% (105587)
100000 T O c: 2.6% (95087)
M O d: 2.6% {94189
O 3: 2.4% (BE627)
O h: 2.4% (85938)
O u: 2.1% (77097
O b 2.1% (75338)
O o 2.1% (75012)

150000

Password count

50000

Character
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Frequently used leading character (all passwords)

40000
| O s: 34530
Password list: yahoo.dic O m: 29807
O b: 24807
Characters processed: 442 836 O a: 24745
| O c: 23375
30000 —
O p: 19686
4 O 1: 17908
S 25000 T Bl Ot 17857
Q T O g: 17535
t O j: 17527
- I
5] 20000 M O 1: 15608
% 1 [ O r: 14596
m 15000 = H- O g 12990
a _ O k: 12420
T T O h: 12231
10000 O f: 11918
O n: 10507
5000 O w: 10781
Oi: 8416
O e: B415
U T T T T T T T T T T T T T T T T T I I 1
H m b a C 1] 1 t d ] I r g k h f n W i e

Top used character combinations
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Frequently used trailing character (all passwords)

50000
| O 1: 46694

Password list: yahoo.dic O 3: 28232

O e: 27380

Passwords processed: 442 836 O 2: 24623

N O 7: 20402

O s: 20046

O 9% 13915

O n: 1BO54

N O &: 17885

o 8: 17847

1 O 4: 17692

O 0: 17553

20000 1 T m O 5: 17405

THREE O a: 17163

¥ Or: 16323

O y: 14770

10000 O t: 10934

O d: 10017
O 5173
O e: 7126

30000

Password count

Top used character combinations
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