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1 Pacwinposka naponeit Windows npu nomouim N

BcTpeuaitte HoByto Bepcuio nporpammbl Windows Password Recovery ¢ npopbiBHbIMU
TEXHO/OMMAMM NoncKa naposeli Npy NOMOLLY anropuTMOB UCKYCCTBEHHOIO MHTE/IEKTA.

B HOBOI BepcuyM nporpaMMbl  NOSIBUICS  MacTep  BOCCTAHOB/IEHVSI  Naposiei,
npeAHasHauyeHHbl A8 YNpoLLeHUs npouecca U NpPUMEHEeHUsT HOBbIX TEXHOMoMiA noucka
naposeil. Mactep BOCCTAHOB/IEHVSI - OAMH U3 JlyYlUMX MHCTPYMEHTOB AJ11 PacLUMdppOBKM
naponein Windows, koTopble GblM NpUAyMaHbl 3a MOC/MEAHWE HECKOSbKO JieT. ITO He
MPOCTO rPOMKME C/I0Ba, BOT /LLb HECKO/TbKO (DAaKTOB:

e [ly6nHa nomncka naposeli 3aB1UCUT 0T UCNOJb3YyeMOoro 060pya0BaHuS.

ATakn ONTUMasibHO nogo6paHbl TakMM 06pa3oM, 4YTOObI OOGHApPYXUTb MNaponm no-

BO3MOXHOCTU CaMblIX pa3HbIX TUMOB.

e PeXvM TLWATENbHOTO MNOMCKA HaxoauT O6osblue naposieil, 4Yem /bble aHaorMyHble
nporpamMmmbl BMECTE B3ATbIE.

e PeXM TLIATENLHOrO NMOUCKa MOXET reHepupoBaThb LAG/IOHbI Naposieit No HageHHbIM
ob6pasuam. MoXHO Takxe 3TO cenaTb BPY4YHYH B HACTPOKax ataku no Macke.

e B pexume TwWaATENbHOrO noucka OyaeT 3adelicTBOBaH a/lfoOpUTM  UCKYCCTBEHHOIO
MHTeNnekTa. Takoro HeT HY B OAHOW aHa/IOrMYHOM NporpamMme.

e He Hago BAaBaTbCA B TOHKOCTM HacTpOMkM UK paboTbl pasHbiXx aTak, Mactep
BOCCTaHOB/IEHUSI BCE CAeNaeT 3a Bac.

e /1 camoe rnaBHOe, HOBasi TEXHO/IOMUSI NMOSIHOCTLID HacTpavBaemMas. DTO 3HAYUT, 4YTO B
HoBbIX Bepcusix Windows Password Recovery BOCCTaHOB/IEHWE MNaposieil MOXeT ObITb
ewle nyduwe!

e Kpome TOro, B OT/IM4ME OT KOHKYPEHTHOrO NporpaMMHOro obecneyeHus, KoTopoe nmeet
onuun (4acTo BK/IOYEHHbIE NO YyMOSMaHUIO) ANsi 06MeHa HailgeHHbIMn naponammn, WPR
He OTNpaB/IAET HUKaKNX AaHHbIX C BalLEro KOMnboTepa.

OfHako, flaHHaa TeXHOIorMsA UMeeT U CBoM HegocTaTku. OHa XOpoLLo paboTaeT TO/IbKO Ha
60/blLIMX CNMCKax C Xawamy naposnen. Hanpumep, npu paclumdgpoBke naposein
nosnb3oBarenieil foMeHa. TeM He MeHee, Napoil LLEMYKOB MbILUM MOXHO BOCCTaHOBUTbL Takoe
KONMYECTBO MNaposieil Ha KOTOpoe He crnocobHa HW ofHa Apyras nporpamma. Ytobbl
nokasatb, HacKO/MbKO 3dupekTVBHee paboTatoT HOBble a/ropuTMbl, Mbl NPOBENN TecT
MOXOXWX MporpaMM C (PyHKUMen noucka naposieid npv MOMOLLM HECKOSIbKMX —aTak.
OuunLLeHHbIe OT C/I0BECHOM Leyxun ¢akTbl - B LIdipax Huxe.

TecToBbIN CTEHA:

CPU - Intel Core i7-4700K 8 cores, 32 GB RAM
GPU1 - AMD RX 470

GPU2 - NVIDIA GeForce RTX 2060

CnnCOK TeCTOBbIX X3LLEN, KOTOpbIe 6l NpeacTaBneHbl B KOHKypce CoreLogic Crack Me If
You Can, MOXHO ckauyaTb C Hallero caiita. Bcero 30823 yHuKauibHbIX NTLM xawia.

Passware Kit ForensiclLOphCrack v 7.1.4/\WPR v12: Recovery
2019: predefinedCommon  passwordWizard - Thorough
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settings* audit** search
Bpems paboTbl 7h56m 5h59m 45 m
Maponeii HageHo (2074 2225 15369
[MpoueHT ycnexa 6.7% 7.2% 49.9%

*3T0 eAMHCTBEHHbI BapuaHT ¢ npefonpeeeHHbIM HabopoM aTak
**ANbTepHATUBHbI BapuaHT (TAaTeNbHOE BOCCTAHOB/IEHME) NokKas3asl, uyto 3ajava OyaeT BbiNoSHEHA 3a 24
4acoB. ITO C/IULIKOM MHOTO, MO3TOMY HaM NPULLIOCh 0TKA3aTbCs OT Hee.

ﬁ & Tools Help @ - ] X
Recover Fl Ie PaSSWO I'd Files I Passwords Found | Resources Performance Attacks Log
korelogic.pwdump
Folder D: ) Passcape )1
# File Type Windows Account Passwords File: NT Hash — Rainbow Tables attack possible
Complexity [ 1] Brute-force - Fast
MD5: 67F0B3ABD3967ES5C3091949F028EB262

Unprotected  D: ) Passcape )1 ) korelogic-recovered-passwords (3).ixt
file:

o 7 hours, 56 minutes

166,042,522,528

E Print ~ ¥ SAVE REPORT w7 DONE
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= L0phtCrack 7 - v7.1.4 Win64 [Unnamed Session] * - O x
venu | | @) HELP

Passwords [ i : 0 0 1] MNon-Expiring: 0

Accounts
IH Password NILM Hash

Import
Audit
4BFDBOFSSBEECBFCL76AS534

47DE711FE2ETBE12F4F2E44
hedul 4D232754F223E3€€123053F

umentation 4EDEL1FEEDE497E1CECE7634

Finis| Thermal
TFE&kWpR
: Umg
: AWINTER

2ZWINTER

, minimuam 35
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0 & EH- Windows Password Recovery - korelogic - ] X
“ Project Recovery Edit | Report Tools Utils Options @ View " Themes ~ Help ~
& password reports - @8- Report themes Legend position | Rotation Angle ———IJ— - [% PR ® %
&- | Flat1 ~ | Bottom-overla * | Explosion —— ~ j - '\ﬁ

& Attack statistics -
Print  Print Quick Print Save Report Copy Report

O Misc statistics ~ C‘ Change theme colors ~ Transparenty  —LH——— | proyiew Print Setup | toImage File to Clipboard
View Report | Chart Options | Print Report | Save Report |
J Mo good deed goes unpunished Customize
+ » Project * 3 ox |4 Start Page r Hashes r Pragress Report r Hardware monitar ] I
Recent Projects N
| << Passwords Found >>
Project -
§ Open a project
H Save the project
I, save the project as
B Create new project
Hashes - N
Found pass
M Load from local computer
B2 Load from remote comp..,
3 Import from binary files
Ej Load from another prog...
j Load from system restore
Not found passwords, 50.1%
Help -
@ Check for Updates
e ]
o Help O Not found passwords - 15454 O Found passwords - 15369
@ About
Log window I x
0 September 23 201%>  Processing 5 passwords, 0 in queue... ~
Processing 4 passwords, 0 in queue..
Stopping recovery (GPU fingerprint attack)
Finalizing mutations
Recovery stopped b4
>
www.passcape.com | Users: 30823, Selected users: 15454,  Passwords found: 15369 (49,99 Passwords found during last session: 15369 (49.95:)

HacTtynaetr Bpemsi VickyccTBeHHOro VHTennekTa, 4TOGbl genatb 3a Bac BCH HyAHYH
pabory.
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