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BBegeHue

1 BeBefeHue

YaveutenoHo, Windows Vault BnepBble Obl1 npeactaBneH My6/MKe € BbIXOLOM
onepauunoHHoin cuctembl Windows 7, HO [0 CUX MOP B CETUM HET MHGopMauuM C ero
HOPMa&/lbHbIM ONucaHneM. [oKyMeHTaums no 3TOW WMHTEePecHOW cucteme Mb60O COBCEM
OTCYTCTBYET, /MO0 OHA, MATKO BblpaXasiCb, HE COBCEM MHTEpecHa. MTak, uTo Xe Takoe
Vault? Windows Vault npeactaBnset coboii 3alpLEHHOe XpaHWINLLE CEKPETOB, Naposel n
[OPYroii nepcoHasibHOM MHhopMaL M1 Kak Nosib3oBaTesis, Tak U CUCTEMBI.

2 What is Windows Vault

Windows Vault npuwien Ha cMeHy ycTapeBLUeEMY XpaHuTento naposneii Credential Manager,
KOTOpbI MCnonb3oBasics B npowsibix Bepcusax Windows. [aHHble, xpaHuMble B Windows
Vault, CTpyKTyn3mpoBaHbl W MpeacTaBNsalnT co60i Habop 3anucen, npuHagexaLyx
onpegeneHHoi cxemMe Vault (Ha pucyHke BHU3Y NnokasaHa yc/ioBHas cTpykTypa Vault). B Vault
TaKxe 6b1/10 406aBMEHO HECKO/TbKO HOBbIX BO3MOXHOCTE:

o Co3flaHune pe3epBHbIX KOMUiA BCEX Naposeli U X BOCCTaHOB/IEHWE

e Y/yulleHa cucTema LLMGIPOBaHUA U NEPEHOCUMOCTL Ha Apyrue CUCTEMbI

e Y/ydLLIeHHbIV MHTepdbelic nporpaMmmmpoBaHust

e [NosiBUMACL BO3MOXHOCTb CAMOCTOATE/IbHOMO CO34aHust 1 ynpasienus Vault

Ha dom3nyeckom ypoBHe Vault - 3TO AMCKOBbIV KaTasior ¢ HAbopOM CneayoLMX ¢ansoB:
e Policy.vpol - Habop knouel widgposaHua ans 3anvceli Vault. [JaHHble Kloyn MoryT 6biTb

3alMLLEHbI MPY MOMOLY ABYX OCHOBHbIM METOA0B: C NOMOLLp0 DPAPI, nn60 ¢ NoOMOLLpHO
naposiA nonb3osatens. MocnegHnii Tun 3awpTbl He ucnosb3lyetcsa B Windows 8.
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What is Windows Vault

e <GUID>.vsch - cxema Vault, cogepxawasa onucaresm CTPYKTyp, duiarm n [pyryro
CNy>XeBOHY0 MHpopMaLmio.

e <GUID>.vcrd - 3anuck Vault, B KOTOPO HaXoAATCA UCXOA4HbIE 3aluMdipPOBaHHbIE AaHHbIE,
OTHOCSAILLWMECSA K ONnpefesieHHON CXeMe 1 COCTOALLWME, KakK NpasBusio, N3 HECKOMbKNX NOseN.
LLndopoBaHne NCXOOHbIX AaHHbIX peasiM3oBaHO MPamMoTHO: NPUMEHEH anroputm AES, rae
KMoy WndppoBaHmsa 6epetca M3 6asbl policy.vpol (CM. BbIle), B Kakgoi 3anucu npu
LLMppOBaHUN NCNO/b3YETCA COJlb.

B HacTosilee Bpems CylWEeCcTBYeT ABa Tuna XpaHuwwmwa Vault: cuctemHoe 1
nonb3oBatesnibckoe. [onb3oBarenibCkuii Vault MOXeT 6GbiTb PaCMoOIOXeH B CrieAyHoLLyX
KaTasorax:

<USER_APP_DATA>\Microsoft\Vault\<GUID>
<USER_LOCAL_APP_DATA>\Microsoft\Vault\<GUID>

Hanpuwvep,
C:\Users\Helen\AppData\Roaming\Microsoft\Vault\4BF4C442-9B8A-41A0-B380-DD4A704DDB28
C:\Users\John\AppData\Local\MicrosofitVault\18289F5D-9783-43EC-A50D-52DA022B046E

CuctemHbili Vault NO-yMO/HaHUIO PacnosioXeH B KaTaslorax:

<SYSTEM_APP_DATA>\Microsoft\Vault\<GUID>
<SYSTEM_LOCAL_APP_DATA>\Microsoft\Vault\<GUID>
<PROGRAM_DATA>\Microsoft\Vault\<GUID>

Hanpumep,

C:\ProgramData\Microsoft\Vault\AC658CB4-9126-49BD-B877-31EEDAB3F204
C:\Windows\Syste m32\config\systemprofile\AppData\Local\Microsoft\Vault\4BF4C442-9B8A-
41A0-B380-DD4A704DDB28

3 3aK/royeHne

Windows Vault 3TO CTPYKTYM3MPOBAHHOE XpPaHULLE MPUBATHBLIX AaHHbIX, NpULLEALLEe Ha
cmeHy Credential Manager. OuepegHas nonbiTka Microsoft co3gatb yHMBepcasibHoe
XpPaHWINLLE CEKPETOB, KOTOPOTro Tak HexBaTaeT Windows. Mbl yxe nucasm 06 3ToOM paHee.
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