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But one who ever tried to recover passwords for even a small list of wireless networks has
probably faced a much more serious problem. The thing is that network dump files often
contain dozens, hundreds, or even thousands of handshakes with the same network name.
However, it is not always possible to figure out which of these handshakes is valid and which
one is not. What should one do in such a case? To iterate through each and every one of the
handshakes (with the same network name)? But it may take years. To try searching a
password for a certain handshake? But it's password may be incorrect, outdated, or simply
never be found due to some peculiarities of a WPA/WPA2 handshake.

For such cases, WIFIPR has come up with a special algorithm that looks for passwords to all
handshakes with the same SSID simultaneously, whenever it is possible. The spice of the
algorithm is that the password search speed remains the same as if it is a single item!

123 YgrEWPABERLEWIFIPR{S &
IBATE—T— 1R8I F . IZEFA30XRIEF, BENTRPIMZ BT, EENEXT, Rl
XFXB0ORIEF T — REUITR 7, AT, BERAREFEN, BERFHXI0FICKTHIES,
FHE AN — N ETRETT, XS RN (AR T 105,

Passcape Wireless Password Recovery: EEEAF T HRE ExE © 2020 Passcape Software



https://en.wikipedia.org/wiki/IEEE_802.11
https://en.wikipedia.org/wiki/PBKDF2
https://www.passcape.com/wireless_password_recovery

T LM FZ LK & B 31k

— B E 2HIZER, 30RWPAFIWPA2{EF, LIRPMKIDs, 23#=4SSIDs, ZiE= th& AR
—LEft 1k, WPARIW PA2IE F IS4 RN AL IR (B 1RISSID 2RI, RAREN L), FTATE R
M2 B A REHIBSSIDS 73, (B RA ML RIFEUR T A FZEH,

HEZEX T A SRR ATk

1. MNEMREET EmEAE, BFEE LU 8RN, EERIR T2, XfEX—
BRI LRTRIE 45 3R, BB T E5N89SSIDA R A 17 B HIZR ARk R, SRS EEFFIE
T—4SSIDIHLT . INR— M AFRRAEE (PMKISE, 1BF, SPMKID) 415, ST
B MMERERD),

2. FEiREN S, A—HERHERMELINEFRRIIE—IBLE, ER0E EMEEETRE
HIBSSID) JS5K 2R, 40, FIRPEETFRE2EMNER, PMK, #£F, FIPMKID, EHFIZ LG,
FIINPMKIC %, PR EthEHBHERISSIDAICH (IR 2PMKID, 2FiIE2PMK) 8Bk, Z4&
RIHEE R HE T — N EBEFRFESSIDAF LA,

3. RS RE AR, SATRMRERL, ZIEF SIS RIZSSIDE D BE T4,
BN XIEBSSID & #E 9 T4, IR EI—MEEMSSIDFIBSSIDFAMZE, FBFEEY]
BB —BSSIDFH, LUtkzeHe, iR EI TPMKIDEYETY, FrE HithEHHREISSIDHY
PMKID&E, UEFTA HIEHHERISSIDFIBSSIDHHETF BBk,

General options >

2

L 2~
§ QAJ y / Advanced attack options

General options

=
P

. o

Y [ Automatically run preliminary attack when imparting hashes

Attack Options Automatically select first valid hash upon impart

Select first hash/handshake, no matter valid or not

Onece attack is finished, select next valid hash and restart the recovery
Faorce selecting next hash, no matter it is valid or not

Advanced
Save project every time new attack is starting, stopping or a password is found

CPU settings Automatically set handshake state as valid when password is found
.I._F Check MAC passwords when loading handshakes | Fast v

GPU settings

< Multimode
“
Always run multimode w

Password filters

p:

||
GPU health

Favor speed. Stop recovery other tems (with the same 5510) after the first found password. “

oK | Cancel |

Passcape Wireless Password Recovery: EEEAF T HRE ExE © 2020 Passcape Software




TEMEMEL YR £ B3t

1.3 @4t

SR EERANT S T— MBI FEN—EZIE MREHKET, BLiF4EE
BF. PMKID ., FRIERHIPMK, FREIAISSIDFIBSSID ., WPAFIW PA2ZHK E M2 5l R AIZZ LR
S8, REEEFE—IMEEAF LB EERGR —HB T, 2R T ERMIE I,

REFRE, EIMMBHEREFER 21!

Passcape Wireless Password Recovery: EEEAF T HRE ExE

© 2020 Passcape Software



	Table of Contents
	无线网络的密码恢复自动化
	摘要
	恢复WPA密码
	常规恢复方法
	恢复大量WPA握手时面临的问题
	恢复WPA密码时的WIFIPR信息

	总结


