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1.2.2     WPA        

But one who ever tried to recover passwords for even a small list of wireless networks has
probably faced a much more serious problem. The thing is that network dump files often
contain dozens, hundreds, or even thousands of handshakes with the same network name.
However, it is not always possible to figure out which of these handshakes is valid and which
one is not. What should one do in such a case? To iterate through each and every one of the
handshakes (with the same network name)? But it may take years. To try searching a
password for a certain handshake? But it's password may be incorrect, outdated, or simply
never be found due to some peculiarities of a WPA/WPA2 handshake. 

For such cases, WIFIPR has come up with a special algorithm that looks for passwords to all
handshakes with the same SSID simultaneously, whenever it is possible. The spice of the
algorithm is that the password search speed remains the same as if it is a single item!
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https://en.wikipedia.org/wiki/IEEE_802.11
https://en.wikipedia.org/wiki/PBKDF2
https://www.passcape.com/wireless_password_recovery
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