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[T HROCKYou HH T

] B2 43 it Rock You it i B 7 5
HE

2009412 A, RockYou.comMit&E S| T BERIB T, IXRBE R BRIIM, FSET — 1 XAREEE
IEEINEE, HP A E T 32605 BEMIMLE RN, 1IX—E XY ZHIEM EE A 11T LI SR
ANTT2 eI G2 IBEIL, FMANEBIESRE A EM— N IEE R PR e d 1T, AT REML
B EE, B EART Windows Password Recovery tool.

RiI 204 R 1T BRI 1

Password popularity (all passwords)

350000
| O 123456: 0.9% (290729)

Password list: rockyou.txt O 12345: 0.2% (79076}

O 123456789: 0.2% (76789)
Passwords processed: 32 603 048 0O password: 0.2% {58452)
O iloveyou: 0.2% (49952)
[0 princess: 0.1% (33291)
@ 1234567 0.1% {21725)
O rockyou: 0.1% (20901)
O 12345678 0.1% (20553)
[ abcl23: 0.1% {16648}
[ nicole: 0.0% (16227)
[ daniel: 0.0% (15308)
[ babygirl: 0.0% (15163)
O monkey: 0.0% (14726)
O lovely: 0.0% (14331}
[ jessica: 0.0% (14103}

O 654321 0.0% {13984}
O michael: 0.0% (13981)
50000 O ashley: 0.0% (13488)
|_| O gwerty: 0.0% {13456}
o |:||:||:|EI EIEIEI,EI,U,u,u,u TH
5 ' EE P PRSP PP S

&
Q"'S& 0’5?' & .\:‘Lrn}b +F &F e

250000

=]
[=)
%

Password count
=
:

100000

Password

ERZVGIRZL DRI 123 "5 § Z2MZ0, FrLIET204 — R & 3R, IEINIRAFE I8,
ERZVGIRIZY ("123456") i S FEMMZ, ERMZVCIEEEEET %ﬁ%J:mE"Ia)\EQOT:E
3200G&FicxH, H29H5E, HIMW—HMRIZBEREL, MNR—IEGE P10 RRITHEL ST T 1%
LU EBIESE, BN IZ AN R AR R LM, 7ZERockYou.comBgEiEEm, X "FREEHR "Wt T
21&, EHTTRATHIZ LR, B BN BRERIBES N4
FHEN, hFARE "B, BEF 2xMiE, BREEN—4,
o EFAZ LI MEBFHE., HiGSIL, XESE, H4e BHSHWEFTEILMRT B—1EE,
AT— B A—f%E, EETREREZ G,
o ETAFRELTEYNED, B0, — el LUERE SNAF, a7y, —tm, —L&
A, %,
o EFHSH AR, 10 "abc123", "qwerty "Z,
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o [ERZRNY, 40 “iloveyou", "hatu”. "lovely”. "ihatemyboss "= "ILoveJohn”,

FHKE S

Password length distribution

2000000
| O 1 character{s): 0.0% [144)
Password list: rockyou.txt [ 2 character(s): 0.0% [1038)
O 3 character(s): 0.0% (6702)
Passwords processed: 32 603 048 [ 4 character(s): 0.2% (70358)
Toooa0n O 5 character(s): 4.1% (1327038)
[ & character(s): 26.0% (3488397)
— N O 7 character(s): 19.3% (6288017)
., 0000000 O g character(s): 20.0% (6513103)
g O o character(s): 12.1% (3949837)
8 5000000 O 10 character(s): 9.1% [29545636)
-E @ 11 character(s): 3.6% (1163314
O [ 12 character(s): 2.1% (686849)
E 4000000 — @ 13 character(s): 1.3% (429680)
E [0 14 character(s): 0.9% (281159)
a 3000000 - [ 15 character(s): 0.6% (1B0157)
O 16 character(s): 0.4% (12B578)
O 17 character(s): 0.1% (40210}
2000000 [ 18 character(s): 0.1% (25740}
O 19 character(s): 0.1% (16369)
1000000 O 20 character(s): 0.0% [13778)
O >20 character(s): 0.1% (37946)
T T T T T T T T T T T T T T T T T T T 1
1 2 3 4 5 [ 7 B 9 10 11 12 13 14 15 16 17 18 1% 20 =20

Password length

— BN KEZHIENRBUTNEZERSR, RAl LI ELEIK, SErEsiE, B=ET, nRA

AR LR TREEZRE, "B
. BERANMEERENMERIE R RSEL, BEXSHAEFRHE, i IEENRS
FIAR B ICERIED,

"SI T KE, o XM ERTERREZ K
RATHSNF

IEANfRE IR EREIR, RZJXVGDAIFEILZS, 87N FRIKE, X GFBZEILRI65% U L, XE

BKi&E, 3TEMHE2N BT LU SRR

FEAIRE, BLR T H20S N FH, P S SRIHAHARMERI KR, AT EHP—LEHF

BPRYERRS (PREBILUYRE ARIEARFERA 215 2):

Hahaithinkilovejessebutthenagainmaybenotcuzheisadiknob
Lets you come back for your Countdown Timer

me plus food equals more sleep each night
tommmmmmmmmmmmmmmmmmmmmmmmmmmm

T ROCKYoU T
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truongcaodangcongdonghaiphong
icantbelievethisshit.12345
banditbanditbanditlbanditlbanditlbanditbandit
11112121111122222111222221112222221111222211111
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
FUCKSCHOOLANDALLTHETEACHERSINIT
ilovepalmermyfuturehusband
ldelightyourselfinthelord!
Imaprincessbecausemyfatheristheking
iluvanjabisset4evashesmawebaexxx
stuartandchrisrmybestmatesforeva
thisismypasswordyoullnevergetit

14 FREVSHE

Character set diversity (all passwords)

I: :I 1 character set: 59.1% (19275578}

Password list: rockyou.txt —
2 character sets: 37.5% [1223B8568)

Passwords processed: 32 603 048 C J 3 character sets: 3.2% [1027866)

— == O 4 character sets: 0.2% (60360)

~. [ | 5or more character sets: 0.0% (276)
1 character set, 59.1% e

2 character sets, 37.5%

5 or mord charader seis, 0.0% 3 character sets, 3.2%

FnFELeENR— N EERREF IS, 610, 70FRNEY "aBl~cde "#EERITF
922D "abedefghi "RI106E L E

B —FpR) i RER R E, i, I RERRFHRER/NEFE, B
96.5% A RE— 1SR FRE RAETRIBSWHMAMER=ASESHFRER, B KEM
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] 2 43 #fr RockYou it i B 28 1)

ZHMMKRIRERZMREA, A EAFEDN MRFEL E20FEBILFREFE, BAIRE L, BA
RINHIBER T "RAE] LliB A S E R Y "R (B, EXHERT).

15 EBTHENRRET

Character set exclusivity (all passwords)

o Numbers only: 15.9% (5152990)

Password list: rockyou.txt
| Lowercase only: 41.7% (13589351)

. Numbers only, 15.9%
Passwords processed: 32 603 048 I ] o Uppercase only: 1.5% (488197)

O Special characters only: 0.0% [5040)

| Multiple character sets; 40.9% (13327470)

Y Lowercase only, 41.7%

Multiple character sets, 30.9%

Special characters only, 0.0% | |Uppercase only, 1.5%

— RS ER ToR, FAEARIE— D F RIS EENN, A XSERRB/NEFEA R AR (ST
AEMLEIA1%LLE), REBEBFHME R (816%), S RBEXEFEAHBA R (1.5%) . X HEE*
?f&éﬂﬁﬁﬂ@%’?ﬁ%ﬂﬂﬁ’}‘ﬁﬁﬁo
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Character set ordering (all passwords)

16000000
‘ [ digit: 15.5% (5192990)

[ string: 44.0% (14360543)

Password list: rockyou.txt
@ special- 0.0% (5040)

Passwords processed: 32 603 048 I string-digit: 30.2% (9833375)
[ special-digit: 0.0% {3432)
12000000 W digit-string- 2.7% (895738}

@ special-string: 0.0% (16182}

W digit-special: 0.0% (12707)
10000000 I W string-special: 0.7% (241402)

[ digit-string-digit: 0.5% (148125)
W special-string-digit: 0.0% {10029}
W digit-special-digit: 0.0% [13185)

W string-special-digit: 0.6% (139494}
5000000 W string-digit-string: 1.8% (597437}
[ special-digit-string: 0.0% (12603)
W digit-special-string: 0.1% (18851)
4000000 M string-special-string: 0.8% (251687}
W string-digit-special: 0.3% (82221)
W special-digit-special: 0.0% (3902)

8000000

Charset order

2000000
W digit-string-special: 0.0% (13273)

W special-string-special: 0.1% (30305}

o e - s s o o % womm .t M Other: 2 1% {670477)

T T T P =y ry & & T s & F o o o oy =

. & 5 o £ S o L ! & & 3 " &7 a7 3 e S 5 s
& & & & Ty & F S & A N T q‘&% &

. N B e & Qé“ B < & & & 4 o & ‘-L”Q &? s 0’3 \'L'é el

S L B @& &% &8 o P ‘}\’\ o & & Q'Z"J
Eharset order §

IRIME—TRNER, RATRERXT AT B LREENRT AR SHEAR N RSN FREH AR
HMEFHE-RFRAFT-FHEMNAS  AGEEM R TI2MBGLE R R FIX — SRR AR %
AN

FAIBLEE R, loveyoul2345 "BOZEFLFN "iloveyou "B —1E,

T HROCKYou T © 2012 Passcape Software
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Password formats (all passwords)

4500000 |

Password list: rockyou.txt
Passwords processed: 32 603 043

Character type legend:
U - uppercase character
L - lowercase character

£ D-digit
é S - special symbol
C O-other character
T
e
S T H AN
= 2000000
w
w
&£
1500000
1000000

B il

[ LLLLLL: 12 2% (3587898)

O LLLLLLL: 8.4% (2738031)

O LLLLLLLL: 7.6% [2469685)

@ DDDDDD: 7.0% (2278919)

O LLLLLLLLL: 4.2% {1382185)
O LLLLL: 2.9% (543198)

O LLLLLLDD: 2.8% (923984)

O LLLLLLLLLL: 2.7% (869670)

O DDDDDDDD: 2.5% (817577)
O LLLLLDD: 2.3% (751546)

O LLLLLLD: 2.2% (726218}

O DDDDDDD: 2.0% (641769)

[ LLLLDD: 1.9% (514418)

O LLLLLLLD: 1.7% [568666)

O LLLLLD: 1.7% (540862)

[0 DDDDDDDDDD: 1.7% (540758)
O LLLLLLLDD: 1.5% (488272)

O LLLLLLLELIL: 1.4% (456862)
O DDDDDDDDD: 1.4% (449017)
O LLLLLLLID: 1.2% (401068)

Password mask

DFELLRA IRE E— TR, BNFREEE, RRITHEHR6, 738N FF4IK, FHERME
RA—1TF/E&E, AIiie, 72 2 AR M ENS, Ar88E— MR — TS

=

HATEHCZE N T IMRIENZDEILRE, BB v LU B U — NIRRT LRI, FHOIEY

FREER (481)

T ROCKYoU T
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Character frequency (all passwords)
25000000 |

Password list: rockyou.txt

Passwords processed: 257 232 849

15000000

10000000 —| —| - -

Password count

5000000

M a: 7.8% [20050832)
O e: 5.9% {17824153)
O 1: 5.13 {13093366)
O i: 5.0% [12938579)
O o: 4.8% [12303419)
O n: 4.5% {11450502)
O r: 4.3% (11130888)
O I: 4.2% [10595753]
O s 3.9% (10013378
[ 0: 3.6% {9334787)
O 2: 3.6% {9328254)
Ot 3.1% (B0E5181)
@ m: 2.7% [6910954)
O 3: 2.5% (5377435)
O o 2.4% (6160009)
O 9: 2.4% {5129526)
O 8: 2.7% {5535766)
O ¢ 2.1% (5515637)
O y: 2.1% (5501568)
O 5: 2.13 {5450322)

Character

HEBNEENTENE N

8 d Y 5

EANFRRM DR T ZFLHRDREFERFR, Y, XSGR RTHREL T, nfgiE
Markov, {ReIREN NIXFERIG T BIESE &R B AL, X1 2 18, Bsr3FIenitt, anRIRD AT

rockyou.txtdBIFRR A 1L %, HHEF AT H201 & AFFARBIZERN, RSk ISR FE RN 23X
4,789,597, HEHIL14.7%, MEBIL B, IXFERIDATRI LA EFIESERMFRE, LUERITE

BRI TR BIRRAR

19 JB4

=, B —EENE—NIEES ABINES, S5 THENMMERERIBE R ERASIEK, MFIH
KR AL EEER (GPU) #H TR AR AR S ENE BB, BMEZEIRMIEZCPUt Rl LT A
100,000,000~ LA EBIWindows NTZHY, MEEMAIGPURIMERENIE S H — 1M 3=2, Hiltn, £

GPUR LURTERIE LI B NFAREREAZ— D7 D F RIS | XthE—MRIFIBIF. B3R, Bt
NERAHREIE R RBERRY 775 SERFEILART R hMINE BRI ER.

[ PRVEIIRRAR /TR, MR NBMSFHRER, EARETSOHOE, 2L, 181k A2 T8,
BB FRE R TERTEA

T ROCKYoU T
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ERIERANAZI T NIRRT — i FEEAU, AR FEHRD, ZHEHLETREHIERT A
HRER) . LT BB AERI RN IBRRA BB H L BTLH, RAEAM I EEHREEFTEIHSE,
INRRIRET, — KRG 123456 "2 "qwerty "XFRATEEIFRSZ, RIRIEEEER
RIZE LA LS ERIN_E (BMEIRBENE BoRdsL) . BAELEERA M BEX MU RS, REERN
IIEAARSHEMIEEEET XM o BNV BN ZIR I EFR €, MARILE
FCONR R, TR I8 @R FF A SR e IR HiE, BIFH R S RAIFK.
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