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BBegeHue

1 BeBefeHue

B 3TOM [OKyMeHTe Mbl cAena/m nonbitky aHamsa pabotsl DPAPI,  npoussectn pasbop
HeJl0KYMEHTUPOBAaHHbIX CTPYKTYP U anroputMoB WwndposaHus DPAPI, noHATe M onucatb BHYTPeHHee
Joy HKUMOHMPOBaHWe 3ToW CUCTEMBI.

Bnepsble B MVpe [aHO MosHOe onvcaHwe (He npeTeHaylollee, 0fHaKo, Ha YHUBEPCA/IbHOCTb) JIOMUKM
pa6boTbl DPAPI 1 BCeX HefoKyMEHTUPOBaHHbLIX CTPYKTYpP, BK/ovas o6bekTsl DPAPI, MacTtep Knoun un
goaiinibl ncTopun Naposieil.

MbI Tak)Xe NnonbITa/IMCb YKa3aTb HEKOTOpble HeA0CTaTKu B oy HKLIMOHMPOBaHMM nocnegHeii Bepcun DPAPI
1 BO3MOXHbIe METOAbI UX YCTpaHeHus. Kpome Toro, 6osee ray6okmii aHanm3 peanmsauyv Nepeoil Bepcum
DPAPI, BbinyuleHHoit BMecTe ¢ Windows 2000, nokasas Ha/mumne HECKObKUX CEPbE3HbIX YS3BUMOCTE
1 MoCTaBWU/ NOA, COMHEHME BCO 6€30MacHOCTb 3TON CUCTEMBL.

Bonbloe BHUMaHVE yAeneHO BOCCTaHOB/EHMIO AaHHbiX DPAPI 6e3 BO3MOXHOCTM 3arpysku npodmns
nosnb3oBatens. BnepsBble Ha npakTMKe MNPUMEHEH aJroputM BOCCTAHOBJ/IEHUS Maponsd Ha BXOA4
nosb3oBatens 6e3 goctyna kK SAM mnan NTDS.DIT.

AHarm3 pabotbl DPAPI 6b11 npon3BeAeH ¢ NOMOL b0 Habopa 13 6 yTUAUT, MHTErPUPOBaHHbIX B O4HO U3
cambIX MOLLHbIX MpUIoXKeHnn ans ayguta naponein Windows: Windows Password Recowvery. Mbl
HafeeMcsl, YTO faHHble MHCTPYMEHTHI, a TakKe HEKOTOpble MaTepuasibl Halweli cTatby, ByayT UHTEPECHDI
He TO/MbKO aKcnepTaM U KpUMUHaIMCTaM, HO U BCeM uccrefoBartensM B 06/1acTM 6e30nacHOCTU.

ApxuTekTtypa n 6e3onacHocts DPAPI
2.1  Yro Ttakoe DPAPI

HauuHas ¢ Windows 2000, komnaHusa Microsoft ctana noctaBnsATe B CBOMX ONepPauMOHHbIX CUcTeMax
cneupanbHbli MHTEpdec ANa 3awuTbl AaHHbIX, KOTOpbIA Ha3biBaeTcs Data Protection Application
Programming Interface, nnn cokpaw,eHHo DPAPI. B HacTos ee BpeMmsa DPAPI nosy4nn o4eHb WUpoKoe
pacnpocTpaHeHne U MPUMEHAETCA BO MHOIUX NpWIoXeHuax v nogcuctemax Windows. Hanpuwvep, B
cucteme WMdpoBaHns daiinoe, ANa XpaHeHuss 6ecnpoBofHbIX naposnein cem, B Windows Credential
Manager, Internet Explorer, Outlook, Skype, Windows CardSpace, Windows Vault, Google Chrome n
1.4. DPAPI ctana nonynspHoii y nporpamMMCTOB B MNeEPBYK odvepedab 6Gnarogapsi npocTtoTte
MCNO/b30BaHNsA, NOCKO/IbKY COCTOUT BCEro NMlb M3 Napbl yHKUWA ANS WndpoBaHusa U pacLumdpoBKy
paHHbIX: CryptProtectData n CryptUnprotectData.

HecmoTps Ha CBOIO KaxyLllylcsa MpPOCTOTy, TexHuyeckaa peanmsauma DPAPI [OBO/LHO C/ioXHa, a
nornmka paboTbl 3TMX dlyHKUMIA BO MHOrOM HanOMUHAET Becesblii AeTCKUiAi CTMWOK «BoT AoM, KOTOpbIi
noctpoun [xek». BO3MOXHO MO 3TON NPUYMHE, BHYTPEHHME CTPYKTYpbl WU NpuHUMNbI pa6oTbl DPAPI
[0Nroe BpeMs HaxoAUNUCh 3a 3aKpbITbiM 3aHaBECOM.

Bnepsble aHann3 cuctembl DPAPI 6bin npousBeaeH dmpmoii Passcape Software B 2003 rogy. Ha
OCHOBe 3TOro aHasmsa, B 2005 rogy BbIW/IO nepBoe KoMmepyeckoe npunoxeHne (Outlook Password
Recovery), ymetowee pacluingpoBbiBate 06bekTbl DPAPI B pexume odyiaiiH, T.e. 6e3 06s3aTeslbHoro
BXO4A B YYETHYI 3anucb Bnagesnbua. AAroputv paclundipoBku, NpensioxXeHHbli Passcape, npocTto
nmuTMpoBan paboty DPAPI, noatomy cuctema DPAPI He 6bina CKOMNPOMETMPOBaHa.
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ApxutekTypa 1 6e3onacHocTb DPAPI

C BbIXOAOM HOBOI Bepcum nporpammbl Windows Password Recovery, anroput odyiaiiH paciumdpoBKy
DPAPI nosyuunn HoBbIli BUTOK. Tenepb CTasio BO3MOXHbIM He TO/bKO pacliungpoBbiBaT DPAP| 06beKTHI,
HO 1 NPOU3BOAUTbL MX aHasI3 U NOUCK Ha AuCKe, paclumndpoBbiBate MacTtep Knoun 1 npoBepsTs naponu
K HMM, BbITACKMBaTb X3LUN UCTOPUM Naponein nons3osateneii u3 DPAPI n MHoroe apyroe.

2.2 Yro 3awmiiaet DPAPI

DPAPI ncnonb3yetca npu 3aLiute criegyoLnx nepcoHasibHbIX AaHHbIX:

e [laposmm n faHHble asTo3anonHeHus dopm B Internet Explorer, Google Chrome

e [aponu yyeTHbIX 3anuceit nouTsl B Outlook, Windows Mail, Windows Mail, n T.4.

e [laponu yyeTHbIX 3anuceil BCTPOEHHOToO MeHeqxepa FTP

e [Maponu goctyna K o6l MM nankam n pecypcam

e [aponm 1 KNYM yueTHbIX 3anuceli 6ecnpoBofHOl CeTn

o Kmoun wudposarnsa B Windows CardSpace n Windows Vault

e [aponu coeanHeHWn yaaneHHoro gocTtyna k paéoyemy ctony, .NET Passport

e [MpuBatHble KMoun Cuctembl LLUndposaHua daiinos (EFS), wudposaHmsa noytsel S-MIME, apyrue
cepmadwkatsl nonb3osatens, SSL/TLS B Internet Information Sernvices

e EAP/TLS n 802.1x (VPN n WiFi ayTeHTMdmKaums)

e CerteBble naposum B Credential Manager

e [lepcoHa/bHbIE AaHHbIE 0O60ro NPUIOKEHWS, MPOrpaMMHO 3alLl ULl eHHble Npy nomown AP dyyHKUMK
CryptProtectData. Hanpuwvep, B Skype, Windows Rights Management Sernvices, Windows Media,
MSN messenger, Google Talk n gp.

Mpumep yagavHoro 1 XMTpoyMHOro cnocoba 3auw,utbl faHHbIX ¢ ncnonb3oBaHneM DPAPI, aBnseT cobol
peanu3auus asroputMa LwuncpoBaHns naposeli asTo3anoneHns B Internet Explorer. Ona wudpoBaHus
napons v fioruHa Kakoli-HMbyab Be6 cTpaHuubl, Bbi3biBaeTcs diyHkums CryptProtectData, B napametpe
OMNUMOHa/TILHON 3HTPONUM KOTOPOW YKasbiBaeTCs afpec 3TOl cTpaHuubl. Takum obpas3om, 6e3 3HaHus
ncxogHoro URL agpeca, rae 6bin BBeLEH Naposib, HUKTO, Aaxe cam 6paysep Internet Explorer, He
CMOXET BbINO/HUTL 06paTHY0 pacLlngiPOBKY .

2.3 Apxutektypa DPAPI

HaunHasa ¢ Windows 2000, kaK yXe 6bI/l0 Cka3aHo Bbille, /1H060e NMPUIoXKeHNe MOXET 3alUTUTb CBOM
nepcoHasibHblE faHHble (Hanpumep, naponu) nyTem afiemMeHTapHoro BbizoBa gy Hkuun CryptProtectData,
BO3BpaLLaloLlyt0 «HEMpo3pavHyro» ABOMYHYIO CTPYKTYpY, MHa4ve uMeHylowytocsa o6bektom DPAPI
(DPAPI blob). «Henpo3pauHyto», no onpegeneHntio Microsoft, B TOM cMbIC/ie, YTO Tam coAepXaTcs He
TOMbKO WCXOAHble 3awundpoBaHHbIe [AaHHble MNPUIOKEHWS, HO W Apyrasd HegoKyMeHTpOBaHHas
cnyxebHas nHdopmaums, Heobxoaumasa a1 UX pacLlmgpOBKU.

AHanornuHo diyHkumoHupyeT API diyHkums CryptUnprotectData, koTopas, kak BUAHO M3 ee Ha3BaHus,
paboTaeT B 06paTHyl CTOPOHY: Moslydast Ha BxoAe 3awundpoBaHHbii DPAPI 06bekT, BO3BpalaeT
NPUNOXKEHUIO UCXOHbIE [EKOANPOBaHHbIE laHHbIE.

Ha pucyHke 1 cxemammyHo npegcTasneHa padota DPAPI.
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ApxutekTypa 1 6e3onacHocTb DPAPI

Encrypt Decrypt
Application Application
AN
MySecret hOs2kQ5sl hOs2kQsl MySecret
CryptProtectData CryptUnprotectData
! U
DPAPI DPAPI

Puc 1. Cxema pa6oTbi DPAPI

LUndposaHne DPAPI 6asnpyeTcsa Ha napose nosib3oBatesnsi, N03ToOMYy AaHHble, 3all ULl eHHble NoA, O4HOW
yYeTHOl 3anucblo, Henb3a paclundgposats nog Apyroi. bonee Toro, DPAPI npegocTtaBnsieT
BO3MOXHOCTb OrpaHuMymMBaTth AOCTYN K AaHHbIM Aaxe BHYTPU OLHOW YYEeTHOW 3anucu nyTeM YCTaHOBKU
[OMOMHUTENBHOTO cekpeTa (3HTponuu). TakM obpa3om, 6e3 3HaHWSA [0MNOMHUTENbHOTO CeKpeTa, OfHO
NPUIOXKEHNEe He CMOXET NOoJyYUTb AOCTYN K AaHHbIM, 3allWLLLEeHHbIM B APYTOi NporpaMme.

Jllobomy nporpaMMncTy, peanmsytow,emy wuHTepdeiic DPAPI, BaXHO MOHSATb, 4YTO 3Ta cuUcteMa
OCYLLLeCTBASAET TOMbKO LWWGpOBaHMe [AaHHbIX. [punoXxeHve [AO/MKHO camMo obecneyntb MexaHusm
XpaHeHus1 Bo3Bpallaemblx 06bekToB DPAPI, B TOM u4uCfie HaAEeXHOro COKPbITUS OnNuMOHaNbHOM
3HTPONUN, €C/IN OHA UCMO/b3YEeTCS.

2.4  AHann3 6e3onacHocTn DPAPI
|

DPAPI 6bina co3gaHa ¢ y4eToM MHOIMX acnekToB C TOYKM 3peHnst 6e3onacHoOCT. BOT CNMCOK OCHOBHbIX
0COBEHHOCTEN, OT/IMYAKOLLMNX ee OT NOAO0GHbIX CUCTEM:

e DPAPI pa6oTtaet noBepx CryptoAPl. MOXHO Aaxe HanuicaTb CBOI COOGCTBEHHbI MOCTaBLLUK YCyr
WwuncpposaHma 1 ncnosnb3osats ero B DPAPI.
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ApxutekTypa 1 6e3onacHocTb DPAPI

e DPAPI ucnonb3yeT npoBepeHHble KpunTtorpagmyeckue anroputMmbl. Hanpumep, B Windows 7 no
YMOSYaHUI0 UCMNOSb3yeTCA aroput™ WudpoBaHns AES256 B pexume CBC, ansg xawuvpoBaHus —
SHA512, B kKauecTBe diyHKUMM 415 reHepauyu Ktodeli wndpoBanns — anropum PBKDF2 PKCS #5.

e Bce aroputvbl, a Takxe AJmHa ux Kyeil MoryT HacTpauBaTtbCs U3 peecTpa, A0CTyN K KOTOPOMY
MMEIOT TO/TbKO NOJIb30BaTeNM C NpUBUErUin AgMuHucTpaTopa. HanprmMep, koM4ecTBo utepaumii B
dyHkumn PBKDF2 3apaeTtcs B criefytowem napameTpe peecTpa.
HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\Protect\Providers\%GUID%
MasterKeylterationCount

e Bce napameTpsbl, HacTpaeBaeMble U3 peecTpa, MMEeT CBOM OrpaHUyYeHuUst U He MOryT ObiTb MeHblue
3HAYEeHUIA, YCTAHOB/EHHBIX MO yModaHuio. Hanpumep, B Windows XP  ana MasterKeylterationCount
3HayeHve no ymosiyaHuio pasHo 4000.

e BCe KpUTMYeCKMe AaHHble 3alll 1Ll eHbl NPOBEPKO LeSIOCTHOCTU.

e Pa3mvep Bcex ko4ei wudpoBaHns BO BCEX a/lrOpUTMax AOCTATOYEH, YTOObl UCK/OUYUTL BO3MOXHYHO
ataky nepeéopom.

e [1nsa aToii xe uerm B PBKDF2 3agaH 40BO/bHO 60/1bLIOM CUETUMK UTepaumnid. VICckioueHne cocTaBrsieT
nepeas peasmsauys DPAPI. 3 Tabmuubl 1 BUAHO, YTO CKOPOCTL nepebopa naponeli Mactep Kntoueii
B Windows 2000 gocTtatodHas Ans Toro, 4Tobbl CKOMNPOMETMPOBaTL Naposib Nosib3oBaTens.

e B uenax 6GesonacHOCTW, CPOK JeictBus Mactep Kroua orpaHuyeH. XoTa peanmsaumss 3TOro
MexaHu3mMa MMeeT cnabble MecTa, 0 YeM BYZleT CKasaHo HuxKe.

e Bce KOMMYyHMKaUWn ¢ KOHTPOJI/IEPOM [,0MEHa OCYLLLeCTB/IATCA MO 3aL Ui, eHHoMmy kaHauty RPC.

e KalwmpoBaHHble faHHble He 3anucbiBalOTCA HWU Ha AUCK, HU B swappable RAM. [MpomMexyTouHble
K/HOUM 1 3HAYEHWS OBHYISIIOTCA B CTeke, Moc/ie 0TpaboTkM kakAolh dyHKumMM wndipoBaHms. Kctam,
npy aHamse ymamtel SYSKEY, cneupanmcTbl Passcape OGHapy>XWM WHTEPECHYH  OLINOGKY,
CBSI3aHHYI0 WMEHHO C HEKOPPEKTHbIM OOHYy/IEHMEM CTeka, B pe3ysibTaTte KOTOpPOA B HEKOTOPbIX
cuctemax Ha 6ase Windows 2000, Windows XP, Windows 2003, 4acTb CUCTEMHOrO K/o4a
wudpposaHma (SYSKEY) nexuT B OTKPbITOM BuAe B peecTpe M [OCTyrnHa BCeM Mo/b30BaTtesisam
cucTeMbl. YBbI, ObIBAET U Takoe.

OfHaKo ecTb HEKOTOpble HIOAHCbI, HE3HaHME KOTOPbIX MOXET 0c/1abuTts cuctemy 3alutel DPAPI:

e CRYPTPROTECT_LOCAL_MACHINE - duiar, koTopblii 3agaetcsa B dyHkumm CryptProtectData,
[OBOMIbHO  yAO06HBIA  MpU  HEKOTOpbIX — O6GCTOSATENbCTBAX, B AEWCTBUTENILHOCTM  MOXET
CKOMMpPOMETPOBaTh AaHHble Mo/Mb30BaTens, He obecneynBas AO/MKHOW 3awutbl. B cnyvae ero
yCTaHOBKM, LUndypoBaHne He ByeT 3aBUCeTb OT Maposid Ha BXo4 nosb3oBatens. C Apyroi CTOPOHbI,
Takoe MoBefeHVe He npotMeBopeunT KoHuenuuu DPAPI 1 cBSI3aHO C OCOGEHHOCTAMUW peanu3auuu
nHTepdeeiica.

e DPAPI MOXeT OblTb HacTpoeHa Ha paboTy B pexume coBmectumoct ¢ Windows 2000, korga
pe3epBHbIi MacTep Koy XpaHUTCA J/IOKa/IbHO M MOXET OblTb paclundipoBaH npu nomown LSA
cekpeTa. TO ecTb TeopeTnyecku, Bce 06bekTbl DPAPI MOXHO paclundgpoBats 6e3 3HaHUS napons
Bnagensua (CMOTpUTE PUCYHOK 2). Tem He MeHee, A/ aKTMBaLun 3TOro pexuma Heobxoaum A0cTyn
AOMUHMCTPaTopa K K4y peecTtpa ¢ KoHdwmrypauuein DPAPI.
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ApxutekTypa 1 6e3onacHocTb DPAPI

DPAPI offline decader [

A | —T )
11- Select Master Key | i
@ | er Key location Step 2/4

Master Key is used in DPAFPI as a pimary cypher key to decrypt user protected data and passwords (i.e. DPAFI blobs).
For example, EFS certificates, Wik, MSMN, Outlook, Intemet Explarer, Skype credentials, etc. User Master Key file is
located at the "ZAPPDATAY \Microsoft'\Protect\ %.51D%" folder. Where %APPDATA is the user application data
directory, and %.SID% is the textual 510 of the user. However SYSTEM Master Key may be located at the following
folder: WINDIR%\System 32\ Microsoft\Protect.

Select Master Key file

Master Key file C:\Win2K\Protectis-1-5-21-1606980848-764733703-725345543-500\3c 10F717- [

_— ——

- — B
Windows Password Recovery lﬂ_hJ

il

F- \

( It seems that the Master Key can be decrypted in several ways: using SYSTEM credentials or user logon password. How do you
Y want it to be decrypted?

| Using logon password |

Puc 2. Pacwumposka DPAPI 06bekTa 6€3 3HaHUA Naposis nosibzosarens 8 Windows 2000.

R < < -

Windows 2000 SHA1l 95000
Windows XP 3DES SHA1 4000 76
Windows Vista 3DES SHA1 24000 12
Windows 7 AES256 SHA512 5600 10
Windows 10 AES256 SHA512 8000 <10

Tabnuuya 1. AnropuTmbl WMpOBaHUS, Ucnosib3lyemblie B DPAPI

Ecim xe 6patb B Uenom, DPAPI obecneuvBaeT, noxasayih, caMyld CW/IbHYH Ha CEroAHsIlLHUA AeHb
3aumTy 1 6e30nNacHOCTb [aHHbIX Nosb3oBarens.

2.5  KoHdurypauns DPAPI

DPAPI pabotaeT nosepx Crypto APl n MOXeT Ucnonb30BaTh 1060ro NocTaBLyMKa YC/yr LngpoBaHus.
Bbi6op kpvnTo NpoBaiifgepa OCyLL,ecTB/SETCA B COOTBETCTBMM CO C/IeAY 0L, UM K/II0OHOM peecTpa:

HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\Protect\Providers
Preferred
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ApxutekTypa 1 6e3onacHocTb DPAPI

Mo ymonyaHuio, Ucnosnb3yeTcs Kpunto nposaiigep Microsoft ¢ umeHem df9d8cd0-1501-11d1-8c7a-
00c04fc297eb, peanm3oBaHHbIn B 6ubmoteke pshase.dll.

HacTtpoiika wwndpoBaHmsi OCyLLECTBNSETCH W3MEHEHWEM COOTBETCTBYHOLLETO 3HAYEHWS B  K/o4ye
peecTpa

HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\Protect\Providers\%GUID%

roe %GUID% sBnseTcs YHUKaslbHbIM WAEHTUGMKATOPOM NocTaBliMKa yCayr. Mo yMO4aHu Ky C
HacTpoiikamu DPAPI cooTBETCTBYET

HKEY_LOCAL_MACHINE \Software\Microsoft\Cryptography\Protect\Providers\dfod8cd0-1501-
11d1-8c7a-00c04fc297eb

JocTyn ans nsMeHeHUs 37Ol BETKM peecTpa MMEKT TO/bKO Mo/b30BaTe/M C NpaBamy AgMUHMCTpaTopa.
Hwke AaHbl onvcaHnsi HEKOTOPbIX 3HAYEHWIA 3TOro K/loua.

MasterKeylterationCount
CyeTuuk ntepaumini B diyHKkumm PBKDF2, He MOXET 6biTb MeHbLLE, YeM 3HAYEeHUE, YCTAHOBJ/IEHHOE MO-

YyMO/UaHMio. ANITOPUTM TeHepauun Ktouya UCMOMb3yeTcsl B LiMdipoBaHin MacTep Koua M mMcTopum
naporseii nosb3oBartens.

MasterKeylLegacyCompliance
YcTaHOBKa 3TOr0 3HayeHus B 1 BK/OYaeT pexum coBmectmocv ¢ Windows 2000 BO Bpems

pe3epBupoBaH1s 1 BOCCTAHOBMIEHWSI MacTep Kntoueil.

MasterKeyl egacyNt4ADomain
MockonbKy pesepBupoBaHne u BoccTaHoBeHne DPAPI He nogpepxuBaetca B Windows NT4,

ycTaHoBuTe napameTtp MasterKeyLegacyNt4Domain B 1, 4TO6bl MCMO/Mb30BaTb PEXUM COBMECTUMOCTU C
Windows 2000 1 n3bexaHusi noTepu AaHHbIX BO BPEMS pe3epBUPOBaHNSA/BOCCTAHOB/IEHNS.

Distribute BackupKey
Kntoy, oTBevawlMii 3a COBMECTMMOCTb MNPV Pe3epBMPOBaHMN 1 BOCCTAHOB/IEHUM K/lO4a [OMEHa.

Hanpumep, ecnv ypoBeHb thyHKLMOHMPOBaHMA foMeHa ycTaHoBsieH kak Windows 2000.

Recovery Version
MapameTp, UCMNO/Mb3YEMbIA O/19 COBMECTUMOCTU NMPU CO34aHUM PE3EPBHbIX KOMWIA U BOCCTAHOBEHWM

JIOKa/bHbIX Konuii MacTep Kntoueld. Mo ymonuaHuto mucnonb3yetcst Bepcus 2, Windows 7 n Windows
Server 2008 R2 moryT 6bITb HacTpoeHbl A9 paboTbl B Bepcun 3, nytem ycTaHoBku atoro DWORD
3HayeHus peecTtpa B 3.

ProtectionPolicy
dnar nosmMmKKM 6e30MacHOCTU, MCMOSb3yeMbli Mo ymonyaHuto. CootBeTctByeT duiary dwPolicy B

3aronoske Mactep Knoua.

Encr Alg - Encr Alg Key Size
Mapa 3Ha4YeHuii, MaHUNy/IMPYOLL MX TUMOM asropyTMa LLIMGIPOBaHWs, KOTopbld NpumeHsieTcs B DPAPI, 1

pa3Mepom Ksiroya 3Toro asiropuntma.

MAC Alg - MAC Alg Key Size
Knoun gna ycTaHOBKM a/lropuTMa KOHTPO/IA LIeSIOCTHOCTY AaHHbIX B DPAPI.
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LLIngppoBaHme gaHHbIX B DPAPI
3.1  OnucaHue dyHkumii CryptProtectData n CryptUnprotectData

MapaMeTpbl 3TUX JIyHKLWIA MPaKTUYEeCKM OAMHAKOBbI, MO3TOMY paccMoTpuM Tosibko CryptProtectData,
Jleknapauysi Kotopoit A1t C++ BbIFISAUT CleayiolL MM 06pasom:

BOOL WINAPI CryptProtectData(
_in DATA_BLOB *pDataln,
_in LPCWSTR szDataDescr,
_in DATA_BLOB *pOptionalEntropy,
_in PVOID pvResened,
__in_opt CRYPTPROTECT_PROMPTSTRUCT *pPromptStruct,
_in DWORD dwFlags,
__out DATA_BLOB *pDataOut

)

OnucaHune nonei gy HKUMK:

DATA_BLOB *pDataln - yKasatesb Ha cTpyktypy DATA_BLOB, ccbinatowniica Ha NCXoaHble
JaHHble, KOTopble HeO06X0AMMO 3allndPoBaTh.

LPCWSTR szDataDescr - onucatesb faHHbIX, XpaHUTCS B OTKpbITOM Buae B DPAPI o6bekTe. IT0T
ONUMOHaSTbHbBIV NapameTp HOCUT MHPOPMAaLMOHHBIN XapakTep, ero MoOXHO He
3aaBaTb Mpy BbI30BE oyHKLMN.

DATA_BLOB - aHaJsIorMyHo npeasiayliemy, ABAseTcA onuMoHasIbHbIM NapamMeTpoM.

*pOptionalEntropy OfHako B OT/YMe OT ONUCAaTesisl, 3HTPOMNUA HaNpAMY BAUAET Ha
6e30nNacHOCTb AaHHbIX, MO3TOMY He XpaHuTcsA B 06bekTe DPAPI.
Monb3oBatenb cam OoKeH obecneyunts Haanexatllee ynpasieHve atum
cekpeTom. HekoTopble CTOPOHHUE NpuioxeHus (Hanpumep, GTalk) xpaHaT
3TOT CeKpeT B peecTpe, Apyrue komnoHeHTbl Windows (Hanpumep, .Net
Passport nin WININET) B kayecTBe cekpeTa UCNOSb3YT XXECTKO
MPONMCaHHYH KOHCTaHTY, TPeTbU UCMNO/b3YHOT NepemMeHHoe 3HaJyeHune.
Hanpumep, BCcTpoeHHbIn FTP kaneHT Windows Vista co3gaeT sHTponuio Ha
OCHOBe UMeHu cepsepa. Tak Wi nHave, NnoTeHUManbHOro B3/I0MLLMKa 3TO
MOXET, B KpailHeM cny4yae, no3abaBuTb. Ha Hawl B3rfisig, camblii yaauHblii
NpYMep UCMOoMb30BaHUA IHTPOMUN PeayTn30BaH B MeEXaHN3Me XpaHeHns
naponeli Internet Explorer, npyu KOTOPOM CeKpeT BOOOLL e HUT4e He XPaHUTCS.

PVOID pvResened - B HACTOSILL, Ui MOMEHT He UCMNO/b3yeTcH.

CRYPTPROTECT_PROM - cTpyKTypa, 3agaB KOTopyto, Heo6xoamMmo OyAeT BBECTU AOMONHNTENbHBbII

PTSTRUCT naponb Ans wudposaHnsa obbekta DPAPI. CkaxeMm Tak, NCNOMb3yeTcsa OYeHb

*pPromptStruct HeyacTo BBMAY TOro, YTO 3arnpoc naposis NPOUCXOAUT B NHTEPaKTUBHOM
pexume.

DWORD dwFlags - thnarun, ynpaeisitoLL e npoueccom WndipoBaHus. BoT onncaHne Hanbonee

WHTEPECHbIX U3 HUX:

CRYPTPROTECT _Ul_FOR 0x1 Vicnonb3yeTcs, Korga nHtepdeiic

BIDDEN nosb3oBaTtenia Hea4oCTyneH. Hanpumep,
npu yaaneHHoM AocTyne.

CRYPTPROTECT_LOCAL_ 0x4 3awuta gaHHbIX NPOUCXoLUT C

MACHINE NCNoNb30BaHNEM YUYETHON 3anuncu
NloKasibHOro KoMnbloTepa. J1to6oi
nosb3oBaTte/lb CUCTEMbI CMOXET
pacwudpoBaTtb UX.
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CRYPTPROTECT_CRED_S0x8 Mo3BosiAeT NPUHY ANTENIBHO BbINO/HUTL
YNC CVYHXPOHM3auuo naposeit. O6bIYHO 3Ta
orepauys aBTomaTyeckn BbINOSHAETCA
nocsie CMeHbl Napossa nosb3oBaTtess.
CRYPTPROTECT _AUDIT 0x10 MMpwv wudyposaHun/pacLlundpoBkn byaet
NPONCXOAUTL ayauT.
CRYPTPROTECT_VERIFY 0x40 3710T dyiar npoBepsieT 3auiuty o6bekTa
_PROTECTION DPAPI. Ecnv ypoBeHb 3aLUThl,
YCTaHOBJIEHHbI MO YMOMYaHWIO, Bbille
YPOBHS 3alUTbl 419 f@HHOTO 06beKTa,
Gy HKUMS BEPHET OLLINOKY
CRYPT_I_ NEW_PROTECTION_REQUIR
ED kak COBET TOro, 4To XenatesibHo no-
HOBOMY BbINO/HUTL 3aLLUTY UCXOAHBIX

[OaHHbIX.
CRYPTPROTECT _CRED_ROx80 PereHepauusi naponei nokaabHoi
EGENERATE MaLLNHbI.
CRYPTPROTECT_SYSTE x20000 NHOuMKaTop TOro, 4YT0 TO/IbKO CUCTEMHbIE
M 000 MpoLLeCcChbl CMOTYT BbINO/HUTL

LWnchpoBaHme/pacLuMdypoBKY AaHHbIX.
DATA_BLOB *pDataOut - 06bekT DPAPI, KOTOpbI NoslyvyaeTcs B pe3y/ibTaTe Bbi30Ba GlyHKLMM

3.2  NMpumep ncnonb3zoaHus CryptProtectData/ CryptUnprotectData
I ——

[na ynobctBa npoBefeHUs TecToB, a Takke B KayecTBe NpuMmepa, Mbl Hanucasm ABe Hebofbluve
OOHOUMEHHbIE YTUNUTLI, peann3ytolime NpocTble 06epTkM BOKPYr dyHkumii DPAPI. Takum obpasom, K
dyHKUnssM DPAPI MOXHO 06pallatbCs M3 KOMaHOHOW CTpoKM. Hwxe npuBeAeH UCXOAHbIM kog C++
nporpammbl CryptProtectData.

McxogHble koabl: CryptProtectData , CryptUnprotectData.
otoBble nporpammbl: CryptProtectData , CryptUnprotectData.

VcxogHbili ko nporpammbl CryptProtectData

/I CryptProtectData.cpp : Defines the entry point for the console application.
#include "stdafx.h"

#include <windows.h>

#include <stdio.h>

#pragma comment (lib, "Crypt32")

int _tmain(int argc, _TCHAR* arg\])

{
if (argc<3 || argc>5)
{
_tprintf(TEXT("Syntax: %s secret output_filename [entropy_string] [flags]\n"),argV0]);
return 1,
}

/IDeclare variables
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DATA_BLOB Dataln;
DATA_BLOB DataOut;
DATA_BLOB DataEntropy;
DWORD dwFlags;
LPTSTR pFoo;

/Nnitialize the structure
DataOut.pbData=NULL;
DataOut.cbData=0;
1
Dataln.pbData=(LPBYTE)(argV1]);
Dataln.cbData=(Istrlen(arg1])+1) * sizeof(TCHAR) ;
1
if (argc>=4)
{
DataEntropy.pbData=(LPBYTE)(argV{3]);
DataEntropy.cbData=(Istrlen(argV{3])+1) * sizeof(TCHAR) ;

}

1

if (argc==5)
dwFlags=_tcstoul(argV{4],&pFo0,10);

else

dwFlags=0;

/IProtect the secret
if (!CryptProtectData(
&Dataln,
TEXT("CryptProtectData by Passcape Software"), //description string to be included
argc>=4?&DataEntropy:NULL, /IOptional entropy
NULL, /Ireserved
NULL, /Iprompt structure,
not used
dwFlags, /Mags
&DataOut) )

dwFlags=GetLastError();
_tprintf(TEXT("CryptProtectData failed with the following error code: %lu\n"),dwFlags);
exit(1);

}

/Isave the output blob
FILE *f=NULL;
_tfopen_s(&f,arg2], TEXT("wb"));
if (')
{
if ( DataOut.pbData )
{
LocalFree(DataOut.pbData);
DataOut.pbData=NULL,;
}
_tprintf(TEXT("Can't open output file for writing\n"));
exit(2);
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[Iwrite
if ( DataOut.pbData )
{
size_t written=fwrite(DataOut.pbData,DataOut.cbData, 1,f);
LocalFree(DataOut.pbData);
DataOut.pbData=NULL;
if (written!=1)
{
_tprintf(TEXT("Can't write %lu bytes to output file\n"),DataOut.cbData);
exit(3);
}
}
fclose(f);
return O;

3.3  WndgposaHre gaHHbIX B DPAPI

LLindyposaHre nepcoHasibHbIX AaHHbIX nonb3osartesnss B DPAPI npoucxoauTt B Tpu atana:

1. TNepBoHavasibHO NpUIoXKeHWe Bbi3biBaeT dqiyHKkUMio CryptProtectData, yka3sbiBast UCXO4HbIA MaTepuas
4Na 3aWwnTbl U HeobsA3aTeNbHbI NapamMeTp aHTponuu. Ecim nocnegHuii He 3apaH, nobas gpyras
nporpaMMa B KOHTEKCTE TeKyLLero nosb30Batesii MOXET BbINOHWUTL 00paTHYt pacLuuncpoBky,
noslyunB gmsnyeckuii 4octyn K 06bekty DPAPI.

2. ®yHKuus CryptProtectData otHocuTca Kk cemelictBy CryptoAPI| n Haxogutcsa B Crypt32.dil, otkyga
3anpoc Ha JasbHelily 06paboTky uepe3 3awuweHHbin RPC kaHasi nepeHanpaB/fisieTcss B
cucTemHbIli npouecc Local Security Authority (LSA), u nepexoanT CMeHa KOHTEKCTa TeKyLlero
nonb3oBatenii Ha CUCTEMHbIA. Bce panbHeillve MaHunynsauMm npousBOAATCA B KOHTEKCTe
JIOKaIbHOW CUCTEMBI.

3. B LSA npoucxoaut cam npouecc WindipoBaHus AaHHbIX U OTnpaBka ux obpaTtHo no kaHany RPC B
Crypt32.dll, oTkyaa oHM 61aronoslyvyHo BO3BpaLL,atoTCa B UCXOAHOE NPUIOXEHNME.

CryptProtectData u CryptUnprotectData no cym ABASOTCA NPOCTbIMU  (yHKUMSIMU-06epTKamm, T.K.
peasibHOe WugpoBaHye AaHHbIX NPOTeKaeT B KOHTEKCTe cuctemMbl. Besa marna DPAPI npoucxogut B LSA
W CKpbITa OT r/1a3 CTOPOHHMX HabaaTenei.

Mpouecc wundpoBaHus A0 U CKYyYHBbIA, HAMOMUHAET CYNpPYXeckuil gonr nocne 20 feT COBMECTHOro
npoxvBaHusa. BHavase 13 napons nosnb3oBaresid npu NOMOoLLL M KpunTorpadmyeckoro ctaHgapta PBKDB2
nosiy4yaeTcA KoY WwndgpoBaHua MacTep Knwoua. 3TOT K04 WMdpoBaHUA  UCMonb3yetcs A/
pacwudposkn MacTtep Kmoua. Ecnm pacwivdippoBka npowsia HeyAayHo, Maposb Mosib3oBartesis
pacLindypoBbIBaeT NepBblii X3 uctopun naponeii CREDHIST, 13 kOToporo B CBOK O4vepefb Onsitb
nosiy4yaeTcs Koy WwudgposaHua MacTep Kntoya u genaetcs ouepefHas nomnbitka paclumgiposkn. Ecnv un
OHa noTepnena Heygady, paclingPOBbLIBAETCS CreAylowWwmnin X3aWw uctopum naponein. Onepaums
noBTopsieTcs A0 Tex nop, noka Mactep Koy He 6ypeT pacwiumdpoBaH, MO0 He 3aKOHUMTCA BCH
Lenoyka xaLe nctopuu.

UTo6bl He crnpawvBaTb Naposb KaxAablii pa3 npu BbisoBe CryptProtectData / CryptUnprotectData,
Windows KalupyeT ero, XxpaHs B Hegpax LSA Ha npoTsxeHun BCeli XU3H1 npodmns nonb3osatens. Bot
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nodyemy DPAPI paGoTaeT UCK/OUUTENILHO B PEXMME OH/aliH, TOSIbKO Mocsie BXoAa Mosib3oBatesis B
crcTemy.

B 2005 roay Passcape Software BrnepBble npefcTaBuia paboTaloL Wil B CBOMX NPOAYKTax aaroput,
UMUTVPYoLLL A odhnaiii pa6oty DPAPI. ViHbiMu cnoBamu, ans pacmndpoBk DPAPI 06bEKTOB He HyXHa
3arpy3ka KOHTeKCTa Nosib30BaTesisl, XOTs Hasmumne naposs — ob6s3atenbHo. Odyialin paclumdposka DPAPI
HUCKO/IbKO He pJenaeTr 3Ty cuctemy 6o0nee ysA3BMMOW, B TOXe BpeMs, OCTaBasCb MOIE3HOW
nccneposarensam, aKkcneptam n KpUMUHaIMCTaM.

WNtak, MacTtep Knou nonb3oBartens Haxoguics B cheuyasibHOM diaiisie-koHTeliHepe, B KOTOPOM MOryT
XpaHUTLCA [A0NoSHUTENbHbIE, pe3epBHble konunm Mactep Knwoua. PesepBHas konus MacTep Knoua
MCMNoMb3yeTcs B TOM C/lyyae, ec/im OCHOBHas KOMUS NO TOW WM MHOWM NpuuymHe He Bblna paclundipoBaHa.
Hanpumep, nocne npuHyautensHoro cépoca naposnd. Mactep Koy ABASeTCA KPUTUYECKUM 3N1EMEHTOM
B KpunTorpadwmv DPAPI, noaTomy ero g/mHa coctaBnseT 512 6UT, 1 Npu ero WngpoBaHUn NPUMEHSIHOTCSA
NpoBepeHHbIe anroput™bl. CMoTpuTe Tabnuuy 1.

B nepsoit peasmsaumn DPAPI, ansa pacwundpoBkn Mactep Kntova 661 Heobxogmm NTLM x3aw napons
nonb3oBatenid. AT0 6bin GOMBbLUOW, HET, AaXKe OrpoMHeMWwuniA NpocyeT CO CTOPOHbl pPa3paboTinKoB
DPAPI, KOTOpbIi CBOAUA Ha HET BCH 6e30MmacHOCTb CUCTEMbI. A BCE MOTOMY, YTO MOTEHUMASIbHOMY
3/10yMbILWIEHHUKY A9 paclwundpoBkm Mactep Knoya W, Kak cnepctsume, no6oro obbekta DPAPI,
HeobxoAuMo 6bino MWk B3siTb NTLM x3aw napons u3 SAM dwaiina, cam naposb He Tpe6oBasics! Bo
BTOpOIA, Tekyulein Bepcun DPAPI 3Ta owwubka 6blia ucnpaeseHa M Ternepb A5 WndipoBaHus MacTep
Kmoua npumeHsetca SHAL xaww.

Mocne Toro, kak MacTep Koy ycnelwHo geKoanpoBaH, ero NCXoAHblin 512-6MTHbIA MaTepuas yyacTByeT
B MNOJlyYEHUN CUMMETPUYHOrO Kro4va wudipoBaHus obbekta DPAPIL. Ana atoro Mactep Kooy
«MnepeMeLLBaeTCs» CO C/lyYyailHbIMK AaHHbiMK (KoTopble 6yayT noToMm xpaHutbcs B DPAPI 06bekTe) u
3HTpONKWEN, ecnm oHa 3agaHa. Takum 06pa3oM, JocTuraeTcsl TPOolHas YHUKa/TbHOCTb, €C/iM MOXHO Tak
BbIpasnTbCA, KoYa WudypoBaHns 419 Kaxaoro oobekta DPAPI.

Hy 1, HakoOHeL, NpOUCXOAMT HEMOCPEeACTBEHHO LWNGPOoBaHWe UCXOAHbIX AaHHbIX. B Windows 7 ans
wuntppoBaHns npumeHsietcss anropyu™ AES256. Ha Bcex 3Tamax 3T0ro 3ambiC/ioBaToro npouecca
MCMNOMb3yeTCH «COJMb», T.e. Habop ClyyaVHbIX [aHHbIX, YHUGMUMPYIOW WA KoUK WndpoBaHus
npefoTBpaLl aloLL Wi TakuM 06pa3oM NoTeHUMasibHY0 aTaky nepebopoM C MOMOLL b0 pagyXHbIX Tabnmu.

KcTtatv, HemHorne 3HatoT, 4To B nepsbix Bepcuax Windows 7 umenn mecTo ObiTb cepbe3Hble NpobemMbl
C wudposaHvem AES. [MonpocTy roBops, 3TOT TMN WuKpoBaHns He pabotan Boobuie. K cyacTblo,
npo6nemy 6bICTPO YCTpaHWU/N.

Mocne Toro, Kak AaHHble 3awngipoBaHbl, OHW TPYNNUPYIOTCS B €4UHYH CTPYKTYPY BMECTe C OCTaslbHOM
CNy>Xe6HOoW nHdopMaumen 1 ompaBaaloTCa Has3ag NPUIoXKeHWo B Buae obbekta DPAPI.  Cipyktypa
obbekta DPAPI HefoKkymMeHTMpOBaHa, HO uWccregoBatensm K3 Passcape ygasniocb MNOSHOCTHI ee
peBepcuTb (CcMoTpuTte puc. 3).
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DPAPI data blob

DWORD dwVersion

GUID guidProvider

DWORD dwMasterKeyVersion
GUID guidMasterKey

DWORD dwFlags

BYTE szDataDescription[dwDataDescriptionLen]
ALG_ID algCrypt

DWORD dwCryptAlgLen

BYTE pSalt[dwSaltLen]

BYTE pHmac[dwHmacKeyLen]
ALG_ID algHash

DWORD dwHashAlgLen

BYTE pHmac2[dwHmac2KeyLen]

BYTE pData[dwDatalen]
BYTE pSign[dwSignLen] V

Puc 3. HegokymeHTMpoBaHHas CTpyKTypa ABOUYHOro o6bekTta DPAPI.

4 Mactep Knwoum DPAPI
4.1  Yro takoe Mactep Kntou DPAPI

MacTep Koy nonb3oBatesnist — 3T0 ABOWYHbIA ¢oaiis, cofepXallinii 3angipoBaHHble AaHHble, KOTopble
MCNONb3YyTCA A9 CO3[4aHnsa NepBUYHOIO K/oya WwndgpoBaHmsa BO Bcex obbektax DPAPI. Mockonbky
MacTep Koy wudpyeT KoHdmAeHUMabHbIE faHHble NO/b30BaTeNsA, CaM OH HYXAAaeTcs B Cepbe3HOl
3auimte. B kayecTBe UCXOAHOro mMarepvana a5 3auwutel MacTtep Knoya foruyHo 6bi1 BbiGpaH naposib
nosnb3osarens.
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Master Key header

: Local

Master iKey Encryption Key

CREDHIST Domain
GUID Backup Key

Puc 4. Ctpyktypa MacTtep Knoua

4.2  Crpykrypa Mactep Kntoua

Kak nokasaHo Ha pucyHke 4, dainn ¢ Mactep Knatouom coctout us 5 yacTei:
3aronoBokK 1 cnyxebHasi MHhopmaums

MacTtep Kno4 nonb3osartens

Koy wudypoBaHns nokasibHOM pe3epBHOI Konum

YHuKanbHblii naeHmdmkatop diainna CREDHIST

Pe3epBHaa konua MacTtep Kntoya gomeHa

agrowbdE

B Windows 2000 BmecTo ngeHmdmkatopa CREDHIST, morna xpaHutbCa pe3epBHas /I0KaslbHas Konus
MacTep Kntoya. ViImeHHO 310 genano cuctemy DPAPI ypesBblHaliHO ys3BUMOIA. Hanpumep, nporpamma
Windows Password Recovery MOXeT pacluundpoBbiBaTb MacTep Knwou u3 ero sokasibHOl pe3epBHON
Konuwu, ANs 3Toro He TpebyeTcs 3HaHWe Naposs nosb3oBarens.

B 3aronoBke duaiina ¢ Mactep Kntouom HaxoguTcst cnegytolan uHdopmauus (npuBeaeH cuHtakcuc C+
+, HKEe AaHo onMcaHne Kaxkaoro noss):
typedef struct _tagMasterKey
{
DWORD dwVersion;
DWORD dwResenedi;
DWORD dwResened?2;
WCHAR szGuid[0x24];
DWORD dwUnused1;
DWORD dwUnused2;
DWORD dwPolicy;
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DWORD dwUserKeySize;
DWORD dwLocalEncKeySize;
DWORD dwLocalKeySize;
DWORD dwDomainKeySize;

} MASTERKEY, *PMASTERKEY;

DWORD dwVersion - Bepcus guainna ¢ MacTtep KnrouoMm, ncnosnblyemast 4151 NPOBEPKU
coBmecTumoc. B Windows 2000 3Ha4eHue 3Toro nosist 6110 pasHo 1, Ans
OCTa/IbHbIX OnepaLnoHHbIX cUcTem — 2.

WCHAR szGuid[0x24] - CTPOKOBOE 3HayeHue ¢ YHVKa/IbHbIM naeHtdmkatopom Mactep Knwoua,
06bIMHO coBNagawLWwum ¢ nveHeM draiina. J/lto6oi 06bekT DPAPI XpaHuT 3TOT
naeHmdmkaTop, NpyYBSA3bIBAIOLLUIA €r0 K ONpeAesieHHOMY (M TO/IbKO OfHOMY)
MacTep Knouy.

DWORD dwPolicy - nosie ¢ pasimMyHbIMK chnaramu. Hanpumep, ecnm ycTtaHoB/EH 6UT 3 B 3TOM
none, 10 ANA co3gaHunsa Knoya paclumdposku Mactep Knoua (13 napons
nonb3osatens) yaet npumeHeH anropum™ SHAL. B Windows 2000 aToT chiar
Bcerga cbpouwleH, T.e. ucnonbayetcsa NTLM xaLu.

DWORD dwUserKeySize - cogepxuT pasmep MacTep Kntoya nonb3oBatens

DWORD - pasmep Kova WndypoBaHns pe3epBHbIX Konuii

dwLocalEncKeySize

DWORD dwLocalKeySize - pasmep /loka/lbHOro pe3epBHoro knoda wm nona ¢ CREDHIST GUID

DWORD - pe3epBHas konnsa MacTtep Knoua gomeHa

dwDomainKeySize

Mocne 3arosioBka nocnefoBatenbHo MayT 4 cnota ¢ MacTep Kntouamu. Kaxablid €10T cCoaepXuT CBOW
COGCTBEHHBIN 3aro/I0BOK U HEMOCPEACTBEHHO CaM K/IHou.

CTpyKTypa 3arosioBka obuas s scex cnotos. A9 sepcun 1 (Windows 2000) oHa BbIrSauTt
cnenyoLL M 06pasom:

typedef struct _tagMasterKeylBase
{
DWORD dwVersion;
BYTE pSalt[0x10];
BYTE pKey[];
} MASTERKEY1BASE, *PMASTERKEY 1BASE;

B ocTasibHbIX Bepcusix OC, CTpyKTypa [40Mo/IHeHa HOBbIMY MOSISIMU:

typedef struct _tagMasterKey2Base
{
DWORD dwVersion;
BYTE pSalt[0x10];
DWORD dwPBKDF2lterationCount;
ALG_ID HMACAIgId;
ALG_ID CryptAlgld;
BYTE pKey[];
} MASTERKEY2BASE, *PMASTERKEY2BASE;

typedef struct _tagMasterKey3Base
{
DWORD dwVersion;
GUID guidCredhist;
} MASTERKEY3BASE, *PMASTERKEY3BASE;
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OnwncaHue noseii 3arosloBka C/10TOB;

DWORD dwVersion Bepcus crota

BYTE pSalt[0x10] CO/lb, T.€. HAbop CnyyaliHbIX AaHHbIX ANs YHUdmKaumm MacTep Knoua m
UCK/TOYEHMS1 BO3MOXXHO ataky No pagyXHbIM Tabimuam

DWORD CUETUMK uTepauuii B aroputMe reHepaumm kntoda PBKDF2

dwPBKDF2IterationCount

ALG_ID HMACAIgld a/ToOpUTM MPOBEPKN LENOCTHOCTU AaHHbIX

ALG_ID CryptAlgld naeHmdmkaTop aaroputma WwudposaHmsa cnota

BYTE pKey[] 3awmdppoBaHHbIn MacTep Koy nan gaHHble criota

GUID guidCredhist YHUKasIbHbIA aeHTMdmKaTop daiina ¢ uctopmeid naposeit

B Tabsmue 2 nokasaHbl UCMOb3yEMbIE MO YMOHaHWI0 anroputMbl WndipoBaHust MacTep Kntoueid gns
pasHbIX ONepaLMoHHbIX CUCTEM, a TakXe aHa/IM3 3all 1L, eHHOCTU OT NOTEHLMasTbHOW aTtakm MeTog,0M
rpy6oii cunbl.

S i

Windows 2000 SHA1 95000
Windows XP 3DES SHA1 4000 76
Windows Vista 3DES SHA1 24000 12
Windows 7 AES256 SHA512 5600 10
Windows 10 AES256 SHA512 8000 <10

Tabnvua 2. Anroputmbl wndpoBaHus Mactep Kntoua

4.3  Tpouecc co3gaHns HoBoro Mactep Kntoua
|

PaccMoTpumM noapo6Hee NpoLecc co3gaHus U lndypoBaHns HoBoro MacTep Knoua nosnb3oBatesisi:

e CHavana BbI3biBaeTca APl dyHkums RtlGenRandom, BosBpauwiawuwasds 64 nceBao-cayyaiiHo
CreHepupoBaHHbIX 6aliT. 3TO M eCTb UCXOAHbI MaTepuan MacTep Knoua, ¢ MOMOLL b0 KOTOPOro 6yayT
Lwundpposatbca 06beKTLI DPAPI.

e VlcxoaHsblii maTepuan MacTep Knioya HeobxoanMo 3alUutitb. [ 3Toro NpoucxXoauT  WindipoBaHue ¢
MCnosb30BaHWeM Mapons Ha BXOZ Nonb3oBaTens, onucatens 6e3onacHoc (SID) n ewe 16 6Gaiit
CyyaiiHbIX AaHHbIX (T.H. «Cofb»). Npouecc wudypoBaHma MacTtep Kroua cocTouT M3 ABYX 3TaroB:
CHa4dana ¢ nomoubio yHkumm PBKDF2 (kpunTorpagmyeckoro ctaHgaprta, onnucaHHoro B PKCS #5),
u3 napond, SID u comm nosydvaeTca KY. 3artemM 3TOT K/KOY MCMOMb3YeTca AN MOoNyyYeHus
CUMMETPUYHOrO K/toya windyposarHma Mactep Knoua. PasHble Bepcun Windows, 3awuuiaiot Mactep
Kntou no-pasHomy. Ecim B Windows 2000 no ymonyaHuUio NPUMEHSETCS KPUMTOSIOTMYECKWIA anroputv
RC4, 10 B Windows XP 1 Win2K3 — 3DES, a B Windows Vista u Bbie — AES256.

e MacTtep Kniouy npucsamBaeTcsl YHUKasibHoe mma — GUID. Kaxgbii 06bekt DPAPI xpaHutT 3T1oT
YHUKas/IbHbIA MAeHTMdmKaTop, C KOTOPbIM €ro CBA3bIBAlOT Ternsible ApYXeCKMe OTHOLIEHWUs. WHbIMK
cnosamu, GUID MacTep Kntoua saBnseTcst ero «npmBsA3Koin» K 06bekty DPAPI.

e Co3faHHbIli U 3alndypoBaHHbI C NOMOLL LI Napons nosnb3osatens MacTtep Koy BmecTe ¢ ApyrumMu
CNY>eOHbIMW AaHHBLIMU COXpaHseTCs B OTAeSbHbIV halin B nanke Ana xpaHeHus MacTtep Knwoueid
(Master Key Storage Folder). Master Key Storage Folder — 310 cneuypasibHoe MecTo Ha AuUCKe, rhe
XpaHaTcA 1 cknagupytotca Mactep Knoun. Mactep Kmoum nosb3oBatens XpaHATCA B Katasiore %
APPDATA%Microsoft\Protect\%SID%, roe %APPDATAY - katasior Application Data. Hanpumep, C:
\Users\John\AppData\Roaming\Microsoft\Protect\S-1-5-21-2893984454-3019278361-1452863341-
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1003, a %SID% - TeKCTOBbI onucatesib 6e3onacHOCTV Nosb3oBaTess. B NpuBeAeHHOM Bbille Npumepe
3T0 S-1-5-21-2893984454-3019278361-1452863341-1003. MacTtep Knwounm CUCTEMbI XPaHATCA B
katanore %WINDIR%\System32\Microsoft\Protect n wucnonb3aytTca ansa pacwudyposkn DPAPI
06BEKTOB, 3all|MLLLEHHbIX M3-M0A, YYETHOI 3anncK nokasibHoro koMmnetotepa. Bce DPAPI 06beKThl, BO
Bpems  co3faHma  KoTopblx B diyHkumm  CryptProtectData  6bln ycTaHoBrieH — dyiar
CRYPTPROTECT_LOCAL_MACHINE, 3awuu,eHbl Mactep Knoyamu cuctemsl.

e Co3paHuve, WudyposaHve W paclungposka Mactep Ktoua MOXET 3aHATL OYEHb MHOIO BpPeMeHU Mno
MepKam onepauuoHHoin cucTtembl. Hanpumep, B Windows 7 pacwudipoBka Mactep Knoua 3aHumaeT
6onee 0,1 cekyHabl Ha coBpeMeHHOM [MK. OpgHako BHyTpM DPAPI cyuiecTByeT KallupoBaHue.
OpHaxabl paclwmndpoBaHHblii, MacTep Koy nomellaeTcsl B K3LW Tak, YTO MOC/eAYHLW WA AOCTyn K
Hemy He TpebyeT MOBTOPHON pacLundipPOBKM.

4.4 PereHepauunsa Mactep Kntoueit
|

Ecnm Bbl oTKpoeTe Master Key Storage Folder y cebs Ha gucke, npefBapuTenlbHO paspelunB cucteme
rnokas cnpaTaHHbIX Nanok 1 dgalinos (dainbl ¢ MacTtep Kovom umetoT atpmbyT CKpbIThiid), TO HaBepHsSKa
yBUANUTE HECKOMbKO dalinos ¢ MacTep Knouamu. Moyemy Heckonbko? A notomy uto DPAPI B uensix
6e30MacHOCTU NPUHYAUTENLHO CO34aeT HOBbIi MacTep Knou npumepHo kaxable 90 AHei, nostomy
nobas yyetHaa 3anucb Nonb3oBaTesis UMEET, Kak MnpaBunio, Heckonbko MacTtep Knoueid, Konnmyectso
KOTOPbIX 3aBUCUT OT AaTbl CO34aHus Npodmns nosb3oBarens.

Mepuog pereHepaunm MacTtep Krtoya XXecTko nponucaH B cucteme. lNogpasymeBaeTcs, YTO ero Hesb3s
n3MeHunTb. OfHaKo ecTb 04HO «Ho»... B katasiore ¢ MacTtep Knoyamn Haxoautca 18 6ainToBblil daiin ¢
umeHem Preferred, cogepxatymin nMa nocnegHero cosgaHHoro cucteMoin Mactep Knoua, a takke gaty
€ro cosfaHus.

CTpyKTypa thaiina Preferred
typedef struct _tagPreferredMasterKey
{
GUID guidMasterKey;
FILETIME ftCreated,
} PREFERREDMASTERKEY, *PPREFERREDMASTERKEY;

Kaxablii pas, npu Bbi3oBe ogHOWN 13 diyHKumii DPAPI, cuctema nposepsieT gaTy co3gaHusi nocrefHero
MacTep Kntoua B Preferred n, ecnm npowso 6onee 90 gHelr, co3gaet HoBblii MacTtep Kntou, o6HOBASA
npu atom un Preferred. PereHepauuein MacTtep Knoueli MOXHO ynpasnate NpUHyAuTeNnsHO. [na 3Toro
BbI3oBUTE dyHKUMO CryptProtectData ¢ yctaHoBneHHbiM dyiarom CRYPTPROTECT _CRED_SYNC.
Cuctema BbINOMHUT NepeLlndpoBky Bcex MacTtep Kroueil m O6HOBUT uMX Ha gucke. OBbIYHO 3Ta
onepauus BbINOMHAETCA NOC/e CMeHbl Napons nonb3osatend. [na npefoTBpalleHns HeobssaTelbHOro
06HoBNeHus MacTep Kntoueii B Windows 7 6bin1 BBEAEH MEXaHU3M CUHXPOoHU3auun Mactep Knwoueii, o
KOTOpOM ByeT cka3aHo HuxXe.

[JaHHble B dpavine Preferred Huuem He 3aluleHbl, NO3TOMY, BPYYHYH W3MEHWB MOCNELHION Aaty
co3gaHna MacTtep Knwo4ya, MOXHO CaMOCTOATE/IbHO YNpas/iATb MPOLECCOM pereHepauuun. Hanpumep,
6eCKOHEYHO MpoANUTL XU3Hb nocrefHemy MacTep Knwouy unm co3gats /io60e KOMYeCTBO HOBbIX
MacTtep Knwoueii. W ecnm npogneHve XusHu MacTtep Knouy He f[daeT HUKakux npuBUAErui
NnoTeHUWaslbHOMY 3/10YMbILLIEHHWKY, TO B MOc/egHeM cny4vae, 6onblioe konmiectBo MacTtep Knoueit ¢
nocneayoLl el cMeHoli naposis MOXET BBECTU CUCTEMY B A0/IMMIA CTyNop, NOCKOMbKY NPy CMeHe napons
nonb3oBaTtens, Bce MacTep Knoun nogsepratotcs obs3aTeNbHON nepeLlngipoBke.
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Tenepb NPUYKUHbTE CaMOCTOATE/IbHO, CKOMIbKO CMOXET 3aHATb BpemMeHn o06paboTka, gonyctmm, 1000
MacTtep Kntouein B Windows 7, ecrm Ha ognH MacTtep Kntou 3atpaunBaetcst 6onee 0.3 cekyHabl. WTak,
Ha Haw B3rnag, npouecc pereHepaumu MacTtep Krioueli TpebyeT Hebonblioin gopabotku. B vpeane,
[OCTAaTOYHO KOHTPONS LESIOCTHOCTU AaHHbIX, OTCYTCTBME KOTOPOrO ABASIETCA efBa /i e4VHCTBEHHOM
60/bOoNA ysi3BMMOCTbH0 DPAPI, ga u ysi3BUMOCTbIO 3TO BPSiA /M MOXHO Ha3Batb. B uenom, Bcs
cuctema DPAPI oueHb xopowo cbanaHcMpoBaHa 1 npoaymaHa.

4.5 PesepsupoBaHne MacTtep Knitouyein BocCTaHOB/IEHME UX U3

pe3epBHbIX KOMWIA
|

Pe3epBupoBaHue MacTtep Kntoyeit Ha MK, aBnisaiowmxca uieHamm gomMmeHa

B cnyuae, korga KOMMbiOTep SABASETCA UY/IEHOM [AOMeHa, diain ¢ MacTtep Koyom XpaHWUT pe3epBHYHo
konuio MacTep Knwua nonb3osatenda. pu co3pgaHum Mactep Knoya, DPAPI omnpasngeTt 3anpoc
KOHTPO/I1IEPY AOMEHA, B KOTOPOM HaxoAWTCs napa NpuBaTHbI/My6nYHbIA KoYein winudpoBaHua RSA.
MacTep Koy wndipyeTcs nyo6/nMyYHbIM KI0HOM JOMEHa U COXpaHseTCsa B BUAE pe3epBHON KONuu B TOM
Xe doaline, yto n MacTep Knou nonb3osatens. Ecnv Bo Bpemsi paclungypoBKU OCHOBHOW konun MacTep
Kntoua npomsowna ownbka, DPAPI BbiCbinaeT pe3epBHYI0 KOMUIO KOHTPOJIIEPY AOoMeHa. KoHTponnep
[OMeHa pacliugpoBbIBaeT ee C MOMOLb CBOEro npueatHoro RSA «kwouya W omnpasnset
pacLmdpoBaHHbIn MacTtep Knou obpaTHo.

Pe3epBupoBaHue MacTtep Knitouyen Ha aBTOHOMHbIX MK nog pykoBOoACTBOM

Windows XP - Windows 7

Korga peyb naeT 06 aBTOHOMHbIX KOMMblOTEPaX AOMaLLHMX nosnb3oBateneil, DPAPI 3ageicTByeT gpyroii
MEeXaHu3M BOCCTAHOB/IEHUS Ha OCHOBE AMCKeTbl cOpoca naponei. Aucketa cbpoca napossi, KOTopyto
nosib3oBatesib MOXET co3faTb B 060/ MOMEHT U3 NaHe/M ynpasfieHusl, MO3BOJISET BOCCTAHOBUTb
3abblmbii MM Maposb. KrouyeBoe C/I0BO B MpeAbiaylieM MpensiokeHun — MOXeT. 3abota o
BOCCTaHOB/IEHWN [aHHbIX LE/IMKOM JIEXUT Ha Mnievax nosb3osarens.

A uyTO ByneT, ec/m nonb3oBateslb CMEHW Naposib Mnocsie Toro, Kak 6blna cosfjaHa Aucketa cbpoca
napona? Bce 6yaeT HopMmasibHO. MNpouecc 04HOBPEMEHHO NPOAYMaH M MPOCT, Kak JepeBEeHCKUIA Ko3eT.
Mpy co3paHnm AncKeTbl cbpoca naposs, cucteMa cosgaet napy U3 nyonmyHoro n 2048 6UT NpyMBaTHOrO
Knoyva WwindpoBaHmsa RSA. TekyLnil naposib Nosb3oBarens WwudpyeTcs Npu NOMOLLLM Ny6MYHOTO K/o4va
N coxpaHsieTcs B knode peectpe nonb3osarenis HKEY _LOCAL_MACHINE\SECURITY\Recove ry\%SID
% (B Windows XP — Windows Vista), /im6o B kntove peectpa HKEY_LOCAL_MACHINE\C80EDS86A-
0D28-40dc-B379-BB594E14EALIB (Windows 7). B no6om criydae, AOCTYN K 3TMM K/lo4am 3anpeLyeH
BCEM MNO/b30BATENAM CUCTEMbI, BK/OYAs ALMVHACTPATOPOB. A MpuBaTHbIA K/IOY, KOTOpPbIA TpebyeTcs
npu pacLundipoBKe Napons, 3anicbiBaeTcs Ha AncKeTy. Takum obpasom, ecsm nocsie co3faHus AUCKETbI
cbpoca naposns, nosb3oBarte/lb CMEHWI Naposib, €ro HOBbI Maposb WwudpyeTcsa ny6MYHbIM K/IKOHOM
RSA 1 coxpaHsieTcsl B peecTpe BMeCTO cTaporo. MockosbKy ny6nmuHbii RSA ko4 COOTBETCTBYET
npMBaTHOMY KUY, XpaHUMOMY Ha AMCKeTe, TO C NOMOLL b NMPUBATHOMO K/oYa MOXHO BOCCTAHOBUTL U
BHOBb CO3[aHHblil, XpaHsLWiACA B peecTpe naposb. B ogHOA M3 nocnegHvWx Bepcuid nporpaMma
Windows Password Recovery MoxeT paclindypoBbiBatb Naposb Mosib30oBartens npy Hamyunui UCKeTbl
cbpoca napons.

Pe3epBunpoBaHue MacTtep Knitouyeih Ha aBTOHOMHbIX K nopg pykoBOACTBOM
Windows 2000
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Ho cuctema cbpoca naposnsi nosisunacb T1osbko B Windows XP. A o 3Toro? [eicTBuTesIbHO, HECMOTPS
Ha 10, 4to B OC Windows 2000 He 6b1110 ANCKETbI copoca naposs, Ha aBTOHOMHbLIX KOMMbloTEPaxX Takxke
OCYLLLeCTB/IASIOCL pe3epBHOE XpaHeHne MacTep Krwoua nonb3osatens. lpy 3ToM U cam KoY
WndpoBaHMsa U pesepBHast konuss MacTtep Knua xpaHWmMcb B OAHOM ¢uaisie ¢ OCHOBHbIM MacTep
Kntoyom (CMOTpuTe pUCYHOK 5). 3TO 3HAUUT, YTO Mt06bIe faHHble, 3alndpoBaHHble npu nomown DPAPI,
MOTM ObITb pacLUmdPOBaHbl NOTEHUNAbHBIM 310y MbILLIeHHUKOM BE3 3HaHua napons nosb3oBartens
(npn ycnoBun dmsnyeckoro gocTtyna Kk cucteMe). UTo MOXHO ckasaTb O nepBoii peasmsauym DPAPI B
Windows 20007? “INoHATL 1 NPOCTUTL”.

Master Key header

ser Local

IViaster [Key Encryption Key

Local Domain

Backup Key Backup Key

Puc 5. CtpykTypa thainna c Mactep Kntouom Ha OC Window's 2000.

KomnaHua Microsoft HacToaTensHo pekomeHgyeT o6HoBuTb Windows 2000 po 6onee akTyasibHOl
Bepcun. OfHaKo He cnewwmTe genatb 3T0. Mbl pacckaxem Bam, Kak MakCUMasibHO o6e3onacuTb CTapyto
[o6pyto Win2K oT noTeHuuasibHOro KOMMPOMETUPOBaHWS CUCTEMbI. [ 3TOro pacCMOTpUM airopuTM
co3faHuns NoKaslbHOW pe3epBHO konun MacTtep Knoua. ®aiin ¢ Mactep Knouom B Win2K ycioBHO
cocTouT 13 5 vacTeii (puc. 5):

3arosioBoK 1 cnyxebHas Hdopmaums

MacTep Knioy nonb3oBarens

Koy WwndpoBaHns NokasibHOV pe3epBHO Konun

IlokanbHas pesepBHas konua MacTep Knoua

PesepsHas konua MacTep Kntoya gomeHa

S

BoccTtaHoBNeHVWE foKaslbHOV pe3epBHOM konum MacTep Knya nonb3oBartens HaunHaeTcs  C
[EeKoaVpOoBaHMs K/loyva LWnpoBaHWs OKasbHOM pe3epBHO Konuu. B pacliundpoBke MCnonb3yeTcs
naposib YYeTHOl 3anncy SIoKasIbHOro KOMMbloTepa (4a, A4a, eCTb U Takas), KOTopblii XxpaHutcs B LSA
cekpete ¢ umeHem DPAPI_SYSTEM. [llocne TOro, Kak MOMyYeH KoY LWNpoBaHNS OKasIbHOM
pe3epBHOI Konuu, UM pacLunpoBLIBaETCA fIoKaslbHast pe3epBHas konuss MacTep Knoua. Bce npocTo,
Kak 1-2-3.
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C aT0li ToukM 3peHus, cuctema Win2K 6onee ppyxeno6Ha nonb30BaTesito, MOCKOSbKY €Cin faxe
naposib nonb3oBatesnsa byaeTt NnpuHyauTenbsHo ctept, DPAPI Bcerga cmoxeT BoccTaHOBUTL MacTep Krtou
U3 JIOKaUTbHOM pe3epBHOW Konuu. Kakum nyTem pJoctiraeTcs Takas [ApYyXeslobHOCTb, OObSACHATb,
HaBepHoe, He Hafo: /6ol Nonb3oBaTesib, UMEKLW WA AOCTYN K He-goMeHHoMY MK nof pykoBOACTBOM
OC Windows 2000, cMOXeT Jierko pacwudposats 3awundposaHHble DPAPI  gaHHble Apyroro
nosnb3oBaTens 6e3 3HaHWA TeKCTOBOro Napons 1 faxe 6e3 3HaHUA X3uwa napons!

YT06bI YACTUYHO BOCNPENSATCTBOBATL TAKOMY 6€306pasuio, HYXHO M3MEHUTb PeXuM oy HKLUMOHMPOBaHUSA
SYSKEY. 3anyctute ymmty SYSKEY (HaxmuTte ogHoBpemeHHOo knasuwn WIN + R, BBegute
syskey.exe n HaxmuTe OK), cMeHuB MecTo xpaHeHns SYSKEY. Torga gns 1oro, 4To6bl paclimdgpoBaTb
LSA cekpet DPAPI_SYSTEM, noTeHUnaslbHOMY 3/10yMbILWL/IEHHUKY Heobxoaumo OyaeT 3Hatb mMbo
naponb SYSKEY (SYSKEY bootup password), mm6o umetb guckety 3arpy3km SYSKEY (SYSKEY
startup disk).

Victopus naponeit DPAPI

5.1 Wctopwus naponeii DPAPI
|

KoppektHoe dyHkumoHupoBaHne DPAPI nogpasymeBaeT XpaHeHMe BCex npeabiayuinx naponel
nonb3oBatesns. Bce npegbiaylu e napoam XxpaHaTcs B BUAeE Xaleli B cneunansHOM haiine-KoHTelHepe,
KoTopblil HasbiBaeTcss CREDHIST v Haxogutcs B katanore %APPDATA%\Microsoft\Protect.

5.2  Crpykrtypa CREDHIST

Ecnm ¢aiin uctopuy naponeii npeactaBuTs B BMAE LENW, TO KaxkAblidA CMOT € X3lem naposns
npencTaBnsieT coboii 04HO 3BEHO 3TOW LNV CO CrieaytoLL el ABONYHON CTPYKTYPOIA:

typedef struct _tagCREDENTIAL_HISTORY
{
DWORD dwVersion;
GUID guidLink;
DWORD dwNextLinkSize;
DWORD dwCredLinkType;
ALG_ID algHash;
DWORD dwPbkdf2lterationCount;
DWORD dwsSidSize;
ALG_ID algCrypt;
DWORD dwShaHashSize;
DWORD dwNtHashSize;
BYTE pSalt[0x10];
} CREDENTIAL_HISTORY, *PCREDENTIAL_HISTORY;

OnucaHne nosnein CTPyKTypbl.
DWORD dwVersion BEpPCKS TeKyLL,ero 3BeHa LIENoYK/ UCTOpUM naponei
GUID guidLink YHUKa/IbHbIA MAeHTMdMKATOp 3BEHA
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DWORD pasmep criegyloLero 3seHa

dwNextLinkSize

DWORD TN Naposisi, KOTOPbIA MCNOJb3YEeTCs B pacluMdpOBKe TeKyLl ero 3BeHa
dwCredLinkType

ALG_ID algHash naeHmgmkaTop asiIropytMa XawunpoBaHmsa B qiyHkumMn PBKDF2
DWORD Ko/imuyecTBo ntepaumin B PBKDF2

dwPbkdf2lterationCount

DWORD dwsSidSize pasmep ngeHmMdumkatopa 6e3onacHOCTM Bnagensua

ALG_ID algCrypt NCMNO/b3YEMbIA a/TTOPUTM LLINAIPOBAHMS AaHHbIX

DWORD pa3smep SHAL xawa

dwShaHashSize

DWORD dwNtHashSizepasmep NTLM xawa

BYTE pSalt[0x10] C/lyyaiiHblii Habop AaHHbIX, NCNOMb3YEeMbIA NpY LWNGPOBaHNM
BYTE pSid[] SID Bnagenbua

BYTE pShaHash[] SHA hash

BYTE pNtHash[] NTLM hash

Ha pvcyHke 6 cxemaTnyHO npeacTaB/ieHa CTPYKTypa XpaHeHus xawel nctopum B CREDHIST.

Last password

Password chain 3

ZaN

Password chain 2

AN

First password

Puc 6. CtpykTypa chaitna CREDHIST
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5.3 WwndposaHne CREDHIST

CrnoTbl C X3Wamy No/b30BaTessl XPaHSTCA nocsiefoBatesibHO, APYyr 3a APYroM. Kaxablid X3l naposs
3allMgiPoBaH NpeabiayLLMM X3LleM, a NepBbili X3l — TeKyL UM NaposiemM nosib3oBatess. Moatomy, Ans
pacLungPOBKM BCEIA LENOUKM HEOGXOAMMO 3HATL TEKYLL UM Naposib Nosb30BaTens (PUCYHOK 7).

Last password

H/\,;-j} First password

user

passuor® sate
//,J CREDHIST footer

Puc 7. Cxema paclumdpoBKu xawen nctopum naponeii DPAPI

Ecim npu pacwudposke MacTtep Knwua naponem nonb3oBatens npovsolwia owubka, DPAPI npu
NMoMoLLLM TeKyllero napons pacwundpoBbiBaeT nepsbiii xaw B CREDHIST u pgenaet nonbitKy
pacwundypoBats UM MacTtep Kntou. Ecrm Mactep Knou cHoBa He nogfancsi, NMepBblii X3W WUCTOpUK
CREDHIST paclundypoBbIBaeT BTOPOIA X3Ll, U onepauyvsi NoBTopsieTcs.

PasHble onepauMoHHble CUCTEMbI MO YMOSHAHMIO MCMO/b3YOT pas3/MyHble MapameTpbl U airopuTMbl
LLIMGIPOBAHMST UCTOPUK Maposieil. CMoTpuTe Tabnnly BHW3Y. B LEIOM, a/ifoput™ LWNGPOBaHNA NOXO0X Ha
TOT, KOTOPbI UCMOMb3yeTcs Npu 3awuTe MacTtep Knoueil.

R = < il

Windows XP 3DES SHA1 4000

Windows Vista 3DES SHAl 24000 12
Windows 7 AES256 SHA512 5600 10
Windows 10 AES256 SHA512 8000 <10
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Ta6nuua 3. ATTopUTMbI LUIMGIPOBAHNSA UCTOPUN Napoeli B pa3inuHbix OC

5.4  Hepoctatku CREDHIST

B CREDHIST xpaHaTcsa BCce npeablayline X3y naponen, gaxke ecinm 3T naponm 6biin OfMHaKoBbIE.
UuncTo TeopeTMyecKkn He UCKUYeHa cuTyauus, Korga nosb3oBare/l MOr 3a4ath naposib, KOTOpbIi yxe
6bln paHee (Ha3oBeM ero ay6nukar). Torga gss Toro, YTobbl BbIMUCNTL TEKYLL WA Naposb, 40CTaTOMHO
y3HaTb OAWH W3 Maponeil NCTopuW, KOTOpbIA Obll 3af4aH B NPOMEXYTKE MeXAy TeKyW VM naposem u
Ay6nmKaTom.

MoaTomy, uenecoobpasHee ncnonb3osate DPAPI ¢ nonntukoli 6esonacHoc™ Windows, 3anpelyatow e
BBeAEeHVe MOBTOPHLIX Maponei, nnbo ycoseplueHcTBoBaTL cuctemy DPAPI Takum 06pa3om, 4TOObl
WCK/I0UNTb BO3MOXHOCTbL XpaHeHuss ay6nmkatos B CREDHIST.

DPAPI n cmeHa napons

6.1 CwmeHa napons nonb3osarens u DPAPI
|

CmeHy naponst B Windows yCMOBHO MOXHO pa3fe/MTb Ha HECKOSIbKO KpUTUYECKMX 3TanoB. BHauane
NpouCXoAWUT MPOBepKa Ba/MAHOCTA CTaporo napossl, NpoBepka HOBOrO Ha COOTBETCTBME MNOMTUKM
6e30MacHOCTV U dwm3nyeckoe n3meHeHne napons B 6asax SAM wam NTDS.DIT. Ha BTopom 3Tane, ecnv
BCE NPOLWJIO YAa4yHO, NPOUCXOAWUT OOGHOBMIEHWE BHYTPEHHEro K3lla naponeii. 3ateM oTpabarbiBaeT
npoueaypa cmeHbl napons B DPAPI. U, HakoHel, OGHOBMSETCA OGMOMETPUYECKMA Maposib TeKyLero
none3osatens (Windows 7 1 BbiLLE).

Cuctema DPAPI poctatoyHo ymHa, 4ToObl 06pabartbiBaTb pas/MyHble CLeHapuu WU3MEHEHUs naposns

nosne3osatens. PaccMoTtpum, 4To npoucxoaut npu 3tom B DPAPI. BOT TMNMYHbIE CLieHapui:

e O6blMHOE M3MEHEHWE Naposis Mofb30BaTeNs C ykasaHMeM CTaporo naposs (aBToHOMHble K nopg
pykosogctsom Windows XP - Windows 7)

e COpoC wm nepesanucbiBaHWe Napons, Hanpumep, agMUHACTPaTopoM, 6e3 ykasaHus CcTaporo
(aBToHOMHbIe MK nog, pykosogcteoM Windows XP - Windows 7)

e C6poc napons nonb3oBatess gomeHa (Windows 2000-2008)

e C6poc napons nosnb3oBatens asToHomHoro MK B Windows 2000

6.2  OO6blyHasA cMeHa napons
|

Mormmka GesonacHoc Windows nogpasyMeBaeT perysisipHylo CMeHy naposisi nosib3oBatens, npu
KoTopoii DPAPI gomkHa obGecrneyvBaTb MNOSb30BATENO TOT XE YPOBEHb [A0CTyna K MepCOHa/IbHbIM,
3allMgIPOBAHHBIM AaHHbIM, KaK 1 A0 CMEeHbI Naposisi.

370 focTiraeTcs NyTem TpPexaTarnHoi CUHXpPOoHM3auun Bcex MacTtep Krtoueid nosib3oBatesnsi, Ha NepBoM
3Tane KoTopoii Bce MacTtep Kroun nogeeprarotcsi paclumdipoBke CTapbiM MaposieM nosib3oBatesisl, Ha
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BTOPOM BCE€ KJ/1l04Mn I'IepeLUI/I(*DOBbIBaIOTCH HOBbIM TMMaposieM C COXpaHeHMeM Ha AUCK W, HaKOHel,
OCYyULEeCTBNAETCA UX PE3EPBHOE KONMMpoBaHne, ec/n yCTaHOB/IEHA COOTBETCTBYHOLL ada OMNunA.

MepewwndipoBka Bcex MacTtep Knouein MoXeT 3aHATb 04€Hb MHOFO BPEMEHM, NO3TOMY OHa BbINO/HAETCSA
B OTAEe/IbHOM MoToke BHyTpM LSA. B Windows 7 6bln Takke [go6aBfieH WHTEPECHbIi MeXaHW3M
cuHxpoHu3auum MacTtep Kntoueit: DPAPI xawuvpyeT Bce Mactep Knoum B npodwmne nonb3oBatesnisi U
3an1cbIBaeT NoJlyYeHHbIli B pesy/ibTate 3Toro npouecca xaw B ¢aiin SYNCHIST. B cnepyouinin pas,
4yTOObI OMpesennTs, 6blIM M NPOM3BEEHDI K./1. n3MeHeHnss, DPAPI cHoBa xaliunpyeT BCo nadyky MacTep
Kntoyeil 1 cpaBHMBaET MOJIlyYEHHbI X3W € Tem, 4To xpaHutcsa B SYNCHIST, npepotBpalw,as Takum
06pa3oM HEHYXXHYHO 1 BpeMs3aTpaTHyto orepauyio NOBTOPHON nepeLlndpoBKi.

MpeaBoOCXULW,aeT onepaumio CUHXpPoHU3aumn MacTtep Kntoudeli o6HoBneHve duaiina CREDHIST. Crapeblii
X3W Maposis Nosb30BaTesns WHGPYEeTCH HOBbIM M MOMELLaeTCcs B Ha4Yaslo LEenoyvyku UCTOpPUM X3LeR B
CREDHIST. Ecim nctopusi naposieil nycTasl, To Co3AaeTcsl NepBOe 3BEHO B LEENUN X3LLEN.

B dmHane, 06HOB/SeTCS Naposib AMCKeTbl copoca, OHa 6bila co3daHa paHee. [ 3Toro cuctema wu et
B XpaHwmuie ceptidwikaTtoB Ny6/MuHbIi RSA K/tod, WwindpyeT MM HOBbI Maposib 1 3anucbiBaeT ero
BMECTO CTaporo B peecTp nosib3oBatesis.

6.3  C6poc napons Ha aBToHOMHbIX MK (Windows XP - Windows 7)
|

370 TOT C/yyaid, Korga, Hanpumep AAMVHUCTPATOP, NPUHYAUTENILHO COpackiBAET Naposib Nosib3oBatesist
WM Naposb 6bi1 CTEPT C NMOMOLLLbHO OAHOV M3 Nporpamm Ana cépoca naponei.

HecMoTpsi Ha TO, 4TO MOSIb30BaTe/lb CMOXET BOWTM B CUCTEMY, BCE AaHHble, 3allndipoBaHHbIE MNpK
nomouwiu DPAPI, 6yayT HefoCTyMHbI (Hanpumep, naponu cem, knun EFS, cepmudmkatsl noytsl v np.),
Be[lb CTapblii Naposb nosnb3oBatesns HenssecTeH U DPAPI He yaacTcs pacwundgypoBats MacTtep Knwou.

BoccTaHOBUTL MOJHOLEHHBI AOCTYN K cucTeme (Mocne npuHyAUTENbHOro cbpoca naposis) MOXHO
TO/MIbKO MPU NOMOLLLM paHee CO34aHHON AuCKeTsl cbpoca napons.

Ecnn nocne npuHyautenisHOro cbpoca napons, onAaTe YCTaHOBWUTL CTapblii naposb, DPAPI BepHeTcs K
CBOEMY WCXOAHOMY COCTOsHMIO U Bce DPAPI 06bekTbl OyAyT AOCTYMHbI CHOBA. 3TO MPOMCXOAUT
6narogaps Tomy, Yto DPAPI npegycmoTputesisHO XpaHnUT Bce konun MacTep Krwoueii, gaxe ecim OHu
He MOryT 6bITb pacLundPOBaHsbI.

6.4  TpnHYyguTenbHbIA COPOC Napons Nonb3osatesns AOMeHa
|

Ecnn DPAPI ncnonb3yetcs B cpefe Active Directory (Windows 2000-2008), MacTtep Knoumn xpaHAaT gBe
cBou Konuu. lMepBas konua 3auliuiieHa TekylwiMM naposieM Mosib3oBartens, a BTopas 3aliudpoBaHa
ny6nmMyHbIM RSA ktovoMm, NprHagnexat,um KOHTposIepy AoMeHa.

Mpy npuHy auTensHOM cbpoce naposns nosnb3osatesnsd, DPAPI He cMoxXeT paclindpoBaTb NepByo KOMUIo
MacTtep Kntoua. Tem He meHee, AocTyn KO Bcem ob6bektam DPAPI 6yfeTr BocCTaHOB/IEH NPV MOMOLL M
BTOPOiA pe3epBHOIi Konun. Mpn 3ToM paboyast cTaHUUs OTnpas/iseT 3andipoBaHHy0 PE3EPBHYIO KOMUIO
MacTep Knouya KOHTpos/iepy AomeHa. KOHTpossiep AOMeHa paclumdpoBbIBAET KOMUIO C MOMOLLbHO
CBOEro npueatHoro RSA k/oya 1M ommpaBiseT paclndpoBaHHbii Mactep Koy obpatHo. Pa6ouast
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CTaHUMs 3aHOBO LWndpyeT MacTep Koy npu NomoLL 1 HOBOro Naposisi nosib3oBatesisl, 06HOB/ISS duaiin ¢
06eMMU KOMUSIMU 1 CUHXPOHU3MPYET OCTa/TbHble doaiisb.

6.5 Copoc napons Ha asToHOMHOM K noa ynpasneHnem Windows
2000

Ha aBTOHOMHbIX KOMMblOTEpax C ycTaHoBsieHHo Win2K, ancketa cbpoca naposs He ucnonb3yetcs. B
guaiine ¢ MacTtep Knouyom Haxogsitca Ase konvu. [MepBas 3awmdpoBaHa npu MOMOLW M Naposs
nonb3oBaTens, a BTopasa € nomolwibio LSA cekpeta DPAPI_SYSTEM, xpaHswieroca B peectpe U
[OCTYMHOrO TOMIbKO CUCTEMHOM YYETHOIR 3anuncu.

Mocne Toro, Kak naposib nonb3oBatens Obln  npuHyauTenibHo cbpoweH, DPAPI He cmoxeTr
paclwundpoBaTb nepsyto konuio MacTtep Kroya, nosaToMy aBToMatMyecku byaeTt paclindposaHa BTopas
Konus. 3aTtem paclumippoBaHHas Konusl 3allul,aeTcsd HOBbIM MaposieM Mosb3oBatesis U COXpaHsAeTcs
obpatHo B (haiin. Bce ocTanbHble MacTep Ktoum Toxxe nogBepraioTcs CMHXPOHU3aLMN.

C TOYKM 3pEeHMs KOHEYHOrO Mo/b30BaTens, Mpouecc AocTyna K KoHdwmaeHuuansHOW nHdopMaumu,
3awmuieHHoli  DPAPI,  nonHOCTbIO  HempepbiBHbIA.  [nA  obecnevyeHWss  OODKHOW  3awuUThl
KOoHQmAaeHunanbHblX  AaHHblx DPAPI Ha aBToHOMHbIX [MK nopg ynpasnenvem Windows 2000,
pekoMeHAyeTCA M3MEeHUTL HacTpoiku SYSKEY TakuMm 06pa3om, 4ToObl Npu 3arpy3ke CUcTeMbl 6bl10
HeobxoAuMO O6bl10 BBECTM Naponb 3arpy3km SYSKEY wam npefoctaButb 3arpy30uHyto  AUCKETY
SYSKEY.

BocctaHoBneHne naponeit DPAPI

7.1  BoccraHoBneHne AaHHbIX U3 06beKToB DPAPI
|

Habop ymwut B nporpamme Windows Password Recowery ans pa6otsl ¢ DPAPI BnepBsble
npenocTaB/seT LWNPOKME BO3MOXHOCTU B BOCCTAHOB/EHUWM Naponieil M faHHbIX, 3alngipoBaHHbIX nNpu
nomown DPAPI, B pexume odaitH, T.e. 6e3 3arpy3ks npodwins nonb3oBatens. Hwke onucaHbl
TUNWYHbIE CLEeHapun paboTbl C MPOrpaMMOoii NpU BOCCTAHOB/IEHNN aHHbIX.

7.2 TNMowuck DPAPI 06bEKTOB Ha ANCKE
|

DPAPI 06bekTsl B Windows MOryT XpaHWTbCS r4e yrogHo: B ABOMYHBIX M TEKCTOBbIX halinax, B 6asax
JaHHbIX, peecTpe, Active Directory u 1.4. Mepes Tem, kak NpUCTynUTL K paclundposke obbekta DPAPI,
€ro HeobX04MMO «BbITalLUTb» U NPUBECTU B HaA/exalw i Bug. [ns 3Toro Ham noHagobutcs ymnuTa
nomcka obbektos DPAPI Ha gucke.
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3anyckaem yTwiiTy 1 BbIGUPaEM MCXOLHbIA KaTasior, B KOTOPOM 6yAeT NpoMCBOANTLCS MOWCK (PUCYHOK
8). fjonyctum, NycTb UCXo4HbIM Katauiorom 6yaet C:\ProgramData\Microsoft\Wlansvc. B Hem HaxogsaTcs
naposv coeauHeHnn 6ecnpoBogHoin cem Windows 7.

Maponm WiFi, 3awwudpoBaHHble DPAPI, XpaHAaTcsi B TeKCTOBOM Buae B xml daiinax, noatomy
yCTaHaB/MBaeM COOTBETCTBYIOLLME ONUUU [/ NOUCKa TEKCTOBbIX 6/1060B, MO yMOMYaHUO 3Ta onuys
BK/lOYeHa. BblbpaB LeneBoii katasior, kyAa OyayT MOMeLLeHbl HalifeHHble diaisibl, CMEeno XMeM
Knasuwy Start.

OOGHapy>XeHHble 06bekTbl DPAPI 6yayT coxpaHeHbl B LE/IEBOM KaTasor Mnof COOTBETCTBYHLL UMUK
umeHamu. Hanpumep, ecsm nporpamma obHapyxuna DPAPI o6bekT B duaiine xxx.xml, oH Oyger
NpUBELEH B ABOWYHLIA BUA, N COXPaHEH B Lie/IEBOM KaTtasore nog umeHeM xxx.xml.001. Ecsm B duaiine
yyy.xml o6HapyXutcs asa 06bekTa, OHM ByAyT 3anucaHbl nog meHamm yyy.xml.002 n yyy.xml.003.

€3 Search DPAPI blobs S

oy

k]

a Fill im the search options to start scanning for DPAPI blobs |

Input directory to search blobs at
E:\ProgramData\MicrosoftiWlansve E@

[#] Search for binary blobs
[7] Search for text ASCII blobs
[¥] Search for text UMICODE blobs

Output folder to save found blobs to

ol @3'

Cvena

m
(1]
(11]
£
(11}
©
[11]

@
=

Statistics
Current file:

Data scanned:
Blobs found:

LS
Puc 8. Mowuck naponenn WiFi.

7.3 TMownck DPAPI 06beKToB B peecTpe 1 Active Directory

Mounck DPAPI 06beKTOB Ha Aucke He npeacTaBnseT ocoboro Tpyga. Ho kak 6biTb, €cnM HeEOBXOAUMO
NpoCKaHWpoBaTbL peecTp TekyLllero nosnb3oBatens unvM 6a3y AaHHbix Active Directory? Beab goctyn K
3TUM dpaiinam 3anpeLleH BceMm, Aaxe agMuHUCTpaTopam.
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3aTpyAHUTENBHO, HO K CHYACTbl0, HE HEBO3MOXHO. B 3TOM Ham MpUroAnTCS UHCTPYMEHT ANS Pe3epPBHOrO
KonmupoBaHvsi peectpa M Active Directory, pa6oTa ¢ KOTOpbIM He MpefcTaB/sieT oco6oro Tpyna Aaxe
HauVHaIOLL UM MOSIb30BaTEISM.

3anycTMB ero, BblGMpaeM Kyda M 4YTO UMEHHO HaM HYXHO 3apes3epBupoBaTb: peecTp wm Active
Directory. Yumte, 06pabotka 6a3bl AaHHbIX Active Directory MOXeT 3aHATb MHOro BpemeHu. Tenepb
MOXHO MepexoanTb K ynTe nomcka DPAPI| 06bEKTOB C yka3zaHWeM NyTU K KaTtasiory, B KOTOPOM Oblin
COoXpaHeHbl peecTp W 6a3a ntds.dit.

7.4  BoccraHoBeHWE naposnei coeAMHEHNN 6eCNPOBOAHON CETH
|

PacliudypoBke naponeli 6ecnpoBoAHON ceTn npesLlecTByeT NOUCK COOTBETCTBYHOLLMX 06bekToB DPAPI
B kaTanore C:\ProgramData\Microsoft\Wlanswvc, onucaHHbii Bbllwe. [lo3ToMy OMNycTMM 34eCb €ro
NMOBTOPHOE OMUCaHue.

3anyckaem ymnuty pacwimdposkn DPAPI 1 ykasbiBaem nyTb K n3BredeHHoMmy obbekty DPAPI. Mapomm
6ecnpoBOAHbLIX COeAUHEHW 3awuweHbl npu nomown dyiara CRYPTPROTECT _LOCAL _MACHINE,
noaTtomMy [ANA WX BOCCTAHOBMEHUA MOTpebyeTcs cucteMHblli Mactep Kmwoy w3 karanora C:
\Windows\System32\Microsoft\Prote ct\S-1-5-18\User.

Haxogmm B HeM HyXHbli Ham daiin ¢ MacTep Knodom. o ymonyaHuio, Auasior OTKpbITUS (iainsios
nokasbIBaeT TOMIbKO MHTepecyowuii Hac daiin. MyTs kK CREDHIST B HaweMm ciyvyae He noHagobutcs,
OCTaB/ISEM 3TO MOJIE MyCTbIM.

Mocne nepexopa K TpeTbemy Llary mactepa MporpaMmbl OTMEYaeMm, 4YTo Maposib Mosib30BaTtesid He
HY>XeH. BMecTo Hero Ham NoHaf065TCcs ABa draiina peectpa: SYSTEM n SECURITY. UTo X, yKka3biBaem
N UX. Y4TuTe, Tekylime ¢aiinbl peectpa Heobxoamumo npegsaputesibHO pa3bnokvposatb (T.€. BbINOHUTD
nX pesepsHoe KonuposaHve). B none ¢ SID nonb3osartesii nporpaMma astoMatmyeckun nogctasnset SID
cuctembl: S-1-5-18. OcTaBnsieM 370 nosie M 3aBeplliaem paclundpoBKY, MOYUUB OPUTrMHASbHBIN
TEKCTOBLIN Naponb 6ecnpoBogHoli cet Windows 7.

MpocTo? Torga naem ganblue.

7.5 BoccraHoeneHue naponsa Facebook, coxpaHeHHOro B Internet

Explorer
|

Tenepb 3agadka nocsiokHee. Monpobyem BOCCTAaHOBWTL Naposib y4eTHol 3anucy Facebook B Internet
Explorer. [1ns a70ro npuaeTcs OCHOBaTe/IbHO MOTaHUeBaTb C Oy6HOM B pykax, a Mocemy 3apaHee
3anacaemcsi TeprneHnem.

Maponu aBTo3anosiHeHust IE XpaHATcA B BeTKe peecTpa
HKEY_CURRENT_USER\Software\Microsoft\internet Explorer\intelliForms\Storage2. 3anyckaem
Regedit n oTkpbiBaem 3Ty BeTKy. Tam Bbl HaBEpHSKA YBMAUTE HECKOMbKO [BOWYHbIX 3anuceidl. Ham
HY>XHa TO/IbKO O Ha 13 HUX ¢ nmeHem F6FFE33B9EF4D7CB8F5A2F41F3222D21E131ED787A.
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Ecm Takoin 3anucu y Bac HeT, NonpobyiiTe co3garts TeCTOBbIV Naposb Ha Facebook: oTkpoiite cTpaHuuy
http://www.facebook.com/ (06s3atensHO ¢ www), BBeAUTe M060o afgpec 3/71EKTPOHHONM NOYThI, TECTOBbIN
naposib N H&OXXMUTE KHOMKY BOMTM (pucyHok 9). Mocne Toro, kak Internet Explorer no6e3Ho npesnoxut
COXpaHUTL HOBbLIM Naposb, cornacutecb. EctecTBeHHO, caiT Facebook BbigacT owmnbky, HO 3TO yxe
HEBaXKHO — Maposib Obls1 COXPaHEH.

L Y W W [E=pEy=>>=)

wow facebook.com P-cX II Ed Welcome to Facebook - Lo, I r & iE

-
% '_')'Il'x'iﬁ)ll hitp:

Email

Facebook helps you connect and share with Sign Up
the people in your life. It's free and always will be. I
= a ] First Mame:
LA g 5N 'y Lk
| ._‘I. ; Your Email:
= . a Re-enter Email:

A=
Puc 8. CospgaHne TectoBoro naposns Facebook

Mepekntountecb 06paTHO Ha regedit n HaxmuTe F5, 4yTOBbI OBHOBWUTL AaHHble. B koue peectpa C
naponamu Internet Explorer [OmKHa NnosiIBUTLCA HoBas 3anmcb c UMeHeM
F6FFE33BO9EF4D7CB8F5A2F41F3222D21E131ED787A. Takoe MWHTepecHOe Ha3BaHWe eCTb He 4TO
nHOe, KaKk SHA X3l Ha3BaHuA caiTa.

OTKpbIB €e, BHYTpU 06HapyxmBaeTcsi 6bekT DPAPI, B KOTOpOM 3alundipoBaH JIOTUH U Naposib K 3ToMy
canty. JaBaiite akcnoptmpyem DPAPI 65106 B TekcToBbIii dhaitn. [Ons atoro otkpoeM cmd 1 BbINOSIHUM
cnefyoLLyo KOMaHay:

REG QUERY "HKCU\Software\Microsoft\Internet ExplorenintelliForms\Storage2" v
F6FFE33B9EFAD7CB8F5A2F41F3222D21E131ED787A > c:\test\fb.txt

KaBblukn obsizatenibHbl! Haw naponb 6yaet coxpaHeH B ASCIl Buge B katanor c:\test, MoxeTe 3agatb
no6oit apyroii, He CyTb BaxkKHO. Tenepb, BCe, YTO HaM OCTa/1I0Cb, 3TO BblTawnte M3 ASCIl davina fb.txt
MHTEpecyemblii Hac ABONYHbI 06bekT DPAPI.

3anyckaem yTuamTy MOWCKa, yKasbiBaeM UCXOAHbIA Katasior c:\test, ycTaHaB/MBaeM ONuMIO Movcka B
TEKCTOBbIX (paifiax 1 nosyyaem Ha Bbixoge ABou4HbIA dualin fb.txt.001. Hy HakoHel, MOXHO NpUCTYnnTb
HenocpefCTBEHHO K BOCCTAHOB/IEHMIO MapO/isi.

OTKpblBaEM COOTBETCTBYIOLLYIO yTmuTy U 3agaem nyTb K fb.txt.001. Ha BTOpomM wWware ykasblBaem
MacTep Paiin, KoTopbiM 6bi1 3awngpoBaH 3TOT 06bEKT. Bce MacTep Knouu nonb3oBatenisi XpaHATCS B
katanore %AppData%\Roaming\Microsoft\Protect\%SID%. Ha oguH ypoBeHb Bbllle CcTpagaeT oT
cBoero oguHoyecTtBa aiin CREDHIST. OH Ham ToXe MOXeT NpUrognTLCA.
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Camoe wWHTepecHOe HauvHaeTcs MNpu nepexofe K TpeTbeMy Liary macTtepa nporpammebl. [ns
pacwundpoBkn napons Facebook, Ham Heo6XxoAMMO KOPPEKTHO BbICTaBWUTL Tpu napameTtpa: SID
nosib3oBaTenis, €ro naposib Ha BXo4 W ceKpeT, KoTtopbiMm 6bin 3awundpoBaH DPAPI 06bekt. SID
nonb3oBaTens nporpamma oOObIMHO M3BMeKaeT cama u3 nym K MacTtep Knwoudy. Ecim aToro He
Mpo130LLJI0, BaM NpuaeTcs A06biTb 3TOT NapaMeTp caMocTosTeslbHO (Hanpumep, nyTem aHasm3a daiina
CREDHIST). C naposiem Ha BX0f Nosib3oBaTenisi TOKe BCe NOHATHO. A Kak ObITb C CEKpEeToM?

B kauecTBe cekpeTa, npu wudpoBaHuy napons, Internet Explorer ncnonb3yeT MMSA CTpaHuubl, Ha
KOTOpOii OH 6bl1 BBeAeH. CTpaHuua Ao/mMKHA ObITb B HWKHEM perucipe, B diopmare UNICODE u
OKaHumBaTtbcs Hynem. Ecnm y Bac nog pykoit ectb HEX pefaktop v Bbl MMeeTe J0CTAaTOYHO HaBbIKOB
Ana komdopTtHOl paboTbl B HEM, nonpobylite camocToATe/lbHO co3gatb 3TOT CekpeT. VHadve, npocTo
CKauaiite ero orctoga.

WTaK, ykazaB B napameTpe 3HTPONuM NyTb K daiiny ¢ Cekpetom, 3aKkaHuMBaeM, HaKoHel, Hally 3noneto
BOCCTaHOB/IEHMEM Naponsi Facebook. PacwudpoBaB ero, Bbl YBUAUTE, YTO Maposib, SIOTUH U Apyras
cnyebHasi MHdopMauys 06befeHeHbl B efnHy0 CTPYKTYpY AaHHbIX (pucyHok 10). MycTb 310 Bac He

CMyLLaer.
r ™
DPAPI offline decoder =

|
. [—
@ [ Decrypted DPAPI blob ST

The list below cortains decoded data of the DPAP] blob file. Right-click the list to display the corntest menu.

DPAP| blok file o \testifb. et 001
Master Key file E:Users\John‘\AppData\Roaming Microsoft\Protect|\s-1-5-21-2897855234-39502..

00 00 00 56 00 00 00 57 45 43 48 | J.. . X._ V.. _WICE | *
00 00 00 00 00 00 00 0L 00 00 00 | o oo e e e e e e (N

00 00 00 05 43 SA DB OD 5B CC 01 | ... .. ... [od i 0 5
00 00 00 05 43 SA DB OD 5B CC 01 | ... .. ... [od i 0 5
00 00 00 21 97 9D E4 E4 72 CC 01 | . _..3_._.1&2&rl.
00 00 00 21 97 9D E4 E4 72 CC 01 | . _..H_._.12&rI.
00 32 00 23 00 40 00 &0 00 &1 00 | . _..1_.2.3_@.m.a.

00 &3 00 «F 00 &0 00 00 00 70 00 [i.1...c.o.m...p.-
00 00 00 €% 00 €E 00 &6 00 &F 00 (a.s.=s._..i.n.£f.o.
00 72 00 73 00 &3 00 &1 00 70 00 [@B.p.a.s.s.c.a.p-
00 &F 00 <D 00 00 00 21 00 32 00 [e...c.o.m...1_2._

| Fmish | | Cancel |

N
Puc 10. PacwmndpoBaHHbIi naponb Facebook

AHaJIorMYHbIM 06pa30M, MPOSIBUB YyTOUKY (haHTa3uu, MOXHO BOCCTaHaB/MBaTb naposu Internet Explorer
U3 Hesarpyxaemoii MaLlvHbl.
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7.6 BoccraHoBneHME Napons nonb3oBatens 6e3 3arpy3Kn Xallemn

SAM/NTDS.DIT
-

Bnepeole B Mupe nporpamma  Windows Password Recowvery npegoctaBsieT  BO3MOXHOCTb
BOCCTaHOBJIEHUSI NAPO/s Ha BXof 6e3 3arpy3ku xawwei nonb3osarens n3 SAM nwam NTDS.DIT. 310 ctasio
BO3MOXHbIM 6narogaps Tomy, 4To LWudpoBaHue MacTtep Kroua npoucxogut npu yyactun napons
none3osatens. CnegosatefnibHo, MacTtep Koy MOXHO MCMNOMb30BaTh A1 MPOBEPKU BasMLHOCTU
napons.

UT06bl HarnsgHoO MNPOAEMOHCTPMPOBATL CKalaHHOe, 3anycTuTe yTWnTy aHasmsa Mactep Knwoueid u
yKaxuTe nyTb K K.1. dany ¢ Mactep Kmtowom. lMocne ycnewHon o6pabotkm Mactep Knoua, 6ypet
rokasaHa ero BHYTPeHHsiA cTpykTypa. LenkHuTte Ha Heli npaBoWi KHOMKOW MbIWW, BbI6epUTE MYHKT
NPOBEPKM NaposiA C NCMNONb30BAHMEM C/I0BAPA U YKaXKUTe NyTb K /I060MY C/ioBapio.

HecMoTpss Ha CBOK PEBOJIIOLMOHHOCTL, BOCCTAHOBJ/IEHVWE MaposiA nosib3oBarens U3 Mactep Knoua
npaKkmMyecKoli Nosb3bl He HeceT. Hanpumep, B Windows 7 npoBepka naposneii et co CKOPOCTbH OKOJI0
10 n/c (pucyHok 11). TeopeTMuyecku, 3Ty CKOPOCTb MOXHO MNOBLICUTb Ha Napy MOpALKOB MNyTem
onTMMK3aLMn aropuTMOB LLIMdPOBaHKA 1 3ageiicTBoBaHneM GPU npuw nposepke. Ho gaxe nocne 3Toro,
cKopocTb nog6opa naponsa no Mactep Krtodyy B cpaBHeHun ¢ NTLM xawem OyfeT kasatbeCs
CMeXO0TBOPHOI. B nnaHe 6e3onacHoc, y DPAPI Bce B nopsiake.

i N
DPAPT user Master Key analysis 2
@ EJ ) Decoded structure of the Master ey —_—
% Step 22
The list below cortaing decoded entries of the Masterkey file. Right-click the list to display the context menu. You can
use a simple wordlist to bruteforce the intial logon password the Master Key is protected with.
P _
Wait 2 minute please.. A M
Attribute name Cument password: attaway, average speed: 12p/s it
dw\ersion
szlLid Checking Comman dic dictionary...
dwPolicy
dwUserkeysi =
dwVersion
pSalt
e B e
Cryptalgld
pkey 7306 7004FaD 11FDSCDACASS04F0599FCTEES2 17D 2EFFA 18 32686E. . .
dwLocalEncKeySize 104
dw\ersion 2
oSalt AFCASASICEESAB2S7490E 3921 7E2F4EE h
| Fnish | | Cancel |
\ y
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Puc 11. BocctaHoBNeHWe Napons nonb3oBarensa aHamsom Mactep Kntoua DPAPI B Windows Vista

7.7 Pacwupposka xaLlen ncropmn naponent DPAPI
|

OTKpoiiTe ymnmMTy gamna UcTopum naposei, ykasas nyTb K duaiiny CREDHIST, KoTopblii Haxogutcs B
katanore Y%AppData%\Roaming\Microsoft\Protect. B cnyuae, ecnm 3T0T alin XpaHuUT npeablayume
naponu nonb3osarens, To B nosne "CREDHIST key chains' gomkHO 6biTb 3Ha4YEHNE, OT/IMYHOE OT HY A,

Mpegbiayuive naponn nosb3oBartensd xpaHatcs B Buae SHAL u NTLM xawei. B _ytmaure vnmeetcs
COOTBETCTBYHOLW WA nepekmoyaTens (pucyHok 12). Ecnm Bbl Bblbpasm dualin CREDHIST Tekyuiero
nonb3oBaTens, Naposib Ha BXOJ BBOAWTL He ob6si3aTeflbHO, MporpamMma cama BbiTalluT ero u3 kawa
Windows. [1519 3TOro NnpocTo yCTaHOBWTE COOTBETCTBYHOLLYIO ONUMIO. ViHaye npuaeTca BBECTU TeKyLL Wi
naposb BragenbLa.

YWnuta nogaepkvBaeT YacTWuHblii gamn. 3T0 O3HauyaeT, 4To B C/lyyae, Korga TeKyW Wil naposb
no/fib30BaTe Il HEM3BECTEH, HO €CTb OfVH W3 CTapblX Maposieit, nporpamma CMOXeT pacliudpoBats Te
X3LLK, KOTOpble NCMO/b30Ba/IMCh paHee, T.e. [10 TOro, KakK Oblil BBEAEH 3TOT CTapblii Naposib.

Credentials history dumper ﬁ

[—
Step 2/2

Dump DPAPI credentials history hashes

To decrypt all user's previous hashes stored in CREDHIST, you should know the cument passward of the user | e. the
|ast password heshe set). However partitial dump for example f you know one of the previous passwords) is also
allowed. Decrypted hashes can be saved eitherin SHAT or NTLM {(PWDUMP compatible) format.

Statistics

CREDHIST key chains: 2

CREDHIST GUID: 93c85e9¢c-130e-4dede-9063-576492:41a1d
Dump options

() Dump SHA1 hashes
() Dump NTLM hashes, PWDUMP compatible output

Decryption passward:
|se password of the cumenthy logged on user

DuUmMP

[ Finish | | Cancel |

e
Puc 12. flamn x3awe i nctopun naponeii DPAPI
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8 3aK/royeHne

DPAPI| 3acnyxuBaeT TakOro nNPUCTa/IbHOTO BHUMaHWs, MO KpaliHeii Mepe, MNOTOMY, 4TO 370
€[QVHCTBEHHAasA CuUCTeMa Ha OCHOBe napons, obecneuvBalow,as Hag/exawyw ©n Tware/bHO
NpoAYyMaHHY0 3alLuUTy NepPCoHasbHbIX AaHHbIX Nosb3oBatens. Hn B 0fHOIM onepauyoHHOR cucteme HeT
60nee [0OCTONHON anbTepHatmebl DPAPI !

Crout, noxasyi, OroBopuTbCs, 4TO B MepBoii peasmsaumm DPAPI 6b110 gonyw,eHo HEeCcKosbKo
cepbesHbIX M3bSAHOB, Gnarofaps KOTopbIM, 3aluuieHHble DPAPI fgaHHble nonb3oBaTens ferko Morau
ObITb CKOMMPOMETMPOBaHbLI NOTEHLUNA/IbHLIM 3/10Y MbILL/IEHHUKOM.

MepBblii 6/MH, Kak WM3BECTHO, Bcerga KomMom. Bo Bcex nocnegyowmx onepauyioHHbIX CUCTEMaAX,
HaumMHas ¢ Windows XP, 3TU yA3BUMMOCTM OblM He TOMIbKO YCTpaHeHbl, HO U Bca cuctema DPAPI
rnogBepriacb Cepbe3Hoin peBusMn. B yacTHOCTW, ObLIM NMPUMEHEHbI HOBbIE aropUTMbI LLMhpoBaHUS,
6narogaps KOTopbIM CKOpPOCTb nogobopa napons K Mactep Knwyam ymeHblniach NpubnmsvTesibHO B
1000 (!) pa3. bbm ncnpasieHbl oWNBKK LWndpoBaHua MacTep Kntoueld, KoTopble NPpUBOAWAM K TOMY, YTO
No6oi nonb3oBateslb MOr NOMyYuTb AOCTyn K obbiM davinam, 3awwudpoBaHHbiM EFS. Cuctema
JIOKaslbHOro pe3epBupoBaHus MacTtep Kntoueli 6bina 3amMeHeHa gMckeTol copoca napons v ap.

B uenom cuctema wudposaHus DPAPI cTtana 6onee npoAyMaHHOR, MOLLHONA, OoTBevarLlleli cambim
CTpOrum TpeboBaHUsIM NaposibHOl 6e30MacHOCTU.
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