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1.1     

            DPAPI       ,                   
           Windows 2003    DPAPI blobs             
              DPAPI                        
Win2K    Windows Server 2012   

                                        
           Windows 2000             DPAPI       
            

1.2       

                                        
       
·                    Internet Explorer, Google Chrome, Opera

Browser  
· Outlook Windows Mail Windows Live Mail           
· Windows FTP        
·              
·           
· Windows CardSpace      
· Windows Vault      
·         
· .NET Passport   
· Windows Live ID     
·        EFS     
· S-MIME        
·      
·              
· EAP/TLS 802.1x  
·            
·                Windows API  CryptProtectData        

Skype Windows       Windows Media MSN   Google Talk  

2     

http://www.passcape.com/index.php?setLang=2&section=blog&cmd=details&id=20
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2.1  Windows XP          DPAPI  

    DPAPI                                  
   SHA-1                     SID   PBKDF2     
                                       
DPAPI blobs           

2.2     Windows 2000  DPAPI  

 Windows 2000    DPAPI                         
                           MD4       SHA-1 
        :
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        hash                            SAM
                                         
         SAM NTDS.DIT          MD4           
              

2.3 Windows
2003 2008 2012         DPAPI    

      - SHA-1 MD4 -          dwPolicy     4       
 SHA-1    Windows                            
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3     

3.1  Windows 2012            

              Windows Server 2012               
DPAPI                        

  “Active Directory      ”          Test             
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3.2           DPAPI  

                                         
CryptProtectData                                 
             CryptProtectData.exe,       API  
CryptProtectData      (                )         
:CryptProtectData mysupersecret out.dat           out.dat        
 DPAPI blob            (mysupersecret) 

                C:\Users\test\AppData\Roaming\Microsoft\Protect\\
   -    SID                          
- DPAPI   ;   6cdd0a92-eacc-4a6a-9af5-263ba1afdbf5

       out.dat                   MD4 hash       
                              NTDS.DIT   ,     
     SYSTEM      

3.3                    DPAPI  

        :
·       out.dat         
·         SID
·       
·       (NTDS.DIT     ) 

http://www.passcape.com/download/misc/CryptProtectData.exe
http://www.passcape.com/download/misc/CryptProtectData.cpp
http://www.passcape.com/windows_password_recovery_registry_backup
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Now, launch the DPAPI offline decryption utility and tell it the path to the out.dat file.

http://www.passcape.com/windows_password_recovery_dpapi_decoder
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On the second step of the Wizad, specify the path to the data owner’s Master Key:
select the path and then click Next. The program pops a warning that a vulnerability is
found in the Master Key, and therefore the decryption can be carried out two ways: with
the user’s password and without it. We, certainly, want the latter.
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So, on the next step of the Wizard, enter the owner’s SID and the path to the NTDS.DIT
and SYSTEM files, leaving the password field blank.
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  Next                            

4   

                                         
         DPAPI                             
                            DPAPI         
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