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DPAPT user Master Key analysis @

= —
'@' E @ Decoded structure of the Master Key Step 22
E i-l
The list below cortaing decoded entries of the Masterkey file. Right-click the list to display the context menu. You can
use a simple wordlist to bruteforce the initial logon password the Master Key is protected with.
Attribute: name Data il
dw\ersion 2
szGuid 6rddlas2-eacc-4aba-9af5-263ba 1afdbfs
dwPaolicy 0 E
dwlserkeySize 138
dw\ersion 2
pSalt 361C340104285065260940203EA51817 —
dwPBKDF 2IterationCount 138000
HMACAlId a009
CryptalgId 6603
pkey FCA5084863A353309319900617C 3648 2FCC 34D C56C4E3C0650CEBAT. ..
dwLocalEncKeySize 104
dw\ersion 2
pSalt 678B7D 1B374A0F FCA14CE IFOOECS 7A42 h
Finish | | Cancel
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DPAPI offline decoder 5
I . [~
() & & Select DPAPI blob location P

DPAPI blob is an opague data structure that holds encrypted data. Many system components such as Encrypting File
System, Wireless connection wizard, Windows Credentials Manager, Card Space, etc. and popular applications such
as Intemet Explorer, Windows Mail, Outlook:, Skype, Google Talk uses DPAPI to securely store their secrets,
passwords and sensitive data in OPAP] blobs. You can extract DPAFPI blobs using blob search’ utility.

Read mare information about DPAP| offline decrypter

Select DPAPT blob file

DPAFI blob file C:\Passcape\ 1\Win201241\out. dat [ Lj |

Nest = | Cancel |

L

Now, launch the DPAPI offline decryption utility and tell it the path to the out.dat file.
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DPAFT offline decoder

'@' :’ Select Master Key location

| m—

S |
]
Step 2/4

folder: SWINDIR M System 324 MicrosoftProtect .

Select Master Key file

CREDHIST file

Master Key is used in DPAFI as a pimary cypher key to decrypt user protected data and passwords (i.e. DPAP| blobs).
For example, EFS cerificates, Wik, MSN, Outlook:, Intemet Explorer, Skype credertials, etc. User Master Key file is
located at the “LAPPDATAYL \Microsoft\Protecti. 5107 folder. Where “LAPPDATA' is the user application data
directory, and %510% is the tesdual S10 of the user. However SYSTEM Master Key may be located at the following

Master Key file C:\Passcape\1'Win2012\1\Protect)5-1-5-21-701907226-26 2073530 3-344833909C Lj |

Nest =

(]

| Cancel |

L

On the second step of the Wizad, specify the path to the data owner's Master Key:
select the path and then click Next. The program pops a warning that a vulnerability is
found in the Master Key, and therefore the decryption can be carried out two ways: with

the user’s password and without it. We, certainly, want the latter.
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DPAPI offline decader -

. T
@ ﬂ] j User/system credentials needed for successful blob decryption

}QJ“’ Step 3/4

“fou should specify user 510 and user logon password here in order to decrypt the DPAP| encrypted data. However
some DPAP| encrypted blobs, eg. encrypted using SYSTEM account, require machine credertials. In this case, youll
have to provide a path to the SYSTEM and SECURITY registry files. Optional entropy file is required when the blob
was was created using entropy (refer ta Crypt Protect Data AP for more information). You should manually create a
simple binary file with the entropy data and show the program path to the file.

Additional parameters required for successful data decryption

szer 51D 5-1-5-21-701907226-2620735303-3443339090-1607

|ser logon password

NTDS.DIT C:\Passcape\1\Win2012\1\ntds. dit (B
SYSTEM C:\Passcape\1\Win2012\115YSTEM =]
SECURITY >
Entropy file {optional) =]

Nest = | Cancel |

L

So, on the next step of the Wizard, enter the owner’s SID and the path to the NTDS.DIT
and SYSTEM files, leaving the password field blank.
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DPAPI offline decader -
e

ey | ted DPAPI blob

(€N LT Step 4/4

The list below cortaing decoded data of the DPAP blab file. Right-click the list to display the cortext menu.

-

DPAPI blob file C:\Passcape\1\Win2012Y1out. dat
Ci\Passcape1iWwWin2012\1 Protect!s-1-5-21.. . \ecdd0as 2-eacc-4ata-9af5-26 3ba 1afdbfs

Master Key file

.y.S.u.p.e.r_s.

0000 -CICI 7% 00 73 00 75 00 70 OO0 &5 00 72 00 72 00
e.c.r.e.t...

&5 00 &3 00 72 00 &5 00 74 00 00 OO0

Cancel

| Finish
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