Win2K, Win2K3, Windows Server
2008 3k Windows Server 2012 #
DPAPI se1 §q&m 1 FASRT

© 2021 9R+T WFeR (f= AdarE : €ReT FAR)
Y WiFeat (Y 3rearg : €ReT FAR)




Contents

2.1 Windows XP 31X 3=aat 0Ses # DPAPI TIEFTUT ...cceeervceeereirrneresssnseessssnseesssssssssssssssesssssanses 6
2.2 Windows 2000 OS & DPAPI TIFHTART ...cccecerceereeersnreeesssnneeessssnssecessnssessssasssssssssssssssssnsssssssnnes 6
2.3 Windows 2003, 2008, 2012 server OSes # DPAP| TEFTUT QI ....eeereeerrrecciissnnneneeerensessnees 7
3. FHHARI FHT ITAIT FIAT 9
3.1 Windows 2012 server # $efFead ST ToR TATAT .evvveerernnessnsesnssssessssssnsssssssssssnsssssssssnsnsanns 10
3.2 AT TR & AT AT #1 3R DPAPI HHFCT ToATEAT coveeenennennenninessensessesnsnssessssssssssessssnsssnsans 10
3.3 aifaF & A3 qrwas F S e g DPAPI e & BfFce #86T cvevccccccceceneenen, 10
4. fasay 15
Index 0

Win2K, Win2K3, Windows Server 2008 3t Windows Server 2012 # DPAPI 3er gwar @I ##eikl ©2021 gy @ivedw  (feedl  3igaie  © &RA $AR )







1.2

AR Roo o@r #F & & DPAP| vomelr & 3itmifeer [erdt, sadt 3r@maror farawsidr, SRicas Jed

3R ke gfeRier 1 quid aXar 81 T §AT ugd, gH Hf-awel gar @en & Windows 2003 # o
DPAPI|sdisq # f3frcers @eat of| @aeam 1 &RoT Ui #ta & a1, DPAP|Igeen # ve feeraey
3eote & qar dor A7 8 gl @ Ifer wewm 7 g dr fmar o wwar &, Win2K & g% gia
Windows Server 2012 & &g @#Ted gl

AT A, 3T IR HAFATEd ¢ BWlec & A, scifFea dmia FRAWOSR arer T3l S&a 3uAerehdrsit
T A Fe, faee-sa 3@Eecq & oy, Windows 2000 sRffadr Al & so o §; sdfav,
DPAPI & arer ufesce fw amw 2er & o & fav @nfoes & «f3ie adas & aRdendr =87 aar gl

wefad |iFedaN

|

mmm%%mm@mmmmwmwwammq@a TE FAAR

Yo IhPecd & [Aeafai@d saiederd ser i f3fshee T HeveT &

o AR STFeRT 7 yraas 3R wi# 3ifer-arcae 3er: Internet Explorer, Google Chrome, Opera
Browser, 3nfe|

e Outlook, Windows Mail, Windows Live Mail 3nfg & $-aa 3re3e adas|

e Windows FTP manager & 3t&3ec qraas

o X fFT 90 Wiesyt 3R AT & qrHTS TEHH H Thdl ©

® IRRJY Acde T fireT IR yrHas

e Windows CardSpace #r ufesmeers fier

e Windows Vault # ufesees s

o RAC STHCIT Foldeld qrHTS

o NET urguic uras

e Windows Live ID =afFaera ser

o wisd fA¥cH & Ufespee X arer wigae @ (EFS)

e S-MIME aar # ufesweersr fisr

® IR Hithhae

® STAC I a3t # s ser

e EAP/TLS 3k 802.1x wamoferzor

o 3RS AR H Acas gHas

o el st o & =afdaea o1, wemAfes & ¥ g APl wwea CryptProtectData, 3=
Skype, Windows Rights Management Services, Windows Media, MSN messenger,
Google Talk, 3fe & @ geiEa|
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2 GEGIEIREIGEIR]
2.1 Windows XP 3ilk 3=aavr OSes # DPAPI ufawcers

DPAPI % ary wfespees fash ser &1 fBfhee aer &1 gfhar 50 @t fewdh @ (o faawor a1s v §): ure
H, UTHas 8 UItd A & AT SeT Afdd & densier gmas & SHA-1 & aegsw @ oia Far s §;
ureas go 3R #faw & SID & qa PBKDF2 waee # s forar Srar @1 3m3eqe W, a8 U& Wiy
39T AT §, ST AR $r & BHFcsT & #1971 o §1 38% sgol 7 Bfpees #Aexr v &1 39Ter aedfias
DPAPI satsa & f3fsreer & fow fovar Srar €1 JgT I8 e ar¢ & &ar @ §:

2.2  Windows 2000 OS # DPAPI ui=Fcasr
|

Windows 2000 # sg#ad DPAPI|& ugal srffeadst # 370 Ay &1 viesneerd TediRed &1 ofshet tar
8T U7 e 3@ S8 HAGN T fEAT uT; AE AT AT fF PR & gEEs U Uitd e & AT, IHe
SHA-1 & sama MD4 &5 $erere &1 3uaier fam| Iei & & a8 FHar o &7 8

Win2K, Win2K3, Windows Server 2008 3t Windows Server 2012 # DPAPI 3er gwar @I ##eikl ©2021 gy @ivedw  (feedl  3igaie  © &RA $AR )




FeARS & W, 38 gRIT hareed & 39T ol F el qHas & AT e 7 o fmar sar B, foes
gor ar & SAM IS & ar Active Directory (@R 3ifesr e & faw) & dodia 819 &1 30 9K,
AT 1 I Bfce A F AT IUATRAT FT ToieHe UHds dFdd A 3MaedS a8 g1 SAM &
NTDS.DIT & wsford 3waemrdr & #isigr MD4 g2 & o 3R & Sersa & &9 & 39307 T wied
gl S @9 Ugel ¥ & 9 gl

2.3  Windows 2003, 2008, 2012 server OSes i DPAPI viercere aw
|

i a1 TemRys gar fRar arar & - SHA-1 a1 MD4 - areer & & 8= & fafése &1 dwPolicy werr
# e 4 3T Far & & A f SHA-1 vemRys &1 3uaer & &1 Windows adx OSes &
EAEN dreniter fawIfteR arer /g AffT IR & 98 a8 weler Bhiee §9 & A AET 81T §1 HAM:, 3aTh
sl 31 & B & favw A3 graas i aegedr gt gidr gl
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il .
DPAPT user Master Key analysis @
= —
@ aj q]ﬂ Decoded structure of the Master Key E—
E i-l
The list below cortaing decoded entries of the Masterkey file. Right-click the list to display the context menu. You can
use a simple wordlist to bruteforce the initial logon password the Master Key is protected with.
Attribute name Diata il
dw\ersion 2
szGuid 6rddlas2-eacc-4aba-9af5-263ba 1afdbfs
dwPaolicy i =
dwlserkeySize 138
dw\ersion 2
pSalt 361C340104285065260940203EA51817 —
dwPBKDF 2IterationCount 13000
HMACAlId a009
Cryptalgld 6603
pkey FCA5084863A353309319900617C 3648 2FCC 34D C56C4E3C0650CEBAT. ..
dwLocalEncKeySize 104
dw\ersion 2
pSalt 678B7D 1B374A0F FCA14CE IFOOECS 7A42 h
Finish | | Cancel
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3.2

3.3

Windows 2012 server # geXfaea S1da Jo¥ aaltel

st fAgia @ 3grg &1 3R Fed § 3 Windows Server 2012 s & ws a1 Ier Sisa 1 yarg
#d §, i & DPAPI e o § 3ik e arfas & dlonsiter areas & faem 5@ siiwersa fBfrce avd
gl

"Active Directory Iorf 3t ey i @l 3N ke AF TF A1 AT 3TN S| 39
3YARTRAT I Th TEHN AT TANMRSFR Ui Y| AT kel & folv, AT 97 39 3YIETHRdT I el
TsfAfeeR 9 F s wF §

AT o F fow AR #r it DPAPI di¥e aare

379 g fATeH o J9T 3HTF FT aem 3R BT 58 HhBee & dgd A3l el 81| U 3fhE3ade 3l
ds #Areex &1 g g1 38 CryptProtectData waeer #r qgell i & gRIaT sarar Swem| gA w@efad
HHI & U HicT I ET FIh 38 UehdT & A &Il 39 TSI & [T, AR 9TF TH GA AT dreil
gfefadt CryptProtectData.exe &, 3t #aa@ AP| e CryptProtectData #r ##is-emger AmEst &
Y Hiol Wl (RFIET HH _F3 deEEe W 39y 7))l 3@ e Wellew & @y dled w3
CryptProtectData mysupersecret out.dati 3mege w, gar uw ves DPAPI sdfd & @y
out.dat wiser gl fowes gART tierees eFee (Mysupersecret) gl

al, AT & A Blest F seram AR GIa fhar @ ¥
C:\Users\test\AppData\Roaming\Microsoft\Protect\<SID>\<mk>

siet <SID> - mnfers @1 watl g7 36l off sEer JmaeTedr gl safeT a1 df 30 e W AT HYET Sedrr
H HIAT HY|

<mk> - DPAPI areex $r 1 &1e; 3¢1., 6cdd0a92-eacc-4aba-9af5-263ba1afdbf5

ge 37emar, out.dat vrea & 3iTweea f3fcasT & fow g 3er Al & MD4 g1 &ir 3maegerar gefl, s

Active Directory # a@ld g1 38 9red et & fav, ga 3roeh giefadr & amr 3ardar ik NTDS.DIT
WISl T Tsh HIUT FATUI AT & §A ITd el & v 3maegs R{red ISFE i v FIdr gaA1dar)

wifaw & diorsier greas & o faer gew DPAPI e & fBftrce &t

IRUMATIET, AR 919 G

o tfepees wE & Ty out.dat wiser, 5w g RBfFe aar & 3maeTear &
e 31 Afas 1 egee SID

® 357ch] AREX I

o Arfarw @1 gur (gl NTDS.DIT 3k SYSTEM))
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http://www.passcape.com/download/misc/CryptProtectData.exe
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DPAFT offline decoder

f
Wil 8 & Select DPAPI blob location
J

e |
S —

Step 1/4

Read mare information about DPAP| offline decrypter

Select DPAPT blob file

DPAFI blob file C:\Passcape\ 1\Win201241\out. dat

DPAPI blob is an opague data structure that holds encrypted data. Many system components such as Encrypting File
System, Wireless connection wizard, Windows Credentials Manager, Card Space, etc. and popular applications such
as Intemet Explorer, Windows Mail, Outlook:, Skype, Google Talk uses DPAPI to securely store their secrets,
passwords and sensitive data in OPAP] blobs. You can extract DPAFPI blobs using blob search’ utility.

=]

Nest = Cancel

L

3w, DPAP| 3itwrarsa Bfrcs afefad afea X 3 s8¢ out.dat wiser & arr samv|
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DPAFT offline decoder

'@' :’ Select Master Key location

| m—

S |
]
Step 2/4

Master Key is used in DPAFI as a pimary cypher key to decrypt user protected data and passwords (i.e. DPAP| blobs).
For example, EFS cerificates, Wik, MSN, Outlook:, Intemet Explorer, Skype credertials, etc. User Master Key file is
located at the “LAPPDATAYL \Microsoft\Protecti. 5107 folder. Where “LAPPDATA' is the user application data
directory, and %510% is the tesdual S10 of the user. However SYSTEM Master Key may be located at the following

folder: SWINDIR M System 324 MicrosoftProtect .

Select Master Key file

Master Key file

CREDHIST file

C:\Passcape|\1\Win20 12\1\Protect\S-1-5-21-70 1907226-26 2073580 3-344833909¢/ [ |

Nest =

(]

| Cancel |

L

faems & gEy Wor W, ST Aifod H AR H F fov oy [Afdse F w1 T AR BT 3wrer
fFeleh Y| FRIHH Th ddE@a aT & [ AT A & v FAG gg oy g, 3 safav fBfFcest ar adet
q fFar ST AT §: 3UARIHRAT & grEas & Oy 3R 3@e f9arn g7, Afaa w0 @, a1g arer aga €
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DPAPI offline decader -

. T
@ ﬂ] j User/system credentials needed for successful blob decryption

}QJ“’ Step 3/4

“fou should specify user 510 and user logon password here in order to decrypt the DPAP| encrypted data. However
some DPAP| encrypted blobs, eg. encrypted using SYSTEM account, require machine credertials. In this case, youll
have to provide a path to the SYSTEM and SECURITY registry files. Optional entropy file is required when the blob
was was created using entropy (refer ta Crypt Protect Data AP for more information). You should manually create a
simple binary file with the entropy data and show the program path to the file.

Additional parameters required for successful data decryption

szer 51D 5-1-5-21-701907226-2620735303-3443339090-1607

|ser logon password

NTDS.DIT C:\Passcape\1\Win2012\1\ntds. dit (B
SYSTEM C:\Passcape\1\Win2012\115YSTEM =]
SECURITY >
Entropy file {optional) =]

Nest = | Cancel |

L

sgfav, [A9S & 3[Te TROT W, qrHas Hies & @il aigay, Afas &1 SID 31k NTDS.DIT 3k s
WISl T 9T Tl A
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DPAFT offline decoder

e
. |
@ L Decrypted DPAPI blob

=)
—

Step 4/4

DPAPI blob file C:\Passcape\1\Win2012Y1out. dat

The list below cortaing decoded data of the DPAP blab file. Right-click the list to display the cortext menu.

Master Key file C:'\Passcape\1\Win2012\1\Protect!s-1-5-21... \6cdd0a9 2-eacc-asa-9af5-263ba 1afdbfs

jooo (B8 oo 7% 00 73 00 75 00 70 00 &5 00 72 00 73 00 |W.y.s.u.p.e.r_s.

e.c.r.e.t...

| Fnsh | | Cancel |

L

3Tel e Y, 3R e sAR 9 Bfhes wE B ST [F 39 3w IFa §, #Afde & ugas 3ads
eT am|

Win2K, Win2K3, Windows Server 2008 3t Windows Server 2012 # DPAPI 3er  gzar

#r FAGNT ©2021 9739 @R (B dgam o HRT FAR )







sy

4 ey

S o1 g0 e @ TASC FAGT ¢ TE FE ¢ [ AT se¥fFed Lo F FE A R IR & wefta § A 5@ 5w
TRE A& AT ST ARY| ARG Ig JR FReTr [eerw # DPAP| srfeaaa $r v @féaa §; 3eeior
& fou, oS Faddr veie e & fav| q@dl 3R, IE Hcaftew 38T goid giar g, Fifh Jord & anue
ST T guaT S ¥ gARaa a@g #r o €, Siafe DPAPI &t fadw &9 & #fas & grdag & 3R ©
ST & JoTell & fIT §=fram 91am 47| 3iefid o1d &, ofehel g ol el § & G 3RiET feea gome
arell T Jofell H SEehey Wl 3Hhellsal Urias Yavdiied & fov 3fees gicRie &1 v @ @ a1 gy, fawes
AR FT 50 FHGAN F IR F g1 g1 TRy, ST fF gger § ddraer & IS gl
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