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£ A SAMENTDS.DITX EER TELRFEMRTHPEXENIRE &,

DPAPIHIETER R E L —H6N LRABFUTHNN, TEEFHESI — TR KM H it

Windows %3 it 84 v FA #2 5 1, Windows Password Recovery. B FE X ETEBURAX DRI L&
EEFANNETRMLEZRREE, MANTENZTEYEMRAERE AR th Bl

DPAPIEIFIR &
2.1 H4, EDPAPI

MWindows 2000FF 18, MK N EBRERGRE T —THKEMNBERYED, FRAKERY NA
% 72 #% O (DPAPI) , DPAPIB TR EiE, £ 14 £ Windowsy BREFMF REGHEA. Hln, £X
HmEZRSGS, ATHEMITLEEZNY, £ WindowsE if B 2 2 . Internet Explorer, Outlook.
Skype. Windows CardSpace. Windows Vault, Google ChromeZ ., DPAPIZ FT LI E R F i R 1T, &
SREANEFERAME, RAERBILA BT NEFAEE HIE MR 4k, Bl CryptProtectDatafll
CryptUnprotectData,

REECXR@MLEMP, EDPAPIM B RCIAMMY &4, XEHRHEMBEZERBRRNEIE
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20034, Passcapefk # 42 7] & R X} DPAPI# 4T T 73 47, 20055, Z 2B KA THE — 1T EFZIK &
B &k v B #2 B (Outlook Password Recovery) , & 7] KL & £ ## % DPAPI blobs, BN EFE & X BIfFF A&
FH Bk ', Passcapef i 1 f2 2 B ix R 2 #E #1l DPAPIR 1£ /E, BT LIDPAPIR & 3F & B BB IF

& EFMAMWindowsZ LR E TEM K, BLDPAPIEZEEZX B THMER, ILE, K
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Windows CardSpace#] Windows Vaultdr & in 2 2 £
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SSL/TLS
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e RIFEEF PN % ZH Y

o FA APIE %1 CryptProtectDataZi F2 R P E R N FHIEF R B9 N84 . 5130, 7 Skype. Windowsix
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M Windows 2000FF #&, IE 0 &7 @ 12 ZI &9, 1 {77 v A %2 A &0 o] LLa@ &of 4 . #h 1 A CryptProtectData
HBERYVEDABE (BN, BHiG), ZEFRE—F "FEBH "WIAFLEHM, hEEA
DPAPI blob, RIEM MK E X, "EFEH "ERBERTNABRFNEBRMNZEREN, EXEEH
HEHBNE, SRTHIEMNLESMHLE, REDPAPI  blobstI4i MR BHIC K T E, BB FIR
Windows Password Recovery#] & #i, % 5 LL 3k 5 — XX & [ BE %I DPAPI blobsif 1T B £k ## 2 3+ 1] /&
D

H fth APIEK %k, CryptUnprotectData, i B X, ET#FEE S x4, BE2RIE, EHARKES
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Application Application
AN
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CryptProtectData CryptUnprotectData
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DPAPI DPAPI
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DPAPMIMZERETAAEEN B, E— MK THEHNRBETEEL MK THRAES . k5, DPAPIRL F
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2.4 DPAPIRE

DPAPIGIZZEER TREFEMUT EFE. XEIHTER FAURSGHEEZRIE:

o PAPIZE CryptoAPIRg £ it E T RAI LICI BB C MM B RS IR, 37+ 15 H 5 DPAPI— i
F=HA,

o DPAPIE AR ZA MY N 25 & 3% . 5130, Windows 72k i\ & FI CBCHE = B AES256/0 %, SHAS12H F
35, PBKDF2IE A E FE MM B HEITERRF,

s TEAMEZLURENMWEBHKEMALULMIMEKFETEE REEEEELREBMA S
FREVI I, f5lon, PBKDF2ZDHREMIE R RBMEUTEM KRB PR E -
HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\Protect\Providers\% GUID%
\MasterKeylterationCount
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e MAMLUMIMEKEENSHMAELRS, Fas/MF B IE, Hlan, 7 Windows XPe,
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TRER, EWindows 2000, T ZHEZ LB EREECUMBER "B,

e HFRLZR, EFVNAERMRERM. AT, ZANHMWLIUBERR, XFETEI R,

e EEEHFENAAEEHEREL 1T LEWRPCEE N ITH,

e ZEHMEBEASTIM Y, WA EIAXHMRAM, ESTENMEBEYRER, dRFHMMEAE
HHRPHEE, NFEN—T, £2HSYSKEYI E i, Passcape#é%z%zf)”T TETREHMN
HKREBAXMWAERME IR, X5 HEWindows 2000, Windows XPFIWindows 2003 TF iE 1T B
—LRGh, RAMEBEZEH (SYSKEY) I— 8o HEMNAXAK, #RAWMERSEA,
R, XMHERENRKE,

R, A—E4MMEN, HXEEINZIUKHIBDPAPIRE R 4 :

e CRYPTPROTECT LOCAL_MACHINE - %t CryptProtectDatafi #k f X B B br s, £ E L E N T4
LAE, LHRLEREAIHE THEREERsNRY Y ERUEN, IBEFEKBETHF,
MERFZN, B—FE, XHITAHNEDPAPHB S HTIFE MEBESEO LI MEKRER X,

o DPAPIH] LL# B2 i 5 £ Windows 2000 R BERX T5E4T, kN S EZ HEFMEARH,
FALFEALSAERZE, ALtt, £E i £, AT H KWDPAPI  blobsal LL7E & 138 A 7 & 5 818
RT#WHEE, X7 2 Windows Password RecoveryZE LR AETRH ., WE2KE K, A, E
BEEHERX FEEELY N EADPAPIRRE MM ERE.,

DPAPI offline decader N

A | —T )
11- Select Master Key | i
@ | er Key location Step 2/4

Master Key is used in DPAFPI as a pimary cypher key to decrypt user protected data and passwords (i.e. DPAFI blobs).
For example, EFS certificates, Wik, MSMN, Outlook, Intemet Explarer, Skype credentials, etc. User Master Key file is
located at the "ZAPPDATAY \Microsoft'\Protect\ %.51D%" folder. Where %APPDATA is the user application data
directory, and %.SID% is the textual 510 of the user. However SYSTEM Master Key may be located at the following
folder: WINDIR%\System 32\ Microsoft\Protect.

Select Master Key file

Master Key file C:\Win2K\Protectis-1-5-21-1606980848-764733703-725345543-500\3c 10F717- [

e —————— e ———— —— o
Wlndows Password Recovery i [&J
(’ﬁ‘ It seems that the Master Key can be decrypted in several ways: using SYSTEM credentials or user logon password. How do you

Y want it to be decrypted?

Using logon password |

tlots| | Comd |

Bl 2. £ Windows 20004, EXF&MERIB A ERE LM IE R T # % DPAPI blob,

Windows 2000 RC4 SHA1 1 95000
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Windows XP 3DES SHA1 4000 76
Windows Vista 3DES SHA1 24000 12
Windows 7 AES256 SHA512 5600 10
Windows 10 AES256 SHA512 8000 <10

& 1.DPAPIP E I BRIN H &

MEEN—TEE, DPAPM R T2 S Nt & RMA BREMRI IR £,

2.5 DPAPIEZE
|

DPAPIZ 1T # Crypto APlz £, AIUE RAERMMER S RHE . MEBR S EHEEIE AT EM
REPE LK

HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\Protect\Providers
Bk

HiAERT, R4 & A MK A N diod8cd0-1501-11d1-8c7a-00c04fc297ebf) /il Z 12 #t &, 7
psbase.dIlFE & 52 8,

MEZBLERUATIMREMMENEREER,
HKEY_LOCAL_MACHINE/Software/Microsoft/Cryptography/Protect/Providers/%GUID% .,

H h %GUID% 2 ik 55 17 A RO ME — An IR #F . BN TE L T, DPAPIX & # XJ ¥ B9 2
HKEY_LOCAL_MACHINE \Software\Microsoft\Cryptography\Protect\Providers\df9d8cd0-1501-11d1-
8c7a-00c04fc297eb

AENBEEERBRHA THRETIMERMIIER, TEASXMTERY - LEYER,

MasterKeylterationCount
B M PBKDF2HI & K it #0288, FReEENME /N, Z BV AEREZRATNER N EEVMEIE
I8,

MasterKeyLegacyCompliance
HiEMRE E N EDPAPIHE % 7 11k & £ % Y1 #9417 v & Windows 200048 {21 .

MasterKeyLegacyNt4Domain

B FDPAPIH) % 173 /11X & XHFENTALE R F 7L, DPAPHRIM T — MR A E, UEBR LI XHEHKIE,
FoadlE P ERAWKAEHEE Y & M/MKE . ik, 4R % # MasterKeyLegacyNt4DomainZ
HiKENL

smAEHEN
RESOHEMREBENNAREMERE. 6190, 10 R 5692168 % 5 & & JyWindows 20004
iﬁle

P&k & R &
REFGHNMREETZHA BB AN MR AFEERME . KIARAZ2; Windows 7F1Windows Server
2008 R2d] Ll @ it $F DWORD;E Mt R H Wi N3KEE NERARASI,
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Encr Alg - Encr Alg 22 £ X /v

MAC Alg - MAC AlgZ 1 K 1\
i & DPAP I 47 5 B {4 12 il & 3% 0 5%

TEDPAPIch 3 1T 8 38 N &
3.1  CryptProtectDataFCryptUnprotectData API Bk £ 84 3

XERBUSHERMER, FrLFE AR F — T CryptProtectData, EC++Hh EMFBH I T :

BOOL WINAPI CryptProtectData(
_in DATA_BLOB *pDataln,
_in LPCWSTR szDataDescr,
_in DATA_BLOB *pOptionalEntropy,
_in PVOID pvReserved,
__in_opt CRYPTPROTECT_PROMPTSTRUCT *pPromptStruct,
_in DWORD dwFlags,
__out DATA_BLOB *pDataOut
)i
B B B
DATA_BLOB *pDataln - pointer to a DATA_BLOB structure that refers to the original data to be
encrypted.
LPCWSTR szDataDescr - data descriptor; stored as plain text in DPAPI blob. This optional parameter
is for information purposes only; it may be omitted in the function call.
DATA_BLOB - as the foregoing, is an optional parameter. However, unlike the descriptor,
*pOptionalEntropy the entropy directly affects data security, so it is not stored in the DPAPI
blob. User must ensure the proper management of this secret. Some third-
party applications (such as GTalk) store this secret in the registry, other
Windows components (such as .Net Passport or WININET) use a hard-coded
constant for the secret, third use a variable value. For example, the internal
FTP client of Windows Vista creates entropy based on the server name. One
way or the other, this may at least amuse the potential attacker. In our
opinion, the most successful example of utilizing entropy is the one
implemented in the password storage mechanism of Internet Explorer, which
doesnt store the secret at all.

PVOID pvResened - currently not used.

CRYPTPROTECT_PROM - when this structure is defined, user is required to enter an additional

PTSTRUCT password for encrypting the DPAPI blob. Put it this way: It is used very

*pPromptStruct infrequently due to the fact that the password prompt occurs in interactive
mode.

DWORD dwFlags - flags that control the encryption process. Here is the description of the most

interesting of them:
CRYPTPROTECT_Ul_FOR 0x1 Used when user interface is not available.

BIDDEN For example, when using remote access.
CRYPTPROTECT_LOCAL_ 0x4 Data is protected using local computer
MACHINE account. Any user of the system may be

able to decrypt it.
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CRYPTPROTECT _CRED_SO0x8 Forces synchronizing user's credentals.

YNC Normally runs automatically upon user
password change.

CRYPTPROTECT _AUDIT 0x10 Enables audit during

encryption/dectyption
CRYPTPROTECT_VERIFY 0x40 The flag checks security level of DPAPI
_PROTECTION blob. If the default security level is higher

than current security level of the blob, the
function returns error
CRYPT_I_NEW_PROTECTION_REQUIR
ED as advice to reset securiry for the
source data.

CRYPTPROTECT _CRED_ROx80 Regenerate local computer passwords.

EGENERATE
CRYPTPROTECT_SYSTE x20000 Indicates that only system processes
M 000 can encrypt/decrypt data.

DATA_BLOB *pDataOut - target DPAPI blob that occurs in the result of calling the function

3.2 CryptProtectData/CryptUnprotectData k] ¥ g4 4 FB Sz 45

NTAHESTUNK WATRE—ADRH, BINUBTRIEMRTRMAEALARER, B
B AY 2 % DPAPIEK 1 B4 31 % , & b, =] LLAM 5 5 17 i FA DPAPIE $t . T @ = CryptProtectData
B CH+R AR TE , X L 18 F 4 ¥ & B9 EXEXX 4 th /] LL 7£ CryptProtectData, CryptUnprotectDataT % ,

Source codes : CryptProtectData , CryptUnprotectData.
Executable files : CryptProtectData , CryptUnprotectData.

CryptProtectData source code

/I CryptProtectData.cpp : Defines the entry point for the console application.
#include "stdafx.h"

#include <windows.h>

#include <stdio.h>

#pragma comment (lib, "Crypt32")

int _tmain(int argc, _TCHAR* arg\])

{
if (argc<3 || argc>5)
{
_tprintf(TEXT("Syntax: %s secret output_filename [entropy_string] [flags]\n"),argV0]);
return 1,
}

/IDeclare variables
DATA_BLOB Dataln;
DATA_BLOB DataOut;
DATA_BLOB DataEntropy;
DWORD dwFlags;
LPTSTR pFoo;
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/Nnitialize the structure

DataOut.pbData=NULL;

DataOut.cbData=0;

1

Dataln.pbData=(LPBYTE)(argV1]);
Dataln.cbData=(Istrlen(argf1])+1) * sizeof(TCHAR) ;

Il
if (argc>=4)
{
DataEntropy.pbData=(LPBYTE)(argV3));
DataEntropy.cbData=(Istrlen(argV{3])+1) * sizeof(TCHAR) ;
}
Il
if (argc==5)
dwFlags=_tcstoul(argV{4],&pFo0,10);
else

dwFlags=0;

/IProtect the secret
if (!CryptProtectData(

&Dataln,
TEXT("CryptProtectData by Passcape Software"), //description string to be included
argc>=47&DataEntropy:NULL, /IOptional entropy
NULL, /Ireserved
NULL, /Iprompt structure, not used
dwFlags, /Mfags
&DataOut) )
{
dwFlags=GetLastError();
_tprintf(TEXT("CryptProtectData failed with the following error code: %lu\n"),dwFlags);
exit(1);
}
/Isave the output blob
FILE *f=NULL;
_tfopen_s(&f,argv2], TEXT("wb"));
if (If)
{
if ( DataOut.pbData )
{
LocalFree(DataOut.pbData);
DataOut.pbData=NULL;
}
_tprintf(TEXT("Can't open output file for writing\n"));
exit(2);
}
[Iwrite
if ( DataOut.pbData )
{

size_t written=fwrite(DataOut.pbData,DataOut.cbData, 1,f);
LocalFree(DataOut.pbData);
DataOut.pbData=NULL,;
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if (written!=1)

{
_tprintf(TEXT("Can't write %lu bytes to output file\n"),DataOut.cbData);
exit(3);
}
}
fclose();
return O;

3.3 FEDPAPICh i T 84 M &

The encryption of user's personal data in DPAPI goes in three phases:

1. First, the application calls the CryptProtectData function, specifying the source data to be encrypted
and the optional entropy parameter. If the latter is not specified, any other program in the context of
current user may be able to decrypt the data by gaining physical access to the DPAPI blob.

2. The CryptProtectData function belongs to the CryptoAPI family and is located in Crypt32.dil. From
there, the request for further processing is forwarded via a secure RPC channel to the Local Security
Authority (LSA) system process, and the context of current user is switched to the system. All the
further manipulations are run in the context of the local system.

3. In the LSA, the data is actually encrypted and forwarded back to Crypt32.dll via the RPC channel;
from there, the data safely travels to the original application.

CryptProtectDatafll CryptUnprotectDatax A L R 2 B EBEHHY, BN LU BENERERS L
TXHEITH., DPAPI M HFH o K EELSAH, FANBEANEBEHRREEMN,

MBELEEKMAER, XTSI AEEEREFT20FEEBTIRE LS, —F 18, HIMRA
MZE,RE, @it x E N APBKDB2MZ br o, HANBANETZFIMEFTH, WA, BMAXA

MEZAXRBEEIEZHA MEREBERIN, WERAEED EHE— 1 85 CREDHISTK f£ % B /

Fi, MCREDHISTR Xk th KB ETFZHIMEBEZY, 2 A BRBEZEITEFH MEZEtB U

KMEL, MNEBET—ANEIETTREG, Kb, ZREFBHSHIT B ETZHHBEESZ R

ERTFICEMTERNL,

N T % % 8 R i A CryptProtectData / CryptUnprotectDatalt} 12 7= Z %, Windows& ZF &5, F &
RArEEXHEGmRENRERFELSAHMREL, MR N LDOPAPIREL I, REEH
FEFIHRGERE.

20054, Passcape X AT B RHEH T —HMEEX ZEXZERTZATFMANT &, FEM
DPAPIRI B 4535 4T, e A iF i, EAEZE DPAPIblob, T HEEZEEMH B/ " ML T X, REELENLT
B, DPAPI B A M ELA T SFREABERZ 2K L AN, EXHEAR. ERMILEZRMN
REEH.

Ak, AP wmEZEHEFBEE—THEBRMNBRI XD, ZXHETLUEGEEABNTHNE R (&
B3 UFRAHFERNEREEZREN, FEAETZEHE M 0N, s EEZUE. TFH
= DPAPIEZE MM — P RExTHR;FL, ERKE NSL26G, MENRFRAALTRIEMEER, I
% 1,
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EDPAPIIE — AN 8le, EEFMNEEZZTER " FIHUMNILMES . 2 — T E X & :F, X
EDPAPIF A AR KM IR, EBETREANETEH  X—VMBREANEERALAUTEBE
MAEDFHEREITRY, MR E 3 MSAMI 4 35 15 NTLMES 51| 3k £ 2% F {a] DPAPI  blob; 52 fr
MELEEHRAFTEESE _ADPAPIM L AT AT, XN RHEE & 7,0 E £ % ¥ # ASHAL
B 5 0

—BXHFAWATIAE, EMIRESI2EHIFEITF S 5 3 B DPAPI blobd X #RmMZEZE 4, Nk, mE
BETEZY, WE SHEHNBIEGREE L DPAPI blobf)FIBRE" X, BNMLUT &
4~ DPAPI blob# in 2 25 tH 89 = 2 ME — 1%

B [ =0 IR BAE B S PR AN o Windows 7 48 % 4t R R AES256F A N MR AT ME . X4 & %
HEMFANERBERINER L D—HAENKE SZ—MEZY], MMBLEAROEE
BB,

JEE U —TF, ROH AMBEWindows 7895 — MR AFEAESIE A EH /™ E B I & o & 4 4 U,
RHABHMBRATEFRA FEHE, ITHERRABART

—BHEEHENE EREEMRAER —ERSHBN B4 P, 3 £ DPAPI blob%k 3 [
25 . DPAPI bloby 254 & B X #4il % {E 2, PasscapeI I R A R ESEEF R E, X7 E

Eo

DPAPI data blob

DWORD dwVersion

GUID guidProvider

DWORD dwMasterKeyVersion
GUID guidMasterKey

DWORD dwFlags

BYTE szDataDescription[dwDataDescriptionLen]
ALG_ID algCrypt

DWORD dwCryptAlgLen

BYTE pSalt[dwSaltLen]

BYTE pHmac[dwHmacKeyLen]
ALG_ID algHash

DWORD dwHashAlgLen

BYTE pHmac2[dwHmac2KeyLen]

BYTE pData[dwDatalen]
BYTE pSign[dwSignLen] V

[ 3 DPAPI blobHI £ X 4 454
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4 DPAPI ¥ Z 41
4.1 H4 ZDPAPIF R 4H

RAPrPHEFEAR— N2 X%, E@ & A THEFHDPAPI blobsH € 3 I hn % & ¢ 89 10 & £
- RATEENNRIHINERELTNE, AUABNASEFELNERYT A HNEWNREER
Xk R E BB R AR

Mlaster Key header

CREDHIST Domain
GUID Backup Key

B4 EEYILH

42 EFHYP4S

WMEAFR R, — P EBEAXHBHST R TAR.

XHELMRBEER
BAreEHEH

. A Hh &5 & A

¥4 4% B9 CREDHISTSC # #7 iR &
. BEBRHEG

N N

£ Windows 2000, % 4t 7] LATF fif A #th & 25 43 % 42, T & & CREDHISTHR i #F . X i =2 {# DPAPI
ZEMEMBUERE, 550, Windows Password Recoveryf] LME At % B ETHFH, &
EXEER I MEURMATUMBIX—5,
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typedef struct _tagMasterKey

{
DWORD dwVersion;
DWORD dwResenedl;
DWORD dwResened2;
WCHAR szGuid[0x24];
DWORD dwUnusedl;
DWORD dwUnused2;
DWORD dwPolicy;
DWORD dwUserKeySize;
DWORD dwLocalEncKeySize;
DWORD dwLocalKeySize;
DWORD dwDomainKeySize;

} MASTERKEY, *PMASTERKEY;

DWORD dwVersion - version of the Master Key file used for the purposes of compatibility check.
For Windows 2000 this field is set to 1; for other operating systems - to 2.

WCHAR szGuid[0x24] - string value with a unique Master Key identifier, normally matching the file
name. Any DPAPI blob stores this identifier, which links it to a specific (and
only one) Master Key.

DWORD dwPolicy - field with various flags. For example, if bit 3 of this field is set, the decryption
key for the Master Key (from user's password) will be created using the SHA1
algorithm. In Windows 2000, this flag is always cleared; i.e. it uses NTLM

hash.
DWORD dwUserKeySize - contains the size of user's Master Key.
DWORD - size of backup copy encryption key.

dwLocalEncKeySize

DWORD dwLocalKeySize - size of local backup key or CREDHIST GUID field
DWORD - size of domain's Master Key backup.
dwDomainKeySize

R ERMETEENFI . B ECSE S M LR,
Sk PR EEHR S ERAMN, TERRALWindows 2000)8 1& i :

typedef struct _tagMasterKeylBase
{
DWORD dwVersion;
BYTE pSalt[0x10];
BYTE pKey[];
} MASTERKEY1BASE, *PMASTERKEY 1BASE;

In other versions of OS, the structure is complemented with new fields:

typedef struct _tagMasterKey2Base
{
DWORD dwVersion;
BYTE pSalt[0x10];
DWORD dwPBKDF2lterationCount;
ALG_ID HMACAIgId;
ALG_ID CryptAlgld;
BYTE pKey[];
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} MASTERKEY2BASE, *PMASTERKEY2BASE;

typedef struct _tagMasterKey3Base
{
DWORD dwVersion;
GUID guidCredhist;
} MASTERKEY3BASE, *PMASTERKEY3BASE;

i L 455 8 o B 1 3

DWORD dwVersion slot version.

BYTE pSalt[0x10] salt, i.e. set of random data for unifying Master Key and awiding
possible rainbow table attack.

DWORD iteration counter in the PBKDF2 key generation algorithm.

dwPBKDF2IterationCount

ALG_ID HMACAIgld data integrity check algorithm.

ALG_ID CryptAlgld slot encryption algorithm identifier.

BYTE pKey[] encrypted Master Key or slot data.

GUID guidCredhist unique credentials history file identifier.

RETRTEMBERGHBRINEITEVMEBEREEZ URENIBERNRTHRI .

IS i

Windows 2000 SHA1 95000
Windows XP 3DES SHA1 4000 76
Windows Vista 3DES SHA1 24000 12
Windows 7 AES256 SHA512 5600 10
Windows 10 AES256 SHA512 8000 <10

R2ZEIEYIMEBER,

4.3 HRHHERN

ILENFHERCOEZMMERA S BHEEVHNLE:

o B, HAM A APIE $ RtlGenRandom, & i& [B] 644 14 B #l & B #I F 7 . X 2 A F /in Z DPAPI
blobs#y F 25 £ B [ 38 #1 $

CHIEENFTERVEZTHMERMHE, ik, BINERR/ " MEREWL. XL IHF (SID)
*ﬂ%ﬁ%ﬂ’]leﬂ\ THIREABE (BB "B ESETNE TFHMANELEQAERNE

TR G BNERETENMBEHALTEDIGE (PKCS #hERpmERA£E), ME.
SlD%Di“EP%E?%ZI%EQ RE, BNEAZBEHRSE TN EEIMEEZ A, TRRAHN
Windows A AR A X R E£FH ., BAitk, £ Windows 20009, KA B9 0 F E & 2 RC4,
Windows XP#1Win2K3r £ 3DES, Tl Windows Vista%k LA E kR & I {8 F§ AES256,

s FFPHKB/—TH—MELF, BIGUID, &1 DPAPl blob# EF X HE—MFNF, E&ET —
TEEMREIXREZHNTE, Heaifiil, £ % ¥ GUIDRE % £ 5 DPAPI blobiy "85 ",

e IEY, AR/ MENUENMNE, SEMREVFE—EFHEEIEHEHE XN —1T 3
MXHER MKSFREEZ EHFHEIF AN —DEHRULE, A/ M EEHRF M E %APPDATA
%/Microsoft/Protect/%SID%, £ & %APPDATA%Z ¥ FI 2 FF 48 B % . il 40,
C:/Users/John/AppData/Roaming/Microsoft/Protect/S-1-5-21-2893984454-3019278361-1452863341-
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1003, %SID%E A F T £t il E L @A H F &, 7t 2 S-1-5-21-2893984454-3019278361-
1452863341-1003, % 4 B * & 91 77 i#% £ %WINDIR%/System32/Microsoft/Protectdr , F F 2 &
DPAPI blobs, B A& #h % 4t Ik /' R ¥ . A & 7£ CryptProtectDataf i #l F K & T
CRYPTPROTECT _LOCAL_MACHINE#7 7 i DPAPI blobs#} 2 Fi & i B9 £ % 4112 97,

e BIFRERGHW A, TEVHNUBR . MEXBEAIREIEREHEN, 0, £Windows 77, #
WHRPCLBRE—1TEBHEEOIN UL EDPAPIERH %E, FTU—BRE, TEHHE
BREZTFED BRUNETFTSRFHVBEEERE,

44 EHEREHR

MBMITFHEE LN TRIRFME X, AT REE REEAOX M4 (HREHR

XHEFEBREY), MARKEINNLANTRIREXE. AN LFH/LY ?- B ANDPAPIHE TR £
FIE, RABOXR2HE—IMHMEIEY, MUGAASNT K " BEBENLIETEN HUE

MRTFTRINPEEXHBLEZBRR,

IEVNBEYPERGPREHEM . EWMA NI FRBELM. KM, EF -1 "BUT. X
BHAXHEAE—MI8FTNHXH, @ HPreferred, EP A ERGERBUEMEFTHMAIT, U
RalZBH,

HEXH4H4

typedef struct _tagPreferredMasterKey
{
GUID guidMasterKey;
FILETIME ftCreated;
} PREFERREDMASTERKEY, *PPREFERREDMASTERKEY;

By —LDPAPIERK B IHAN, REEK APreferedh RBRE— 1M ETEMUEBSH, ME LI
EBITIOXR, B 1"HMWEEH, RN BEHPreferred, THEHMWBETEALEFI)
EIE, E#MFIX— &, £ % &CRYPTPROTECT CRED_SYNCHE i& #91% )% T il B CryptProtectData
B RE[EFNEMANIEYH, AER M LEFEN . ZREEEREBXRAEURE
HATH . A TR M ERIHEL, Windows 7SIAT—ANEIBHRSNE, HINSGETE
4,

BEXHFHBEFZEAMARY ALELIFIBRER—TETEHMGEBRH, AMIFATU
FHEEBEBELE N TREKEF-—TEIEVNHNFAIUEEERENETEY.ER,
EREKFREIRHFGIZSTANEAER, EEKE—#HERLT, XEMNHFREVRMEN
MBLRERABATKHEDN, BABRAMMEM RN, AT 6E Y R #HE I 1TeH
MEHFME.

P&, EEAEWindows 7 EI000NEFENFES DN, Lhmnil, L B-PEFEHFEOS
BPOE EH FHNMNER EEVNBALIEFTE- LN IE BRBERT, BMEKE
EEMEN-RZBBETELESNLFEEOPAPHE —MWEERRA EERAURRA-BHEs

T MU, BODPAPIR G RBF&EME XM,
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45 FZMHREBUHAFMNEGPIREEA]

- 473 45 PR FL G B 3 A

LBUBENR—TEHMRAN, TBEIXGEVTRICBEIEINSH. SOEEEHN,
DPAPI[E 7 ik RSAM Z FA N /A H B W B EH S K EER TEERSEH A EITME
FENEMERTNEIBENEFUER —IXEP MRERE T E I EBI AN K & H R
DPAPIZF % M K E 4 B & . HEHFERERBHIRSAER NN HIMEITRE, FEMRER
MEE P REEE,

EWindows XP - Windows 7 F £ 43 3% 31 =5 fivi B4 3 27 48

L RENKRERS ML AN (Windows XPHIESHA)N, DPAPIRA T —MHETELNEE &
MARRENG . FWLEESR, AIOAUEEMHIEEEFHN @RS CE R TFRSIKRERTH
B, BE— SR X I ER S AL, MR EMEE RS EAET A ME L,

B2 MEA/IEEVUEEMVUBRRETEN, SREFL? —UHIIFERN, XM LE
R, @K, EMEMKRE—FRE ZCBREMEEMN, RES 2 — X 2472048
MAHAARSAMEBEZEY . AV MAABMNFERAIA RTINS, FEMER B EIMERE
HKEY_LOCAL_MACHINE/SECURITY/Recovery/%SID% (Windows XP -  Windows  Vista) 2%
HKEY_LOCAL_MACHINE/C80ED86A-0D28-40dc-B379-BB594E14EA1B (Windows 7) , T it #Rfa], iX
LEZVMTHRELEN, AREREHFAER), AREEN . MBEEURENRANNREE
Mat Dl MEEQRBBEWNEENRE, ANRETEN, FHNBEUSAAXRSARIME,
FRELEIMES RREMEL BFLAHARABH EEHAR S LMNE BN ATHAELT
B, AAZEVNAUEUREMMNEATRENNCQEZFFMHETIMRPITFEL GE U —
A, R —THRARZE Windows Password Recowery H# S E & & v AN, ° LR E A 89 8
XEREW,

FEWindows 2000#4 34 31 B fixi £ %43 EHH
EBEZMEERS R H I 7EWindows XPh, HFiIX Z2RI2H 4 ?F %2 £, RE Windows 2000i% & &
WEEH, BERAFPrNEZEHASHONMAERIN T EN LT EZANETEASCHABERE
R—EBHMLt, XEKE, T FEADPAPIMEZEMNHBEPAATLUHEENEEESRE MAFTEA
ERAPFHEXRELN(RENREEMEB Y NR),
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Master Key header
User Local

Master KKey Encryption Key

Local Domain

Ba

o
c
©

Cey Backup Key

A 5. Windows 2000h B = B S X4

cose 22 WU Windows 2000 R Bl — M EEXEMBRA.BEE, MRBERIMWEHF I
i, BNFRMBERMNARFHARFIMAIIFZEWNRKERZBENRET., Vb, ILEINEKEFR
EFAMNSBUEER, —IPWINRKEFZFHAXHEE BN T4k

kMR GER
RIrHMEEY

A Hh % 43 40 % =7 B
i FEEH LG
E = %5

S

MAERDIRERAI/"NEIFH BAENAZONUNEBEEHNTHED, ERELES, &
MERARMIFENK " HED(H, 20, ERLHEIE DK, ZBEEFEMESL A
DPAP|_SYSTEMHI LSAR % 1 ,

—BRGAEMHMEEY, RINARAEXRBERA NI EVNNAR M. XE1-2-3—
FEf o MZXABER, WKy R/ B RIF, BOVENE R ME MG\ S ERiE, DPAPIHL A LL
BENMA MR EETEN FERXRALERBEIHA RIFEMIRM.

£ fal BE o V7 [ #2 4 R Gt Windows 2000F KO AHLEIR 7, MEFZER A, AT UBR B Z i
REHEMASMMEDPAPIHE, MAFTEEXELEEE LI

NTERS MBS IE X FRRIT, A1 KA SYSKEYH REHE R SETSYSKEYT B (iR # £ W
WIN+RIR £ 5, 2 5 %1 A syskey.exe, B R HE), B SYSKEYMBEMMEE. WE, NTHER
DPAP|_ SYSTEM LSAMITZE, BEMEEE VLM BESYSKEYR E ) B L5 & A SYSKEYH
Bz,
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DPAPI4E i [ &8
5.1 DPAPMEIE &8

DPAPIMEE EfTEERBAAR A UAIIMEZEL MAELANEDSHAURFHNBEXFEME—
% N CREDHISTHI 45 3% &8 25 XX, 1% X 44 L F %APPDATA%/Microsoft/Protect 3 44 sz /1

5.2  CREDHISTZE#j

MEERNERIENEXBHER—KHE, BT HEURFHIERENEH—TF THA, &
i JESE I

typedef struct _tagCREDENTIAL_HISTORY
{
DWORD dwVersion;
GUID guidLink;
DWORD dwNextLinkSize;
DWORD dwCredLinkType;
ALG_ID algHash;
DWORD dwPbkdf2lterationCount;
DWORD dwsSidSize;
ALG_ID algCrypt;
DWORD dwShaHashSize;
DWORD dwNtHashSize;
BYTE pSalt[0x10];
} CREDENTIAL_HISTORY, *PCREDENTIAL_HISTORY;

HIEF R YA :

DWORD dwVersion current link version of the credential history chain
GUID guidLink unique link identifier

DWORD size of next chain link

dwNextLinkSize

DWORD type of password used for decrypting current link
dwCredLinkType

ALG_ID algHash hashing algorithm identifier in PBKDF2

DWORD number of iterations in PBKDF2
dwPbkdf2lterationCount

DWORD dwsSidSize security identifier size of the data owner

ALG_ID algCrypt used data encryption algorithm

DWORD size of SHA1 hash

dwShaHashSize

DWORD dwNtHashSizesize of NTLM hash
BYTE pSalt[0x10] random set of binary data used for encrypting

BYTE pSid[] owner SID
BYTE pShaHash[] SHA hash
BYTE pNtHash[] NTLM hash
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Kl6E R 7T CREDHISTH E I EHF A X,

Last password

Passweord chain 3

ZaN

Password chain 2

AN

First password

/& 6.CREDHISTC # 4 #3 .

5.3 CREDHIST jn#=

HTHRAPBRIMNEE - T E-— T HEREFH . B TEWURIAEMRIIME, F— 185
ARSI EMLME, Aitt, EREENE FEMNER ) HWIETEN (LA
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Last passweord

,sf#”f¥iii:£7 First password
user
ssword |

E7DPAPIF M EIL iR BEAE,

MBFAUMBNMAETZHN KELHIE, DPAPISFE A E F B H B CREDHISTH M E — 1
MmE, FEAEARAE— 1 CredHifi M FREZTZH MEXTEHAMAEL, | CREDHISTH
FHE—ITRINEEBZEZAHN, ESZEE,

TﬂE’Hs.d’ﬁ%%?nﬁﬁﬁ’l’Hﬁﬁgﬁﬂxﬁﬁﬁiﬂﬁiﬂéﬂu% ENRILR(LTRI) . BF, MEHEE
(#UFRTFRIPEITBVHMNEERE,

IS S i

Windows XP 3DES SHA1 4000

Windows Vista 3DES SHA1 24000 12
Windows 7 AES256 SHA512 5600 10
Windows 10 AES256 SHA512 8000 <10

ZIDPAPIFATFHBUEEILRCRMMEEE,
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5.4  CREDHIST i f

CREDHIST## f#i FR B LIBT M i Ie &, BN AR MEBR LU, B/ BRI E — 1 LAl
E4ERYMBMN (RNBZINEEEW AXMHERT, EMELMEN, FEIENECR
THEMRKEESMELMBAZNREST .

E bk, S DPAPIE 2 1t A E § Z 0 I WindowsET £ £ — R E AT N A E, 5 F kit DPAPI,
FHEFRR Y ECREDHISTH Ei{ E £ & 15,

A WindowsE S i & & &£ 4
6.1 R0 T FDPAPI

WindowsF M Z I BERBEES NI XHNE . 8%, REANEAEEMAERE, RAEKLKEH
BHMEEHERLER, LG EHSAMENTDIR MW Z L DITRIEE . EE N E, ME—14)
F, EREHANSBNEEF. AESTDPAPIBZ N EXRFIRE . 5. EEHFA  MWEYETE
FAEIUE (Windows TR ES MR A) .

DPAPIR G B EHE, A BRI =, It EI EEDPAPIASEZ L EHRN RE T H 4. K
TREBEH-:

e EIRMHEBEMNEHEHRE L (Windows XPR B 5 ik &)

e WILEBEHEZ e, Hltn HEER, TFRHEEHE (Win PHUNEEMABRERFETHAR
#PC)

o A/ &S EE (Windows 2000+)

e Windows 2000fF Kt PCAH )" Z 10 & &

6.2 FFEWindows XPrh 5g H# & 2t & A5 - Windows 7

WindowsF I Z I B RBEES NI EHNEE . 8L, RGN EREENMERE, RELEH
BHEEHEREER, L ERSAMBENTDR B DITMIBEE . EE_NME, ME—1)
F, EREHRNSBNEEF. AETSTDPAPIBZ N EXFRE . &5, EEHFA  MWEYRETE
FEAF (Windows TR E S MR A)

DPAPIR G B & He, UM EBEEH S, LZMNEEDPAPINFAEE W ERN AET H 4. U
T2HaEEH:

B it 12 18 % D E 8 S Y (Windows XP R B & KR &)
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EHMEEHBS e. flin, HEEL, TFRHEEMN (Win PIESHRAEERATHERK
PC)

B A #E L E & (Windows 2000+)

Windows 20000t A PCHH M B4 & &

6.3 FEWindows XPT g3 37 B, figi £ EE & & 75 - Windows 7

ploan, ERRFHEER BN IERAELEERER.

RERAFPREEFR4MeEN, BEFERADPAPIMBHFAAERIEARAER A (BN, MLKHEL, EFS
FZH.OMBIEPE) RARWIEZMLAKRE, DPAPIT ZMEZEETFH.

MEERFENEESBRKEIRE S, DPAPIF R B H /R 15K &, 3 B F 5 DPAPI Blobi% B X
CI::

XZENDPAPIEEMRB IRV MAARAL, BIRENTERE MENREMTE LT M (G
HEMEER)IMS—MALZEXERALEMUBNEMNEEE A,

6.4 wHlERISHFRY

0 8 7 Active Directoryf 1% (Windows 2000+) & { FIDPAPI, M E B HEM AT S HEIR E— 1
BlAZA /A LSHMEBENRY, F- EAERABETHEHRNSFHLAYHRSANE,

GRS EWEEN, DPAPITEZRBEIEVNHNE —TEIA, A, BREABEZ/T%AEIKX
ik & Xf Ff & DPAPI BlobBy Ui il  TAESGF T B VIR ME & D8I AKX B HIEHI R BEH SR &
AELRARSAZEVIBESXOEA, FEREMNEIEVN KB, THREERFUR " EMT EEH
HTME, FERBIAETEHFXMH, FRASEMXE,

6.5 FEWIN2Kg¥h 37 B iy F EBEL

EWINRKTETHENITENLE, NERDPAPIZ N EBR . TR XHEEEIEIR, £ —
PMREIRERRA S ZE#FITME, 5= 18| A {E F DPAPI SYSTEME’JLSAE‘Z%H FHEZEIMR
h, X RGP RTE,
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o AR Windows# il Irf & & & 41 4

— BRI EMHEREE, DPAPIRE AMEITEVIMNE—T8X BERERBIBREEZ
TEIA RARERASNMNHFELRVBERAR, AFAFAXGE MEEMEFEHHIETERS.

MEZRPHAERE, Ui ZDPAPIR Y M E HRIFM L B R £ E L8, il {RDPAPIHE
Windows 2000 2T R HALPCE R DRI N EHRE BUNERREAEVINE, UERSAFEM
ARGEVNEIEWNRERGEINIR®RE TV B KA,

MDPAPI blobsth ik & #i2
7.1  MDPAPI blobschiik & i

F A DPAPIfI— 4T B WindowsZ gk EIR#E T 2 Es, TUEBLABEXTIIRELER
DPAPIMMEZEMZMAMEIE, FAMBFA " BEEX . LEMNEIH - TERZAGENHRB Y S,

7.2 R _E HgDPAPI blobs

7£ windows 1, DPAPI blob®l LA 77 fif TEAE T #h 75 - — #F il S SO AR S L 8B 5 . S E M & L Active
Directory , 7 JF 45 fi# % DPAPI BlocZ 8], M A B AR E R H " FLE AWK A Nit,
EMNFE—IMHEEIEEREHE L L KDPAPIBlos,

B3l ZI B B EREMFREXEx, . &% IR X4 xZC/Program Data/Microsoft/Wlansvc, €
@& Windows 7T B T 2k iE B F Y,
FERADPAPIIIZMEZE M UXABRKXFEMAEMIX G B, Bl o REERXAL (BRLE
RTEAZIET) . EFFWHRINNOXEN X el Rt FREM,

X F| #) DPAPI BlobiF LR BEMBAMEFEMEB XXt #ln, iR BEF E X xxxd %
DPAPI blob, xml, & 1 # % # 5 Z it #l#& X, F KR FE B b X B Hyxxx.xml.001, a0 F 7 X #
yyyd . 40 8 52 B # 2| ® 1 blob, & 114F & 77 A yyy.xml, 002F] yyy.xml.003,

DPAPI Secrets © 2012 Passcape Software


https://www.passcape.com/windows_password_recovery_dpapi
https://www.passcape.com/windows_password_recovery_dpapi_search

MDPAPI blobseh ik & %k 12

P ™
€3 Search DPAPI blobs S

Sy

a Fill im the search options to start scanning for DPAPI blobs |

Input directory to search blobs at
E:\ProgramData\MicrosoftiWlansve E@

[#] Search for binary blobs
[7] Search for text ASCII blobs
[¥] Search for text UMICODE blobs

Output folder to save found blobs to

ol @3'

T
[
it
1]
(T
!

Statistics
Current file:

Data scanned:
Blobs found:

e
K8 FHWIFE L,

7.3 ZEEMEANES) B 308 34X DPAPI blobs

T W % £ 5 $k DPAPI blobs F %, BM R FEHHWLATA N BUEMRIF SN B X HEE
W ? X XEXHMHBHEELN, SFEEER,

KR, BFIDHAE, FEFATR. Yk, RMNFRAT—TAEN IMERMESNEXEZHTIE
HERFTFHRERES.

EIHE AREHFRNESANHAZTNE R IMR[EFIB X TR BHEIBXKEE

AIRE /R ER K B9 (A o B 7 3 A1 AT LLiE A DPAPI blob# R T E, #HEEHRINKFIMERR
ntds. dit# #7 F7F B9 3 {4 < B9 B8 1%

7.4 g g Windows 7rh B T 28 & HE B Y

fRE L AOEHEN Za1, B £k 89 C:/Program Data/Microsoft/Wlansve XX # s & 75 3% 48 1 #
DPAPI blobs, AT LL, X B H T Z BT ERMX — K&,
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[E 7)) DPAPIfiZ 2 T B 3% 15 7€ 1% HX # DPAPI blob#) & 1% . T EERNZE
CRYPTPROTECT LOCAL MACHINEA: EBIEY, L EWRE 1], BINEE
E:/Windows/System32/Microsoft/Protect/S-1-5-18/UserX # = b I R K T F 4

HzXHedh, LB THEIEVNHIABEXE RABERT, I AXBENTERETHNEEN
X, EHNMHG FP, CREDHSTHEREZRELEN, MUKINEZIITFREZE,
—BEBDINVABRFHNEZS, BRI LERNATFER " WEL AR, RNFERDEM
& X, SYSTEMFASECURITY, #fIE, HATthEEEN . EE, MBI B XEB ARAEMR R X
HENHEHEN . R/ HWSDERSD, EFEEIKRERLAMSID:S-15-18, EF ZF KR, &
i 3K By Windows 7R B [RIG BA X T L E B TR AR E o

BHWE2IRMNERE—F,

7.5 ik € AL FE Internet Explorertdh i Facebook & g

MENHNBEERERT. ibFHA 22X 7 Internet  Explorerds ik £ Facebookik /' #) 2 18 , Z fif | 1X
— &, BRI UREEMMBUZSHN "FTHRE" FTLUIRAIMH S EFMO,

Internet Explorert] B 3)) 5t B % 5 77 fifi 72 5T #ft & #9 HKCU/Software/Microsoft/Internet
Explorer/IntelliForms/Storage2 , 55 T RegeditF# T F iZ B X . B E, RAIE S F B — & Z 3k Hl
WHE.BINMREEH P — %, & NF6FFE33BIEF4AD7CB8F5A2F41F3222D21E131ED787A,

0B R & H X FE AL T, 7T LU K 7E Facebook £ O 8 — N A 1S - $T FF WL M@
http://www.facebook.com/(Wwwi& % 1B ) , it AE Al B F Ul ik FA R 210, RE R HFE XK
Hlo BERFHMBERFHEMLN, BIXF M. Z A, Facebook it =& B — 4 # %, BX H T
EE EWELBRET.

L W W i e |

_—
'.\ '_'_,'le_dl hitp:/ v facebook.com 20X II Ei Welcome to Facebook - Lo.., u_

Emal

Facebook helps you connect and share with Sign Up
the people in your life, It's free and always will be. I
g a [ ] First Name:
_I, -_," - Py i > 5 Last Mame:
] .i. ; Your Email:
| 2 0 a Re-enter Email:

%S
& 9. 4 ¥ Facebook l| ik B 75 ,
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Y] #: [E regedit, IRFSEHHIE . FHEBHMIMR BV IEI — P HFHILHE, 28 H
F6FFE33BIEF4D7CB8F5A2F41F3222D21E131ED787A, iX N IR 1B B & F A 1t 2 M 5 & ¥ 49 SHAIS

.
LIRITHFEN, {REF E| — 1 DPAPI blob, B E H % M 15 8 0 & & sk & 19 . ik 3 1142 DPAPI
blobGF H B — M XA EMEX— R, FTFcmdFBITUT @RS,

REG QUERY "HKCU\Software\Microsoft\Internet Exploren\intelliForms\Storage2" /v
F6FFE33B9EF4D7CB8F5A2F41F3222D21E131ED787A > c:\test\fb.txt

515 2 W AU FHATEY E SR LLASCIRE 2R 7 Bl citestSX e . fR AT KL B B i i & F ] H fth 3
e, XELHFERE UL, RINFEMBIT, MASCI #fo.txtd 12 B 3 11 F E 89 = it
DPAPI blob,

EH#ERIE, ERXHxctest, 5B R XA H LI, £ Mt in T3 = 6 X
fo.txt.001, & &, FATRI Ak S BEAT LR OB DR 8 -

HFHEMNMIERE, FREX DXL, E_H, EEEXH, Zblob2AZXGEMEN. A
B 8 X 2 5] #B 77 1% 7E YAppData%/Roaming/Microsoft/Protect/%SID%X #xth . BiE £ — 2, 2
CREDHISTX 4, AT BEthBEE R E

LEMEANRAEFASHUE=ZDN, RBEBHIAKTEIFFIBT . N T ##E Facebook) & 4, 1]
REEEHRREUT =S A/ HISID, )5 x4 FDPAPI blobil & M E . 122 F &
EEMEIEVNHNBREPEINRASHWSD MEZREXHMG, MEFEFTRALFINGEZS
B (flgn, @Bid S HTCREDHISTX ) . X TR EREW, —UHEBMRFL B2 HATN %40
fa] 4t 3B X AN 2 PIOE 2

NFXAZH, EMEBEZGEN, EEFAZUHRAMNMNMITEI, ZMIBIALUNEFEH A, 1
HUNICODE, # L0 B, MBIRFLE —AMHEX B SE, $EE B ERENTEMIE,
ALUERFHUBEZEBE. BN, REE XBTH.

ik, EHREPEETELEMEMXHMNBER, HALFERT K & Facebook i # 52

. MER MEBINEN.EXNMEAMRAEREESHFR— T HIELS B (KL FEILXAD
I 7 R L AR
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-

DPAFT offline decoder

The list below cortains decoded data of the DPAP] blob file. Right-click the list to display the corntest menu.

DPAP| blok file o \testifb. et 001
Master Key file E:Users\John‘\AppData\Roaming Microsoft\Protect|\s-1-5-21-2897855234-39502..

0000 -CICI 00 00 58 00 00 00 5& 00 00 00 57 45 43 4B I---K---U’---WICK 2
18

0010 00 00 00 O4 00 OO0 OO0 OO0 00 Q0 00 01 00 00 00 | .. ... oo .- |_|
0ozo |00 OO 00 OO0 OO0 OO0 OO0 00 05 43 SR DB OD SB CC 01 | - - ... ... ci._rI.

0ozo0 | o0C OO 00 OO0 1R OO OO0 00 05 43 SR DB OD SB CC 01 | - ... ... .. ci._rI.

0040 |04 00 00 OO0 24 00 00 00 31 57 5D E4 E4 72 CC 01 | ... .%. . 1&&ri.

0050 |11 00 00 OO0 43 00 00 00 31 57 S0 E4 E4 72 CC 01 | ... . H. .. 1&Eri.

00&0 |0 OO0 00 OO0 31 OO0 32 00 33 00 40 00 D 00 €1 00 | ... .1.2_. 3 _ @8 .m.=.

0070 | €5 00 &C 00 ZE OO0 &3 00 &F 00 &D 00 OO0 00 70 00 |i.1...c.o.m...p-
00z0 | €1 00 73 00 73 00 00 00 &% 00 6E 00 &6 00 6F 00 |a.s.s...i.n.f.o.
00%0 | 40 00 70 00 &1 00 73 00 73 00 &3 00 &1 00 70 00 |@.p.a.3.s.c.a.p-
0020 | €5 00 2E 00 &3 00 &F 00 <D OO0 00 00 21 00 22 00 |e...c.o.m...1.2_

Frish | | Cancel

10. fi2 % ¥ Facebook & g ,

7.6 EFHFMSAM/NTDS.DITHN 2 b5 # (5 BN BT 4k & B /- % 6Y

B LUESE— R, Windows Password Recoveryft ¥ ik £ & %X % i, M A F Z M SAME NTDS.DIT
MBEAFMREFREH. XZFAUB NAIRE, RRANRAAHNENSETEIEAHMMNE IR, AL,
F E A LU AR E R G

NTUWALRER, BT THEVHUIMTIBEHF FHEE-—ITHEEIEVOXHHIBRE ARIE
WEEVR ZEFFETHEARSM . ARATE RRURERFARARIEEMIR, 55
EEAFHAOKE,

RECEFEMUHMNE R EMNBEREARTREA VWELFEEEMLGRFL, Hl, &
Windows 7Fh, GG IE AR E K2 N10p/s, Big £, @il e mBZEE LML GPUS 5 %4,
BEEAURSNLANMESN . BEFEAERBZE, SNILME FHLE, FREVIRMNELFEEE L
TEAEWN. EXL2MAE, DPAPIEL K &7 %
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DPAPT user Master Key analysis |i|
@ JJ: Decoded structure of the Master Key
% 4 Step 2/2

The list below cortaing decoded entries of the MasterKey file. Right-click the list to display the context menu. You can
use a simple wordlist to bruteforce the initial logon password the Master Key is protected with.

, -

Attribute name Cument password: attaway, average speed: 12p/s i
.

|13

dw\ersion
sziEuid Checking Common.dic dictionary...
dwPolicy
dwlserkeysi
dwVersion

m

.................................

HMACAIgId

Cryptalgld
pKey 734406 7004F60 11FDSCOACASS04F0599FCTEES2 17D 2EFFA 18326366. .

dwLocalEncKeySize 104

dw\ersion 2
p5alt AFCASASICEESAB297490B39217E2E4EE

| Fnish | | Cancel |

L

& 11. #£ Windows Vistah B it 2 TDPAPIE B4 M E A P B R E W,

7.7 MDPAPIch 2 2 5 iIE 77 52 he 5 {5

HFEIE B4 TR, 5% CREDHISTX # 8 B8 %, i% X ¥ 77 fik 7€ %AppData
%/Roaming/Microsoft/Protect3X # se & , N R % X ¥ 7F fir 7T LLBT R A )7 % 5, "CREDHISTZ # &%
"FERNZAE—ANESMHE.

LBTHIRE M Z i 2 LLSHATMINTLIMBE F MR X EM%. N ARBEA—MHMNMOF X, MEMR
FLUE A BWCREDHISTX 4, A EEMAZZXEN, BF = B3 MWindowsZ 7 1 3 BL &
i, AREHTHNHKRE. SN, MEBAESTAIFIMALTMAIBWED,

ZIEXHES M. XERE, SR ENRA, EEPF-—1THEAEWEEMNNER
T ZEFWULUBRERYERMGRE DEMAIBENZH,
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Credentials history dumper ﬁ

Dump DPAPI credentials history hashes

Step 2/2

To decrypt all user's previous hashes stored in CREDHIST, you should know the cument passward of the user .. the
last password he/she set). However partitial dump for example if you know one of the previous passwords) is also
alowed. Decrypted hashes can be saved eitherin SHAT or NTLM (PWDUMP compatible) format.

Statistics

CREDHIST key chains: 2

CREDHIST GUID: 93c85e9c-130e42de-9063-5764924 1a1d
Dump options

() Dump SHA1 hashes
(®) Dump NTLM hashes, PWDUMP compatible output

Decryption password:
IUse password of the cumently logged on user

DuUMP

| Fmish | | Cancel |

12. % i DPAPIE IE 7 R B Y

8 Bgs

DPAPIEFINILE I X, ELRRANERH —METENMRSE, VAN TARIERMET
EBHHMUENRYT . AT HEERSHELDPAPIERIITHE KA E!

FAI VPN iZRE], DPAPIIE — ML BEW S EMNRE, JIAREBEENLEEERZ MK
¥ i DPAPIR 3" B9 R /7 843 o

RAEAM, E- KU LREEEEN ERANSEEREERS D, MWindows XPF s, X LR
AN ZWHERT, BADPAPIRSGMA T - REANET FHZ EXRRATHHUME
BE XERSEIFVHNELENEEIERT KL1000( ! ) E. BRI AL VERA U HEMRMA
EFSMEZEHNXHMEIZEVMEHREFHEE AREITENCNRIEELHNBMNEE L FHI
o

MBI, DPAPIINZ RS ELLHBEM2R. EH, METHEHNREMZHRKER,
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