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1.4 DPAPI HTg?
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https://support.microsoft.com/en-us/windows/learn-about-windows-hello-and-set-it-up-dae28983-8242-bb2a-d3d1-87c9d265a5f0
https://en.wikipedia.org/wiki/Trusted_Platform_Module
https://www.passcape.com/index.php?section=blog&cmd=details&id=20
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1.7 PoC
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1. TaeAd oW 18d 31cd B ford S YR R Iifess sfaraw 811 agoid fews & amd 8, gRfyd &3 &
O Se-31ge WHIRA B 1 o, Ui faSis gal T3 Wices! % Ugd T dx+ § &M el grm | i fau 1w
TpTe §, Red 3 Toe-id ©U q ddcs 154 & o F: 3R g fpar §1

2. ﬁ@agaéﬁmﬁwﬁ T gl H WY, 3R fh 'DPAPI| fSTsR 3R TIamEsR -DPAP| 31 siis &l

3. DPAP| sifs &1 U1Y UeH &3 o 3mueh! fSfhy o Pt Smagesndi § 3R fasie fevaed o1 4t
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https://www.passcape.com/index.php?section=blog&cmd=details&id=29
https://support.microsoft.com/en-us/windows/accessing-credential-manager-1b5c916a-6a16-889f-8581-fc16e8165ac0
https://www.passcape.com/windows_password_recovery
https://www.passcape.com/windows_password_recovery_dpapi_decoder
https://www.passcape.com/windows_password_recovery_dpapi_decoder
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DPAP| offline decoder >
=
| ) [T —
O, |:;_ & Select DPAPI blob location Step 1/4

DPAFI blob iz an opague data structure that holds encrypted data. Many system components such as Encrypting File
System, Wireless connection wizard, Windows Credentials Manager, CardSpace, etc. and popular applications such
as Intemet Explorer, Windows Mail, Outlook, Skype, Google Talk uses DPAPI to securely store their secrets,
passwords and sensitive data in DFAP] blabs. You can extract DPAPI blobs using blob search’ utility.

Read more information about DPAPI offline decrvpter

Select DPAP| blob file
DPAPI blob file F:illsersy “AppDatatLocal' Microsoft\Credentials™, |

Windows directory | \Windows

Nest = | Cancel |

4. T SN H URex &t @ oY [y W R # 9ft aRea$USER_PROFILE%
\AppData\Roaming\Microsoft\Protect %R & T 7|
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DPAP| offline decoder >

o o ——n—

Select Master Key location Step 2/4

Master Key is used in DPAFI as a pimary cypher key to decrypt user protected data and passwords (i.e. DPAP| blobs).
For example, EFS cerfficates, Wik, M5SN, Outlook, Intemet Explorer, Skype credentials, etc. User Master Key file is
located at the “LAPPDATAY \Microsoft\Protect\%.S107% folder. Where %LAPPDATAY is the user application data
directary, and %5I10% is the textual 510 of the user. However SYSTEM Master Key may be located at the following
folder: WINDIR %\ System 324 Microsoft\Protect.

Select Master Key file
Master Key file (L

CREDHIST file F:i\Users' wAppDatatRoaming W Microsoft\Protect \CREDHIST (L

How do you want the Masterkley to be decrypted?

HL L SR ELE] ][ Udl-Aup) fic RSy B Ghi Ly S SR R |

Next | Cancel |

5. 3§ IS -9 g 3R fSfrme & sifaw ®u 33 & e spTar deq R faas &3
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DPAP| offline decoder >
A ) —)

&N JJ oy Userfsystem credentials needed for successful blob decryption

@ 49 e Step 3/4

“fou should specify user 5|10 and user logon password here in order to decrypt the DPAFP| encrypted data. However
some DPAP| encrypted blobs, eq. encrypted using 5YSTEM account, require machine credentials. In this case, youll
have to provide a path to the SYSTEM and SECURITY registry files. Optional entropy file is required when the blob
was was created using entropy (refer to CryptProtect Data AP for more information). You should manually create a
simple binary file with the entropy data and show the program path to the file.

Additional parameters are required in order to proceed the data decryption

lser SID 5-1-

() User password

(Z) User PIN
() Passworddess (extract from biometrics, ARSO), cached logons, etc.)

Entropy file {optional) (L]

| MNest> | | Cancel |
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DPAP| offline decoder o4
- I_

| (——— )

@ .ﬂ Decrypted DPAPI blob Step 4/4

The list below contains decoded data of the DPAFP| blob file. Right-click the list to display the contest menu.

DPAPI blob file F:\Users', “AppDatatlocalt...

Master Key file F-ulsers', “AppDatatRoaming.
Q0o 00 Q0 00 4€ 2A 00 00 Q00 00 Q00 00 Q01 OO0 00 0o I S . -~
Qo1 | 02 00 00 00 E3 AF 40 C2 Fe S5 DE 01 00 Q0 00 Q0 .. i_@.ﬁﬁ.ﬁ-@ .....
QozZ0 | 02 00 00 00 20 00 00 00 00 00 00 00 00 90 00 Q0 e e e e e
Q030 | %2 00 00 00 57 00 €% 00 €E 00 ©4 00 €F 00 77 00 R...W.i.n.d.o.w.
o040 | 72 00 4C 00 €% 00 76 00 €5 00 3A 00 74 00 €1 00 | s.L.i.v.e.:.t.a&a.
Q02%0 | 72 00 &7 00 €5 00 V4 00 2D OO0 V& 00 €% 00 V2 00 |r.g.e.t.=.w.i.r.
0ol | 74 00 75 00 €1 00 &C 00 &1 OO VO 0O 7O 00 2F 00 (t.w.a.l.a.p.p-/S-
0070 | 64 00 &% 00 €4 00 &C 00 &F 00 &7 00 €% 00 €3 00 (d.i.d.l.o0.g.i.c.
Qo020 | el 00 g 00 00 90 00 00 00 Q00 25 00 00 00 50 00 |&a.l....... | LB
Q050 | g5 00 72 00 73 00 €% 00 73 00 V4 00 €5 00 €4 00 (e.r.s.i.s.t.e.d.
QOzD | 43 00 72 00 €5 00 €4 00 €5 00 €E 00 74 00 €% 00 | CT. e.d.e.n I

W
| Finish | | Cancel |

1.8 fAsed
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Gt safeqTrd e Gyifad S & 1

SOt AT BRI B YRET & 1Y, Yot fEep Uh =M AfeT & W [FaR &%, TPM [R&T &1 a1 H (@, G
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