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BYTE hash[16], pDecodedData[32];
static BYTE samc1[]="! @#%$%"&*()qwertyUIOPAzxcvbnmQQQQQQQQQQQQ)(*@&%";
static BYTE samc2[]="0123456789012345678901234567890123456789";

//IGenerate decrypt key

Md5Init();
Md5Update(pSamSessionKey+8,16);
Md5Update(samc1,0x2F);
Md5Update(m_pSyskey, 16);
Md5Update(samc2,0x29);
Md5Final(hash);

//Decrypt
memcpy(pDecodedData,pSamSessionKey+24,32);
Rc4SetKey(hash,16);
Rc4Decrypt(pDecodedData,32);

//ICheck sign

Md5Init();
Md5Update(pDecodedData,16);
Md5Update(samc2,0x29);
Md5Update(pDecodedData,16);
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uRfRIF 1. SAM TiRF®E &t UTed ST

Md5Update(samc1,0x2F);
Md5Final(hash);

if( memcmp(pDecodedData+16,hash,16)==0 )
{

memcpy(pDecodedSamSessionKey,pDecodedData,16);
return TRUE;

Y
return FALSE;

6 uRfRIY 2. Syskey B fEfopp BT

BOOL DecryptSyskey(LPCTSTR szJD, LPCTSTR szSkew1, LPCTSTR szGBG, LPCTSTR szData)
{

BYTE p[]={Oxb,0x6,0x7,0x1,0x8,0xa,0xe,0x0,0x3,0x5,0x2,0xf,0xd,0x9,0xc,0x4};

BYTE pEncryptedKey[16];

if( 'szdD || !'szSkew1 || !szGBG || !szData )
return FALSE;

/lconvert to binary
_stscanf_s(szJD,_T("%X"),(LPDWORD)&pEncryptedKey|[0]);
_stscanf_s(szSkew1,_T("%X"),(LPDWORD)&pEncryptedKey[4]);
_stscanf_s(szGBG,_T("%X"),(LPDWORD)&pEncryptedKey|[8]);
_stscanf_s(szData,_T("%X"),(LPDWORD)&pEncryptedKey[12]);

/[Permutate
for( int i=0; i<16; i++)
m_pSyskey[i]=pEncryptedKey[pi]];

return TRUE;
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